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Pref ace

Most network devices are constantly collecting statistics relating to the health of each interface. Network
engineers rarely have the budget, time, and resources to access this wealth of information, and very few
products exist that can help engineers detect and analyze problems before they affect users.

TotalView by PathSolutions was created to help provide this information (collected by switches, routers,
servers, and other network devices) in an advanced and easy to use format, to identify the root cause of
network problems, and maintain maximum network performance.

Audience

Network administrators with various levels of expertise can benefit from TotalView by PathSolutions, as
the product offers not only a rapid view of network health, but also in-depth analysis of specific issues.

To install and use TotalView, a network administrator should be able to set up a managed switch with an
IP address and an SNMP read-only community string.

Conventions
The following conventions are used in this manual:

Italic
Used for emphasis and to signify the first use of a glossary term.

Courier
Used for URLs, host names, email addresses, registry entries, and other system definitions.

Bold
Used for calling out buttons, file paths, tabs, fields, checkboxes, links and windows.

Note: Notes are called out to inform you of specific information that is relevant to the configuration or
operation of TotalView. Notes may occasionally be used to describe best practices for using the
system.

Technical Support
For technical support:

Support@PathSolutions.com

(877) 748-1444 (7x24 tier 1 telephone support)
(408) 748-1777 Select 1 for tier 2 support
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Overview

TotalView by PathSolutions is a Windows service that uses SNMP to monitor statistics and utilization for
each interface on switches, routers, and servers. If data-link errors or utilization rates rise above a
settable threshold, you can use the generated web pages to help you determine the source of the
network problems. This will help you to maintain a healthy network.

TotalView by PathSolutions is designed to disclose network weaknesses that cause data and
VoIP/UC/Video stability issues. By monitoring all network interfaces for utilization, packet loss, and
errors, it becomes easy to determine exactly where network faults exist.

TotalView goes one step further by providing insight into the specific error or issue that is causing
degradation so a rapid resolution can be applied.

Continuous monitoring of all interfaces provides the ability to generate alerts if any interface degrades
below a level that will support Network and VolP services.

TotalView also maintains a history of utilization and errors on all interfaces so you can troubleshoot
Network and VolP problems after they occur.

All network devices that support SNMP can be queried for link status and health information.
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Using the Web Interface

The web pages are served are served out HTTPS/TLS1.2 via port 443
Log In

The first screen isa Iogip screen with a random quote. _ ] ] .
9 5SFldzZ G €t23AYY al RYAYE LI aag2z2NRY audzNLf S¢

As the administrator you will want to change the login and password upon installation. This can be done
via the Config Tool.

Solutions

Log in to TotalView

Username

Password

Winning the lottery is a faster way to discover long lost
relatives than ancestry sites

Optionally, you can enable AD integration to use AD credentials for logging in.

Website Navigation

The PathSolutions TotalView web layout is easy to follow, and easy to navigate. You can minimize the
menu on the left by selecting the left arrow. The new Ul shows all the top level categories down the left
hand side of the display.
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Menu in expanded view:

TotalView

Poll: 00:05:00
Last:
Health:

Dashboard
Network
VolP
Servers
Services
NetAlly
Remoteinsight
Risks
Clients
Cloud
Internet
Predictors
NLT

Support

Logout

Notes:

Menu in collapsed view:

Dashboard : customizable
dashboard

Network : network device and
interface monitoring

VoIP : Telecom module @

Servers

Services

NetAlly
Remotelnsight @

Risks i SecOps Manager®

Client s Monitoring
Cloud : cloud connection monitoring

Internet : internet connection
monitoring

Predictors : bandwidth and cabling
utilization & predictions

Search

NLT: Natural Language
Troubleshooting

Support

1. Underneath the Health Section at top left, a message will appear if your support has expired, your
software is out of date, or you need more licenses to monitor your network.
2. These items only appear if you own the license for them.
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Subsections for each main section can be navigated by the tabs that appear along the top of each
section.

In addition, links throughout the interface allow navigation to additional pages and supporting reports.

Web Page Headers

At the top of the left collapsible menu of each web page, general information is displayed: Polling
Frequency, Last Poll Time, and Network Health.

Solutions

TotalView

Poll:
Last:
Health:

Tabs

Navigating each section of the web interface is accomplished by using the Navigation bar and tabs at the
topoft he Net work s:ectionbds pages

Devices

Each tab covers a specific area relating to the health of your network.

Navigation Buttons

Graphical interface buttons help with navigation and other options:

® An eye button at the right of tables is sometimes available. When selected, it will bring up another
additional details about the selected item. For example on the packet tables, the eye button brings up the
packet error counter information.

E This green Excel button will download an on-screen report into an Excel spreadsheet.
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Navigation Hints

onnect

55H Web HTTP 5

Filter Devices

Device Mame

Hovering over items in a report often shows additional information
about that item, and sometimes links, For example on the |oT
Tab,when you hover on dekieelinksGm n n
Telnet, SSH, Web, HTTPs and Syslog will appear. Available links
are in bold and blue here.

The search field at the bottom left of the expanded menu is
another good way to find things. It will search for IP addresses,
MAC addresses, DNS records, OUI information, CDP, LLDP,
and SysDescr information.

Filtering your view of devices, servers and interfaces is possible
by entering text into the filter fields above the tables. This makes
it very quick and easy to find similar monitored elements. For
example: finding all Meraki devices in the inventory.

ect o
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Dashboard

The Dashboard tab shows a dashboard that provides user-changeable widgets that can be displayed
inside or outside of this tab. You decide the type of widget and how you want information presented, and
each widget auto-updates automatically.

TotalView supports multiple customized dashboards. Thi s means you donét have to cl
if someone wants to share their dashboard with you, and you can have separate dashboards for different
topics like networks, servers, and cloud.

Customizing Dashboards

When you first open the program or use the Dashboard, it will display the default widgets with a little

fi Edi t othelupper kightihand side.
Interface Speed : Interface Duplex a
[ RE:] @ Full Duplex
100 meg Half Duplex

Solutions
W 10meg

TotalView o \‘
00 <10meg

10gig
=100 gig

Daily Errors . Daily Utilization

If you select the Edit link, it enters edit mode with shaded widgets. It shows a menu of widgets, and
options for loading, saving or deleting dashboards:

If you select Add Widget s, it will open a dialog box showing all the available widgets. Select widgets here
by selecting on them.
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L

Device CPU Utilization

.
2500
1720

[
oun 8

Ping IP Addresses

Ping IP Addresses

@ Google (88.8.8)

‘Server Drive Free Space

The widget(s) you select will immediately be placed in the upper left corner of the on the open dashboard
tab. Drag it to a blank area on the screen by selecting it and dragging it. Change the size by selecting on
the sizing object in the lower right corner of the widget.

If you want, in edit mode you can select X to delete any widget from the dashboard. Or use the Clear link
to remove all widgets from the current tab.

When you are satisfied with widget location and size, select Lock and the system will then lock it in place
on that dashboard tab. The X in the upper right corner of widgets will change to an arrow that you can
now select. This will create a separate detached window for the widget that you can drag around your
screen.
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To make a new dashboard, select the edit mode, then select New from the small menu above widgets at
the upper left. This will create the next dashboard tab.

Saving and Sharing Dashboards

From the widget edit mode, use the Save link at upper right to save and download a copy of your
dashboard configuration to your computer.

Save | Load | Add Widgets | Clear | Lock
Use the Load link to upload a widget configuration from your computer (i.e., if you are sharing a set with

peers).

Renaming Dashboards

When in edit mode, you can double-click on a dashboard name and it will allow you to rename the
dashboard.

Changing Dashboard Order
You can also change the display order of dashboards by

select a dashboard and move it uE or down in the list.

| Order tabs

Sunnyvale
New York

Servers

Cancel

| &

Saving Dashboards

From the widget edit mode, use the Save link at upper right to save and download a copy of your

dashboard configuration to your computer. This infor mi
you clear your cache, or login with a different browser, the dashboard will be erased and you will use the

serverds default dashboard.

It is recommended that you save each of your dashboard:
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Dashboard Widgets

The following dashboard widgets are available:

Network Health

Bar graph showing overall health of the network

Interface Duplex

Pie chart showing percentage of half-duplex interfaces

Interface Speed

Pie chart showing percentage of different interface speeds

Device Manufacturers

Pie chart showing percentage of network device manufacturers

MAC Addresses Pie chart showing percentage of desktop & client manufacturers
Turtle Widget Timmy the Turtle

Daily Errors Graph of daily errors

Daily Issues Graph of daily issues

Daily Ports Graph of daily ports in use

Daily Utilization

Graph of overall network utilization

Device CPU Utilization

Graph of device CPU utilization

Device Free RAM

Graph of free RAM

Device MOS Score

Graph of MOS Scores to/from the device

Interface Utilization

Interface utilization transmit and receive

Cloud Route

Cloud route path view

SD-WAN Route

SD-WAN route path view

SIP-Trunk Route

SIP-Trunk route path view

Diagram Network diagram

Ping IP Addresses Customizable ping for any IP address

Map Network map

Top-10 Top-10 interfaces for errors, transmit, receive, latency, jitter, loss

Server Drive Free Space

Table of drives with lowest disk space

Custom OID

Daily graph of a custom OID monitor

Down Devices

Table of down devices

WAN Table of current WAN interface status
WAN Graph Daily graph of WAN interface
BGP Table of BGP neighbors and their status

Server CPU Graph

Daily graph of server CPU

Server CPU Current

Bar graph showing current server CPU

Server RAM Graph

Daily graph of server free RAM

Server RAM Current

Bar graph showing current server free RAM

Server Drive Free Graph

Daily graph of server free drive space

Server Drive Free Current

Bar graph showing current free drive space

Servers Issues

Table showing server issues

Services

Table showing down services

NBAR Statistics

Pie chart showing NBAR statistics for an interface
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E Network Section

The Network section is available by choosing Networks or the Networks
icon in the left panel menu. This menu will bring you to the Network section and tools. A navigation bar at
the top of the display shows sub-tabs for network mapping and monitoring.

Devices

Path Tab
The Path tab permits you to view the health of all links between two IP addresses.

Fath L ]
gty 11 oe I SOV ELE 10 SR T SOTELE Fur ipernon uoames s B USRI T34 35 M ) Updeie
s P Ay = L

-
PR n
e L
Mupping from 10,0037 1o MUBLM [ — m

%% [ T
s

Before mapping a call, select the Update button to make sure that the bridge tables and ARP cache
information is current.

Note: The mapping will display the current path that packets take. If the network configuration or state
was different at a previous point in time, this mapping may not reflect the previous conditions.
Enter the Source IP address where you want the mapping to start and the Destination IP address
where the packets would be destined. Select the Map button to initiate the mapping.

This will perform a one-way path mapping from the starting IP address to the ending IP address. lItis a
one-way view of how packets flow from the starting IP to the ending IP. To view how packets would
return, you should select Reverse Historical , as the reverse path may be different than the outbound
path if asymmetric routing is occurring.

Each interface will display the historical percent utilization (received for inbound interfaces and transmit
for outbound interfaces) along with the error rate.

You can also view the duplex setting of each interface to make sure that each outbound interface
matches the duplex setting on the inbound interface.

On outbound Cisco router interfaces, the Queuing configuration of the interface is also shown to aid in
determining if QoS is configured properly on the interface.

Page 16



PathSolutions User Manual TotalView 15

Note:

Note:

If the mapping is unable to complete, it may be due to the fact that all switches and routers along
the path may not be monitored. Add these devices to monitoring for complete visibility of the
entire path.

If a switch or router is unable to be monitored (For example: A WAN service provider does not
allow SNMP access to the device), then a static route mapping can be made through the device
to the far end. Refer to the Administration Guide6 section: Changing the Map Fetch Variables
to Improve Map Stability on how to add a static route to the configuration.
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The screenshot below is an example of a full Path Map.
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Map Tab

On the Map tab, TotalView includes the Dynamic Network Map, with a zoom, select and drag user

interface. This capability gives you an feaglebdbs eyeo
point in time.

The map updates every 5 seconds and audible alerts play when links or devices go down so you can
remedy the problem immediately.

The map permits two different element types to be displayed:
1. Link: This is an interface that will change color depending on the utilization of the link, or change
to white if no status could be determined, or black if the link shows as down.
2. Device Ping : This is a single point that relates to an IP address that is checked for status. It will
show green if responding, or red if not responding.

TotalView also provides Multiple Map Views for Multiple Locations.
To zoom in and out on the map, use the zoom plus + and minus T buttons at the top left of the screen.

To pan, use your curser in the center of the screen to move around.

Pacifi P4 Atlantic
P

Line Color Description
Green <10% utilized (lightly utilized)
Yellow ~50% utilized
Red >90% utilized (heavy utilized)
Black Interface is down
White Communication failure (could not read interface status)

To detach the map for viewing in a separate window, use the Detach button in the top right corner.

To mute sound alerts, select the Mute button at upper right.
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Diagram Tab

This shows the automatic, interactive network diagram. This flexible map gives a pictorial view of your
network connections. You can zoom and scroll the diagram, move elements around, and lock them into
place.

Diagram Total Network Visibility®

E

Searoh

As new devices and subnets are added to your network, the diagram will automatically update with the
layer-3 devices and subnets.

Beginning with TotalView 12, you may now select Grouping to show groupings of devices at your
locations. You can shift-select a group name to zoom into and see just the devices in that group.

Diagram Total Network Visibility®

Sunnyvale
)
G

)

£ S
&

Boston

Vi

Austin
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Also, with TotalView 15, you may make a Visio download of the diagram by selecting the Visio button at
top, and also view it in a new display window by selecting the Detach link.

Gremlins Tab

The Gremlins tab is a correlation engine that allows you to quickly understand what events happened at
a specific timeframe on the network. The Gremlins report has been re-designed to include a timeframe
slider bar at the top:

Gremlins Total Network Visibility®

What happened Now on the network Group: All -

Timeframe: ( O

C7ZPKD3 (10.200.10.10) had ¢ rate during this period

jice: HardCider (10.50.0.7) had 6.94% Emor rate during

By default, the Gremlins report shows you events happe

The Timeframe slider bar allows you to choose a specific point in time to analyze.
The Group drop-down menu on the right side allows you to narrow the scope to look at events that
occurred within that group.

It will present events in the following order of priority:
Devices that went offline

Devices that went online

Interfaces that went down

Interfaces that went up

Devices that had high packet loss

Interfaces that had high utilization

Interfaces that had packet loss

NogakrwpnrE
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Devices Tab
The Devices tab view shows you a list of your monitored network devices and information about each.

Devices Total Network Visibility®
® Healthy  Suppressed @ lssue 7 Commiail  Caly k Wk [N Traffic PoE STP Inventory Descripion Backup Support Financials  Vulnerabilities
Device  SNWP Oper  Admin
Device Name IPAddress  Version Manage CPU Int Down Down Location Contast Uptime

Headquarters (24 daf§clL -

Notice the new filter field at the top of this table to filter any open sub-section. This filters only on sub-
sections that are opened at the time.

The health legend is at the top of this section:

@ Healthy Suppressed @ Issue  ? Comm fail

You can also use collapse all to close all device groups.

Select Lock Web to remove the Ignore and Favorites columns and prevent them from being globally
modified.

From this tab you can also view more specific device sub-tabs.

General Sub-tab
The General sub-tab allows you to manage the device as well as learn about the device capabilities.

Total Network Visil

Devices.

@Healthy  Suppressed e lssus 2 Commfail
General [ I L ——

IPAddress  sump Oper  Admin
e mem @ o e mee s — ]
~ HQ (32 devices, & 1 with an issue)
P - 274200 20
[ 25 1 metmce 254 10n50m
P EENE
= W e |
- v o o
- o it
= =6 16 |E
p |vas | :
b | Be e
= SEIE e
- w1
= 506
- s |+ |2
= e
- w w0 23 100 50
s W | |k e
- x 167510
- = = i
= = o= 1e 14056
= = |z |o 1o 1m0
= P N P =
- Z x 0 cmetmca
® 4, haupst v 2 o o 248d 18 10m
~ Vitware (1 device)
@]l serappy . ae 1 1 ‘Santa Clara, CA 80 16 a1m
- : it
e e B e
= - w7 o200 0o
=3 % 3 1 1 Sunnyvale, CA noc@pathsolutions.com B4d 21h 30m
= I | e
- N 000
= PR ot
- = | R

The first column in the table includes a green dot, red dot, yellow dot or a question mark (?) status
indicator, corresponding to the status indicator in the health legend. If a device has all interfaces healthy,
the status dot beside its name will be green. If a device health is suppressed by the user, the status dot
will be yellow. Suppressing an interface can be done by selecting on the status (colored dot) and
selecting to suppress that interface. If a device has an interface that is degraded (utilization or error rate is
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higher than the configured threshold), the status dot will be red. A red question mark (?) will be shown on
devices with communication failure.

The device type icon is displayed to the right of the status indicator. This will automatically be
determined based on the features and capabilities of the device.

Note: The Device type can be overridden to have it display a different type of device by using the
Config Editor and changing the DeviceType.cfg file.

The Device Name (programmed into the switch as the system name, hostname, or sysName) is

di splayed in the second col umn. To change this, you s|
internal name (hostname) or "sysName". Refer to the di
how to change this information.

If you select the device name, it will link to a summary of the device, listing all the interfaces that exist on

the device, along with detailed information about the device. Refer to the Interface Summary section on

page 36.

The managed IP address of the device is listed in the third column.

The Manage Device column includes links to Telnet, SSH, Web, and HTTP into the device, as well as the

syslog information received from the device.

The # of Int column displays the total number of interfaces on the device.

The Oper down column displays the total number of operationally shut down interfaces on the device.

These interfaces are not in-use and will have an inactive link light.

The Admin down column displays the total number of administratively shut down interfaces on the

device. These interfaces have been manually disabled by the network administrator and will not function

if a node is connected to the interface.

The Location column of information displays the location of the device. This information is configured on

the switch as the | ocation or "syslLocation" of the dev

documentation to determine how to change this information.

The Contact column of information displays the contact for the device. This information is configured on
the device as the contact or "sysContact of the switcl
documentation to determine how to change this information.

Note: If TotalView reads an email address in the sysContact field, it will create a web link to the email
address.

Device is listed in the last column. This will show how long the device has been online since it was last
rebooted.
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Traffic Sub -tab
The Traffic sub-t ab di spl ays i

Devices

@Healthy  Suppressed @lssue Commfal ¢

e v Daily Packets
P Adress
] [Fater e ™ Rx
e 514,480 a3, 145k o
e 102722k 101080k o
- 177 sk 0
. o = o
- 2820k 20418k o
- 7 Tatk 0
- 1% 123K 0
®f pesiozD - e e 0
o LAB-CSB00-CL Toma 1848 8041k o
off svi-swcor n 11620 aTark 2201k
offf svi-swa01 " 527 5711k ao7
~ LAN (20 devices)
offf syran 120774 1272 580
pure preem 19
a7sm 1307 0
s saok a«
sa050k 2125 22300k
12072 12,508k 10,100k
2900k 204% 185
18,04 19.008K 15278k
sia sa2k o2k
101% ot e
saz astk o
1845 e e
a70a e o230k
2208 5305 331
20278k 10375k 7350
0047 904k 132k
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This permits you to determine the average daily broadcast rate and compare it to the last poll broadcast
rate to help identify devices that are transmitting or receiving a high level of broadcasts.

Note: If a device is transmitting a high percentage of broadcasts, it is more likely that one of its
interfaces is receiving a high percentage of broadcasts from one of its ports, and then transmitting
those broadcasts to all interfaces on the device. Select the device and look for interfaces that are
receiving a high broadcast rate to determine the device that is broadcasting.

PoE Sub -tab

The PoE sub-tab shows information on the status and power consumption of the devices, the percentage
of utilization that is running, and the level of alarms that have been set to alert you if power is running low.

Devices

®Heslthy  Suppressed @ lssue 7 Comm fail

Device
S 1P Address

ier Devices Filte Group Status
~ Headquarters (34 devices)
= Firewall (3 devices)

0.254 1
10.200.10.249

10.0.0.22
10.0.0.21

100030
10001 1 on
10002
10006

Total Network Visibi

B9 577 imveniory Descrpton Gk Gackup Support  rnancits Winerab

Power Supply (PSU}

Rating (Watts} Consumption % Power Utiization Alarm Threshold

This allows you to quickly determine if there are any high-power drawing devices that are connected to

the switch or if there are any power faults.
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PoE allows you to watch the status and monitor the power usage for your PoE switches to make sure that
you are not getting close to limitations of the switch. It also monitors the power draw for each port on the
switch so you can determine where high-power drawing devices are connected to and quickly determine
any power faults.

Note: PoE Historical Utilization can be optionally tracked over time by enabling data retention of PoE
stats. This permits organizations to track their power usage and generate reports showing when
and where additional power is being drawn from PoE switches. See Appendix A, Saving PoE
Usage to a Database , on how to enable reporting and how to extract data from the database.

STP Sub-tab
The STPsub-t ab shows the devicebds.Spanning Tree information

Devices Total Hetwork Visibile
@ Heamny  Suppr ®isaue 7 Comm tail
Device
r Group Topology
1P Address.
Fier et 1¢ Protocol Version Prionty Last change Changes Roat Briage RootCost  RootPort  Hold Time
Health
= Headquarters (34 devices)

70 int#2 100

10.200,10 249 55 Int 35 100

ITE] 1 Syrah 40003 niat 500

10,002 1 Syrah 40000 it o1 600
= Printers (1 device)
® 5 PSPIRI

les=021 2 days 19:35:16.00 an ] o

Uriknonn 2789 5 days 19.35:11.00 7751 Syrah 3 Int 84035 00

Determine when your last STP root bridge election occurred and which device is acting as the root
bridge. Al so know which interfaces are active as well as |
disconnecting the wrong interface.

Inventory Sub -tab

The Inventory sub-t ab shows details about a deviceds internal i
device discovered on your network, the Manufacture Date , Model, Serial Number , Hardware ,
Firmware and Software OS revisions are reported.

Devices “Total Network Visibill
n @ ety Suppresaed . @lssve# Comm i e me : nventory [ T
S IPTAE:::M e Code Revision @
File: Filter Manufacturer | (ter Model itz Serial Num Hardware Firmware Software
HEol ——
- Firewall (3 devicos)
o0 65 10.86.0.4 Cisco Meraki MX65 Q20N-Z730-DYG4 wired-18-1-07
108605 Palo Alto Networks Pa-150 023201001065 10 n1snio
o 00 poe 10.0.0.48 Forinet FGT_1400_FOE FG140P3G 13800110 ForiGale-1400-FOE v6.2.14,0uld 1364230411 (GA)
~ Vhware (1 device)
®&T) scrappy 10.1.0.13 Viawars, Inc
~ DMZ (8 devices)
®§] SVLABOPENGEAR | 10200108  OpenGear,inc
102001010 | Delinc
102001015 | APC by Schneider Electric
102001016 | APC by Schneider Electic
ForliGale-40F 7.4 7 bulli2731,250120 (GAM)

101990254 | Forinet FGT_d0F

10.200.10.50 voo

1020010 258 ves
10.200.10.249
w0002 P 19726 Rev 0 WE 1603
10.0.0.21 HP JO726A Rev 0 WE.16.03
100030 Hewett Packard
10004 SE FOOTB45EBS vor o Gibrattar 16,1212
10.0.02 FTX1040A3WH vo3 12 413075 1!
10005
o tempranitlo 10007 ASR1001 SS110510470 Vo4

The filter field is very useful in getting filtered lists of the inventory. For example, you can go in and filter
on all the Cisco devices, or all Meraki devices
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An Inventory Excel spreadsheet can be downloaded by selecting on the Inventory link and selecting on
the Excel icon. Additional detailed inventory information is available in that spreadsheet that is not
available via the web Ul: The Inventory spreadsheet includes serial numbers and details of every element
inside the chassis like blades, fan trays, and management systems.

Description Sub -tab
The Description sub-tab shows the internal system description for the device.

Devices Total Network Visibiity
o Heal uppressed @ lssue 7 Comm fail s "
. T & General Traffic PoE STP Inventory [LENSISISHN £oX Backup Support Financials Vulnerabilies|
—_— Device 4
1P Address
Filter 1P Internal Device Description
108504 Meraki MX55 Cloud Managed Router
o haps4so 108605 Pas works PA-400 series frewal PaloAlto AP1. Enabled
@ hatt4od.poe HQ-Fortigats
~ ViMware (1 device)
o scrappy 1010.13 Haroware: intei64 Family & Model 85 Stepping 4 ATIAT COMPATIBLE - Software: Windows Version 6.3 (Build 14393 Multprocessor Free)
~ DMZ (8 devices)
O SVALAB.OPENGEAR

&
®

0B HR B2 SN 0A2127G00515 MD 07/052021
a05_20.0.6.bin AF1:v2.0.0.5 AN1:apc_v21_su_2.0.0.5 bin MN-AP9641 HR 5 SN: SA2125T50333 MD.06/1112021) (Embedded PowerNet SNMP Agent S

/SNMP Management Card (MBv4.1.0 PF v6.9.6 PN ap
Management Card (MBv4.2.9 PFv2.0.0.6 PN

et 2 compatble)
1 Fortgate 4
10S Software [Cupertinol, C9800-CL Softwas
pre

Cisco 10S Software [Everest], Catalyst L3 Switch Software (C

INverv Cisco comftechsupport Capyright (c) 1986-2023 by Cisco Systems, Inc. Compiled Fri 20-0¢t-23 1029

(C9800-CL-K9_IOSXE). Version 17.9 4a, RELEASE SOFT

0. comMechsuppon Copyright

by Cisco Systems, inc. Compiled Wed

o svi-swa01

3K_CAA-UNIVERSALK-M), Version 16 6.9, RELEASE SOFTWARE (1c3) Tachnical Support hitp

24-Fed
offf] svi.swcot Cisco 108 Software, Catalyst 4500 L3 Switch Software (cat4S00-ENTSERVICESKS-M), Version 15.0(2)SG11, RELEASE SOFTWARE (fc2) Tachnical Support hitp:/www.cisco.comechsupport Copyright (c) 1986-2016 by Cisco Systems, inc. Compéed Mon
24-Oct-16 0948
~ QA Group (2 devices)
o Meriot HP JOT26A % revision WE. 16.10.0022, ROM WB.16.03 (ws/swbiskimirel_ajanta_arenal_gaofticodabulc/anmis rel_ajanta_arenal_qaof_rel_sianta_arenal)) (Formerly ProCurve
o& Pin HP JOT26A % revision WB 16.10.0022, ROM WB.16 03 (ws/swhuskimirel_ajanta_arenal_gaofticodebuld/anmis rel_ajanta_arenal_qaof!_rel_aanta_arenal) (Formerly ProCurve)
~ Printers (1 device)
® PSPIRI 100030 HP ETHERNET MULTHENVIRONMENT SN.CNBTHIPTAN F 26056, PIDHP LasarJet Pro MFP M521dn
o sy 10001 - rsion 16.12.12, RELEASE support Copyright (c) 1986-2024 by Cisco Systems, Inc. Compiled
@ senaciera 10002 2800 Sofware (C2800NM-IPVOICEKS-M), Version 15.1(1)T, RELEASE S E by Cisco Systems, inc: Compiied Mon 22-Mar-10 01:25 by
o[ RuckusaP 10005 c) 2008
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EoX Sub -tab

TotalView can display pertinent End of Life/Sales/Support information for Cisco Devices once configured
with the Cisco APlIs.

Devices Total Network Visibility®
m @ Healthy Suppressed ®@lssue 7 Comm fail Collapse Al Expand Al Lock Wed. General TraMic PoE STP Inventory Description [od
. - Device e A
TotalView Fiter Grovp 1P Address End of End of SW Maintenance End of Security Vulnerability End of Routine Failure End of Service Contract Last Date of
[Filter Devices | [Fitter P sale Releases Support Analysis e Support Details
~ Headquarters (32 devices)
~ Headquarters\Firewall (3 devices)
o) hamxss 10.86.0.4 - - - - -
*) hapadsd 108605 = = = = =
®@ haft40d-poe 100046 - - - - -
Dashboard ~ Headquarters\VMware (1 device)
®E[) scrappy 101013 - - - - -
~ Headquarters\DMZ (7 devices)
@] SVLAB.OPENGEAR | 10.200.10.0 - - - - -
VoIP @ idracCIZPKD3 10.200.10.10 = = - - =
® B apc547060 10.200.10.15 - - - - -
— ® /3, apcs1020D 10.200.10.16 = = - - =
o@ sViFWD1 10.199.025¢ - - - - -
o) LABC9800-CL 10.200.10.50 = - = - - =
services o sviswmol 1020010254 | 1013072016 101302017 101302010 101302017 11250021 1013172021 | Details...
~ Headquarters\QA Group (2 devices)
NI @ Merlot 100022 - - - - -
®[E] Pinot 100021 = = o o =
Remetelnsight » Headquarters\Printers (1 device)
ofH] syran 10001 1073172021 1013112022 10312026 112972026 1033172026 | Detals...
Risks @ SantaClara 10002 1212812000 121282010 10312014 312812014 1213172014 | Detals...
RUCKUSAP 10006 = = - =
Clients @@ tempranillo 10007 2016 - - 71282020 4302021 | Details...
1000.12 18 2132019 20282023 512022 212872023 | Details...
Cloud 1000.13 - - - - - -
100014 1073012020 101302021 103172025 10302021 112812025 1053172025 | Details...
Internet 00018 - - - - -
100020 = - = - - =
_ 100028 5272006 51272007 - 51212007 222011 5312011  Details...
Predictors
100029 = = - - =
100032 - - - - -
100033 - - - - -
100039 1212712013 - 121282010 31282014 1213172014 | Detals...
NLT 10.0.0.120 = = - - =
@ [F PS_OpenGear 10.0.0.250 - - - - - -
Support ®cB MPLSCore 10003 1272812008 121282010 10312014 121282010 31282014 12/31/2014 | Details...
100023 - - - - -
~ Boston (2 devices)
Logout o] postonswi-stout 10.30.0.1 - - - - - -
@@ Boston 103002 1272812009 121282010 10312014 121282010 31282014 1213172014 | Details...
~ Sunnyvale (12 devices, ® 4 with issues, 2 1 With a communication failure)
» Sunnyvale\Wifi (3 devices, ® 2 with issues)
o[ svmxis 1050.0.1 - - - - -
1050.0.42 = = - - =
1050.0.4 - - - - - -
o sunnyvale 105002 1013172014 10312014 10312012 113012016 103172016 | Detals...
® G, HardCider 105007 - - - - - -

Clicking on Details will provide more information about all sub components as well.

SV1-SWM-01 EoX Details

End of SW
End of Maintenance End of Security End of Routine End of Service Last Date of Product

Serial Number Product ID Product ID Description Sale Releases Vulnerability Support Failure Analysis Contract Renewal Support Bulletin
FOC1825XONY | WS-C3850-24PW-5 Cisco Catalyst 3850 24 Port PoE with 5 AP | 10/30/2020 10/30/2021 10/31/2025 0/30/2021 10/31/2025 | Bulletin

license IP Base
FCW2010D0HU | WS-C3850-24P-5 Cisco Catalyst 3850 24 Port PoE IP Base 10/30/2020 10/3072 10/31/2025 025 10/31/2025 | Bulletin
DCA2052G3PR | PWR-C1-T15WA 7T15W AC Config 1 Power Supply 41302022 /3072023 413012027 712912026 /30/2027 | Bulletin
FOC21386GFK | C3850-NM-2-10G-RF | Cisco Catalyst 2850 2 x 10GE Network 413012027 = = = 7129/2026 43012027

Module REMANUFACTURED
LIT15480A98 C3KX-PWR-T15WAC/2 | Catalyst 3K-X 715W AC Secondary Power | 10/30/2016 1013072017 10/30/2019 10/30/2017 021 {2021 | Bulletin

Supply
FOC19516RKY = C3850-NM-2-10G= Cisco Catalyst 3850 2 x 10GE Network 41302022 413012023 41302027 413072023 T129/2026 4/30/2027 | Bulletin

Module
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Backup Sub -tab

This sub-tab provides a summary of the last backup of devices. The backup column shows the date of
last backup and whether it succeeded or failed.

Devices “Total Network Visibilil

®Hosltny  Suppressed  @lssue 7 Comm fail
" i neral Trafic PoE SIP laventory Description Eox GRS Support Financials  Vulnerabilitic

Device
© Address G e
| |Finer e ‘Backup Information Last Backup Details. Log Backup
103604
103505 2025-09-16 00.01 30 Backup successhl No change Log
o natt40d-poe 100048 2025-09-16 00,01 25 Backup succasshl 285 ines changed Log
~ VMware (1 device)
g scrappy 101013
~ DMZ (8 devices)
) SVLAB.OPENGEAR 10200109
$ idrac.CTZPKD3 102001010
A, apcsa06d 102001015
/4, apc51D200 102001016
o sviFwol 10.199.0.254
o LABCon0CL 10.200.10.50
o sviswmo 10:200.10.254
offf svi-swCot 10.200.10.249
~ QA Group (2 devices)
Merlot 100022 2025-9-15 00.00 42 Backup successhul No change Log
Pinot 100021 2025-09-16 00.01.03 Backup successiul Mo change Log
~ Printers (1 davice)
ecp PSPIRI 10.00.30
oFf syon 10001 2025-09-16 00,01 19 Backup successhl No change Loa
o SantaClora 10002 2005-09-16 00 01 14 Backup successiul No change [E¥IE & now
o[F RuckusAR 10006 =
Pgi—. wanz B Y T TEAT Sesm— Mochama | Potnite| oo | ECTETNENR

Global Device Configuration Search

Device Types: & Matches () Does not match
]
Configuration: # Malches () Does not malch
NTP

Telrnet 55H Web HTTPS 11 malchas Gebecisd m Chear

Syrah  Syrah{ 100000 1)@024-07 .2 2@ 04.00.01.1x1 -

WimA BEENt eMEC
profile kit

profile httpslis
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l Compare Configurations 2 dfferences datected
l Search I Michelon(10.0.0.12)2024-06-27&02.00.31.txt Michelob2(10.0.0.12)2024.06-27802.00.)1.xt -
! napat 1 1
= 2 1Command: show running-config 2 1Commanc: show running-config I
E haf140d-poe 3 1Time: Sun Jom 39 16:35:25 2024 3 ITime: Sun Jun 3@ 16:35:25 2024
! 4 3
|
{. | Sneh S version 7.8(3)11(1b) S version 7.8(3}11(1b)
| SantaCtara & switchnase Michelob © switchneme Michelcdbl
| * vee Michelce 44 1 ! vac Michelco? 44 1
tempeanito ¢ limit-rescurce vian minimum 15 maximum 4838 £ limit-resource vien minimum 16 meximum 4894
Michetod & limit-resource vrf minisum 2 maxisum 4996 2 limit-resource vrf minisum 2 moxieum 4096
: 10 limit-resocwrce port-channel minisue O saxisum $ 10 1limit-resource port-channel minisum @ maxisem S
Micheiot2 1 n
' Mot 11 limit-resource udroute-mem minimus 2428 maxisum "1 limit-resource udroute-mem minisum 248 saximm
H 248 248
| | Burgundy 12 limit-resource uGroute-sem minimus 96 saximum 3 10 limit-resource uSroute-mem minisum 96 maximm 9
| Chardonnay ¢ ¢
! 13 limit-rescurce sircute-sen ninisus 58 maxieun 5 1 limit-resource sircute-sen ainisun 58 maxiss 5
| Pt 8 s
| Morict 4 limit-resource sécoute-ses minisus & maxisue 8 14 lisit-resource sEcoute-mem minieum 8 maxisum 8
| 15 15
{ | Muscat 10 feature telnet 16 feature telnet
Riesting 17 cfs etn distribute 17 c¥s eth distribute
! 16 feature bgp 15 festure bgo
!  Dutonnet 10 feature rip 19 feature rip
| bostonswi-stout {0 feature interface-vian | feature interface-vian
| 21 feature lacp 21 feature lacp
Sunnyvake 22 festure ohcp 27 feature dhcp
1]
23 Feature vpc 21 feature vpe
| AngryBalls
i 24 #eature 1ldp 24 feature 1lop
75 feature vip 25 feature vtp

| 26 clock protocel ntp vac 1 26 clock protocol ntp wec 1

To setup and configure device backup schedules, see the Administration Guide. Backup configurations
are also possible. You have the ability to do a diff against previous versions to see what has changed.

A dialog will allow you to add a note, then the backup will begin.

1 Backup Device Mow - Google Chrome = O o

| & aboutblank p

Device backup on Chardonnay
started...
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If you select a Details link, you can see the details of any backup. This will show the different
configurations that were backed up, and using the tool bar at the top, you can also see the differences
between backups to see what changed.

Devices Total Network Visibility® [
® Healthy  Suppressed @ lssue 7 Comm fail Lack Web General Traffic PoE STP Inventory Description =SSN Support Financials Vulnerabilities
Device Backup
IF Address Backup Information Details Log Backup

Headquarters (27 devices] -
® () hamxes 10.85.0.4 -
- D hapad50 10.85.0.5 2023-02-08 00.00.02 Backup successful Details Log Backup now

'8 PathSolutions TatalView - Google Chrome - u] X LL B=ciup now
® @ SantaClal PRI G=chup now
® [£] RuckusAl A Not secure | htps://10.1.0.15/devicebackupdetails.htmi?d=2 Q
# £ tempranil N R .
. 10.0.0.1 Configurations e ssi wes 1ir7es @ File View C File Compare

£, femax-mn
s Syrah(10.0.0.1)2023-02-09@00.00.01 txt -
[ Michslon T [ FEAT o - Building configuration.. LI, 5ocup now
» [&] Burgund] EPET L S LI 2 "N c=ciup now
. ’i‘ Chardoni Syrah(10.0.0.1)2023-02-08400.00.01 3 Current configuration : 20500 bytes Log Backup now
4|1
] Finot Syrah(10.0.0.1)2023-02-07 ©00.00.02.
[&] Pino rant ’ e 5 | Last configurstion change 3t 14:18:17 DT Mon Nov 7 2022 by psbadmin
® [&] Grenachq | syra(10.0.0.1)2023-02-06@00.00.01 8 | NVRAM config last updated at 13:51:22 PDT Mon Now 7 2822 by psbadmin
- T
* %] Ribolla ‘Syrah{10.0.0.1)2022-02-05@00.00.00. . ; .
o] shiear & version 15.3
Syrah{10.0.0.1)2023-02-04@00.01.03. @ no service pad

 [] Merlot 4ot 10.0.0.1 207 05-0300.00.00. 0 serwice timestamps debug datetime msec
[5] Ricshing | | SYTeN(10.0.0.1/2023-02-02900.00.00. service tinestanps log datetime msec

] uscat | | Sah(1000.1)2023-02-02@10.5%.16, 2 service password-encryption
service compress-config
na platform punt-keepalive disable-kernel-care
@[] Paloming | Syrah(10.0.0.1)2023-02-01@00.00.02 5!
5 hostname Syrah
® B PSFIRY | g ah10.0.0.112023.01-31@00.00.01 -1 o
# 5] Dubonne| | g1
Syrah{10.0.0.112023-01-30@00.00.01 E
® [&] barleywi o wrf definition Mgme-vef
& Syrah{10.0.0.112023-01-2600.00.01. 20
® @ Alsace e ; e 20| 1
120z 21| address-family ipvd
Syrah(10.0.0.1)2023-01-28@00.00.02. & Y 1p
.
£, haups1 22 exit-address-family
23| 1

®[&] Franc Syrah(10.0.0.1)2023-02-02@00.00.02.

. :@\‘ iDRAC-1. Syrah(10.0.0.1)2023-01-27@&@00.00.00.
address-fanily ipvé

exit-address-family
|

® [¥] PS-P1-0f | Syran(10.0.0.1)2022-01-2600.00.01
* &1 scrappy Syrah({10.0.0.1)2023-01-25@00.00.01
Boston (2 devi
Chicago (2 dey

enable secret &
|

‘Syrah(10.0.0.1)2023-01-24@00.00.00.

You can also compare the differences between backups to see what changed by selecting the File
Compare button at top right of this screen.

"8 PathSolutions TotalView - Goagle Chrame = O X
A Not secure | Bips://10.1.0.15/devicebackupdetails.htm|?d =28 Q
hgpa450 (10.86.0.5) Configurations sgH TTPs () File View @ File Compars
|gem,.__ | hqpad50{10.86.0.5)2022-02-27@18 51.55.ixt hqpad50{10.86.0.5)2023-03-01@14.54.20.txt o~
hqpa450(10.86.0.5/2023-03-09@00.0C = || set deviceconfig system ip-address 10.9.0.251 1 set deviceconfig system ip-address 18.9.8.251
2 set deviceconfig system netmask 255.255.255.8 system netmask 255.255.255.8

hapa450{10.85.0.5)2023-03-08@00.00 3 set deviceconfig system update-server updates.palealtonetworks.com system update-server updates.paloaltonetworks.com
hap=450{10.86.0.5/2023-03-07@00.0¢ 4 set deviceconfig system update-schedule threats recurring weekly d system update-schedule threats recurring weekly d
ay-of -week wednesday ay-of-week wednesday
hgpa450{10.85.0.5)2023-03-06@00.0C 5 set deviceconfig system update-schedule threats recurring weekly a 5 set deviceconfig system update-schedule threats recurring weekly a
T e1e
: 12023
hap2450{10.85.0.5/2023-03-05@00.00 et deviceconfig system update-schedule threats recurring weekly a | & set deviceconfig system update-schedule threats recurring weekly a
hqpa450{10.85.0.5)2023-03-04@00.0C ction download-and-install ction download-and-install
hqpa450{10.86.0.5/2023-03-03@00.0C set dev.Lcec-:m—l.g system update-schedule wildfire recurring every-h set de\:.'_ceccnf'_g system update-schedule wildfire recurring every-h
our at @ our at @
hgpa450{10.85.0.5)2023-03-02@00.0C & set deviceconfig system update-schedule wildfire recurring every-h 2 set econfig system update-schedule wildfire recurring every-h
. . | our action download-and-install our n download-and-install
hapa450{10.86.0.5)2023-03-01@15.13 set deviceconfig system update-schedule global-protect-clientless- @ set econfig system update-schedule global-protect-cli
hgpa450{10.85.0.5)2023-03-01@15.17 vpn recurring weskly st @1:15 wpn recurring weekly at @1:15
. - | 10 set deviceconfig system update-schedule global-protect-clientless- | 10 set deviceconfig system update-schedule global-protect-cliel
hapa450{10.85.0.5)2023-05-01@15.10 wpn recurring weekly day-of-week sunday vpn recurring weekly day-of-week sunday
haqpa450{10.86.0 5)2023-03-01(@14 5 11 | set deviceconfig system update-schedule global-protect-clientless- | 11 set deviceconfig system update-schedule global-protect-clientless-
§ wpn recurring weekly action download-and-install vpn recurring weekly action download-and-install
hqpa450(10.85.0.5)2023-03-01@14.5 12 set deviceconfig system update-schedule anti-virus recurring daily | 12 set deviceconfig system update-schedule anti-wirus recurring daily
hapa450{10.36.0.5)2023-03-01@14.5: =3 (e ZiE 2 H-s
X 3 set deviceconfig system update-schedule anti-virus recurring daily 2 set deviceconfig system update-schedule anti-virus recurring daily
hap=450{10.86.0.5)2023-03-01@14.4 action download-and-install action download-and-install

hpe45010.85.0.5/2023-03-01@00.5¢ set deviceconfig system updste-schedule global-protect-datafile re set deviceconfig system update-schedule global-protect-datafile re

curring weekly at 92:38 curring weekly at 82:3@
hqpa450{10.86.0.5)2022-02-28@00.00 15 set deviceconfig system update-schedule global-protect-datafile re | 15 set deviceconfig system update-schedule global-protect-datafile re
hapa450(10.86.0.5/2023-02-27@12.11 curr'_ng.'.ueeklsi.day-oF-week sunday i i CUI"I"JI'\g.MEEkl}'.da)'-C-f-hEEk sunday -
18 set deviceconfig system update-schedule global-protect-datafile re| 16 set deviceconfig system update-schedule global-protect-datafile re
hqpa450{10.85.0.5)2023-02-2T@18.11 curring weekly action download-and-install curring weekly action download-and-install

deviceconfig system timezone US/Pacific 17 set deviceconfig timezone US/Pacific

hqpa450{10.86.0.5/2023-02-2T@12.1(

devicecol system service disable-telnet yes 12 set service disable-telnet yes
hapa450{10.85.0.5)2023-02-3T@12.5 devicecol system service able-http yes 12 =et service disable-http yes
hapa450{10.86.0.5/2023-02-2T@18.51 dev:xcecon g system service _sab'_e.-snnp no _ et service d:isable.-snmp no

deviceco system hostname hgpadse 21 =et hostname hgpadsd
hap=450{10.86.0.5)2023-02-2T(@18.51 deviceconfig system default-gateway 18.8.8.1 22 set default-gateway 10.8.8.1
hapa450{10.85.0.5/2023-02-27@00.1 deviceco - system dns-setting servers primary 18.48.9.18 _ et dns-setting servers primary 168.9.8.189

deviceconfig system dns-setting servers secondary B.8.8.3 24 set dns-setting servers secondary 8.5.8.8
hap=450{10.86.0.5/2023-02-26@00.0° _ devicecol system domain pathsolutions.local set tem domain pathsolutions.local

8 deviceconfig system login-banner \"UNAUTHORIZED ACCESS TO THIS | 28 set deviceconfig system login-banner \"UNAUTHORIZED ACCESS TO THIS

4 4 DEVICE IS PROHIBITED DEVICE IS PROHIBITED
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You can also select the Log link to see the lodfile of backup.

® Healthy

Filter Devic:
Device Name

Headquarters (27 devices) ~
* (2] hgmxs

* 2 hapadso
5 syrah

* ) SantaClara
® [ RuckusAP
#  tempranillo
® &, kmax-mm

* [ Michelob

» [8] Burgundy
# [i] Chardonnay
» [&] Pinot

® [i] Grenache.
. E‘ Ribolla

® [&] Shiraz

® [ Merlot

#[&] Riesling

® [ Muscat

* 5 PSPTR
® [&] Dubonnet

® [38] barleywine

* @ Alsace

® , hqups1

® /3, iIDRAC-148XCV2
# [] PS-P1-OpenGear
» i1 scrappy

Boston (2 devices) v
Chicago (2 devices) «

Devices

Suppressed @ lssue 7 Comm fail

Device
IP Address

10.86.0.4
10.86.0.5
10.0.0.1
10.0.0.2
10.0.06
10.0.0.7
10.0.08
10.0.0.12
10.0.0.19
10.0.0.20
10.0.0.21
10.0.0.25
10.0.0.28
10.0.0.25
10.0.0.22
10.0.0.28

10.0.0.120
10.0.0.137
10.0.0.250
10.1.0.13

202
202
202

202,

202

202

202
202,

202

202:

General Traffic

PoE

Inventory Description [[=NSEP Support Financials Vulnerabilities

$ PathSolutions TotalView - Google Chrome

A Not secure | bttps;//10.1.0.15/backuplog.html?d=2

Backup Log

Time
20812023, 12:00:01 AM
218/2023, 12:00:01 AM
23, 12:00:02 AM

216/2023, 12:00:01 AM
25/2023, 12:00:00 AM
21412023, 12:01:03 AM
21312023, 12:00:00 AM
21212023, 10:54:15 AM
21212023, 12:00:02 AM
2112023, 12:00:02 AM
1312022
11302023

All

Source
Regulzr
Regular
Regular
Regular
Regulzr
Regular
Regulzr

Manual

Regular
Regular
Regulzr
Regular
Regular
Regular
Regular
Regular
Regular
Regulzr
Regular
Regular
Regular
Regular
Regular
Regulzr
Regular
Regular

-

Backup before static route shange to Fred server, started by fiftus.

Tatal Netwark Visibilityd [

Backup
Details | Log

Details | Log

Detsils | Log
Details | Log
Details | Log
Detsils | Log

LI

Details | Log

You can also select the Backup button, to initiate a manual backup from this tab on the web interface.
The backup is immediate.
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Support Sub -tab

The Support sub-tab provides contract information for any of your network devices in one place on this
tab. Contract details you can add include the Contract ID , Contract Date , and Contract Phone number

for your devices.

Device Name
HQ-Firewall (0 devices)
® (=) hgpas00

® (2 hgiwl

® (2 CiscoASA
HQ (0 devices) «
® [=] Chardonnay
® [ syrah

® [=] Pinot

® =] Merlot

® =] Muscat

. EI Burgundy
® =] Ribolla

® [&=] Grenache

® [=] Riesling

& @@ Railaue

Devices

# Healthy Suppressed ®lssue ? Comm fail

Device
IP Address

10.0.0.7
10.86.0.2
10.0.0.8

10.0.0.20
10.0.0.1

10.0.0.21
10.0.0.22
10.0.0.23
10.0.0.19
10.0.0.26
10.0.0.27
10.0.0.29
100032

Total Network Visibility®

General Traffic PoE STP Inventory Description Backup [EILLLS Financials Vulnerabilities

Support Contract
Expiration Date Contract ID
06-17-2019 B-48370G
03-04-2020 22932832
11-23-2020 F-483823-01
08-14-2020 GH-47382933
09-06-2020 9208382
04-12-2019 982738212
05-16-2019 8272832-45
05-18-2019 93848323
09-12-2018 548293
04-11-2020 H82982821
07-11-2019 2828372

Contract Phone

1-888-555-2883
1-888-555-2883

1-800-555-3412
1-888-555-8900
1-408-555-6651
1-650-555-9810
1-415-555-4923
1-888-555-7680
1-916-555-6553
1-719-555-6000
1-800-555-4831

Consult the Administration Manual on how to use the Config tool to add support information for any

device.

The system will send an email if any of the support contracts are within 30 days of expiration to help make

sur e

support

Description (optional):

contracts donét | apse.

BP Change Device X
Group: | Headquarters - |
IP address: | 10.0.0.25 |
Device Type: O A Linux server

O MNon-Linux server

(®) Dynamic detection
SNMP version: (O 5NMPv1 (@) SNMPv2c (D) SNMPv3
Community string: |pub\ic
AuthProt: AuthPass:
MNoAuth
PrivProt: PrivPass:
MNoPriv
Contract date: O |z/7/2023
Contract ID: | |
Contract phone: | |

oK

Cancel
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Financials Sub-Tab

The Financials sub-tab provides financial insights into the operational costs of your network in one
location. You can add additional information to manage inventory and track and amortize operational
costs and compliance requirements. En sur e t hat you arendt rexpecddng equi p me |

Enter and track when a device was Deployed , Procurement Cost , Amortizations Months , Annual
Support Cost , and Monthly Operating Cost

Devices Total Network Visibility®
Compliance Costs
Device Monthly Operating
Device Name IP Address MFG Date Deploy Date Procurement Cost Amort Months Annual Support Cost Cost
HQ-Firewall (0 devices)
# (=) hqpas00 10.0.0.7 - 1/5/2017 54,821 60 §389 §112.77
® 2] hgiwl 10.86.0.2 - 5/18/2016 $3,982 48 $459 §$121.21
# (7] CiscoASA 10.0.0.8 8/30/2010 - 48
HQ (0 devices) «
. Chardonnay 10.0.0.20 3/3/2008 4M19/2016 §2,237 48 8682 $103.44
. Syrah 10.0.0.1 117312014 6/25/2016 $3,781 80 §482 $103.18
® %] Pinot 10.0.0.21 7112011 6/23/2015 $3,701 48 §730 $137.94
. |'=;| Merlot 10.0.0.22 511412007 2/21/2014 $2,571 60 302 $68.02
0 Muscat 10.0.0.23 11/8/2010 5M7/2014 $2,091 60 827 857.43
. Burgundy 10.0.0.19 6/13/2011 10/1/2016 $1.582 48 $482 §73.13
. Ribolla 10.0.0.26 11/21/2005 5M7/2016 $2,821 48 §356 588.44
. Grenache 10.0.0.27 - 972015 5728 48 &321 841.92
0 Riesling 10.0.0.29 - 1112/2017 $1,281 48 §372 $57.69
L ﬁ Baileys 10.0.0.32 10/21/2013 - 48
. BarleyWine 10.0.0.33 - 10/9/2016 $1,901 48 $373 87069
. Shiraz 10.0.0.35 - 92712017 §782 48 $330 $43.79
. E| Cabernet 10.0.0.36 - 3M0/2018 $612 48 §329 $40.17
® %] Lager 10.0.0.38 - 7/6/2017 $2,781 48 $432 $93.94
.E-,‘ Champagne 10.0.0.42 - 10/11/2015 $3,982 60 3367 $96.95
. Sauvignon 10.0.0.43 - 1212312012 8718 48 §512 85763
# [=] Bordeaux 10.0.0.45 - 7712015 $1,928 48 127 §50.75
P = P nnnas "IN R14904T <1 /T2 a0 @227 <R &N

This information can be changed via the Config Tool on the Financials sub-tab.

#P Add Financials Record *
IP address: Headquarters/Syrah (10.0.0.1) ~
Install date: | 2/7/2023 ~

Procurement cost: |239EI

Amortization: |4B

Annual support costs |34D

Carel
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Vulnerabilities Sub -tab

This tab is for assessing and monitoring Operating Security and network device vulnerabilities on a daily
basis.

Devices Total Network Visibility®
Device Security Vulnerabilities [
Device Name IP Address M Critical High Medium Hiow Details
Headquarters (24 devices) ~
® ] hamxss 108504
* 2 hapadso 10.86.0.5 1 Details.
» [ Ssyrah 10.0.0.1 1 12 31 2 Details.
® @ SantaClara 10.0.0.2 E S 50 z Details
® (] RuckusAP 10.0.0.8
* @y tempranilio 10007 1 7 44 2 Details.
* 4, kmax-mm 10008
® B8 Michelob 100012 1 0 i Details.
# %] Burgundy 10.0.0.19 1 Details..
® ] Chardonnay 10:0.0.20 1 Details.
# =] Pinot 10.0.0.21
® &) Merlot 10.0.0.22
® =] Rissling 10.0.0.20
* [ Muscat 10:0.0.23
* [ France 10.0.0.27 1 34 63 3 Details.
® [&] Palomine 100028 2 El 53 2 Details.
* = PSPTRI 10.0.0.30

Note: This sub-tab only displays if your product is licensed for the Security Operations Manager.

For device vulnerability tracking purposes: The system fetches nightly updates from the National Institute
of Standards (NIST) on known risks. Specifically, it fetches the CVE descriptions and risk scores on any
bugs, defects and vulnerabilities for all network components, routers and switches, as published and
released by all the major manufacturers, and collected in the National Vulnerability Database (NVD) at

www.NIST.gov.

Note: If there are no entries for a device, it may be that this device manufacturer does not publish to
NIST. Check with your device manufacturer to see if they publish vulnerabilities to NIST.

On this tab, all network devices are listed, and the security columns provide the count of known risks,
sorted by critical, high, medium and low risks, associated with each device.

For any device named in the list with indicated vulnerabilities, select the Details link to open the Security
Vulnerabilities report for that device. A list of security vulnerabilities will pop-up as an overlay, listing the
specific security risks, their severity threat levels (Critical, High, Medium, or Low) , the CVE in the NVD
database that assess and discuss that risk, a threat score, a summary description, and the CVE
publication date:

{ Security Vulnerabilities

Severity D Score Description Published Date

CVE-2014-7998 | 7.70 Cisco-Merski M3, MR, and M devices with frmware before 2014-09-24 sllow remate suthentcated users toinstal arbirary firmware by leveraging | 1272302014, 4:59:00 FM
unspecified HTTP handler access on the local network. aka Cisco-Meraki defect 1D 00478585

CVE-2014-7985 | 7.20 Cisco-Meraki MS, MR, and MX devices with fimnware before 2014-09-24 allow physically proximate attackers o obtain shell acoess by opening a 12/23/2014, 4:50:00 FM
device's case and connecting 3 cable to 3 serisl port 2ks Clsco-Marskd defect D 00202077,

MEDIUM | CVE-2014-7994 | 540 Cisco-Meraki MS. MR, and MX devicss with firmare before 2014-09-24 sllow remote stisckers to axscute aritrary commands by leveraging 122372014, 4:58:00 PM
knoudedge of a cross-devics secret and 2 per-dsvice secret, and sending a request to an unspecifed HTTP handler on the local network, ska Cisco-
Meraki defect 1D 00301881
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If you need even more information, select the CVE named in this table, to proceed to that CVE in the
NIST NVD. The CVE links are direct links to the NIST website and database (www.NIST.gov).
Here is an example of a linked CVE in the NVD.

NIST = NVD MENU

Information Technology Laboratory

NATIONAL VULNERABILITY DATABASE Nw

VULNERABILITIES

IKCVE-2013-6696 Detail

Description alaleillime
Cisco Adaptive Security Appliance (ASA) Software does not properly handle CVE Dictionary Entry:
errors during the processing of DNS responses, which allows remote CVE-2013-6696
attackers to cause a denial of service (device reload) via a malformed NVD Published Date:
response, aka Bug ID CSCuj28861. 12/02/2013

NVD Last Modified:
Source: MITRE 03/04/2014

Description Last Modified: 12/02/2013
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Interface s Summary

You can get Device and Interfaces information on any of the devices listed on the Network Devices tab

and selecting on any device name, and it will bring up an Interfaces Summary for that device. These
Interface Summaries are also reachable by selecting Device Names in othertabs. The Devi ceds
Interfaces table will list the specific switch information that you selected and a table showing all of the
interfaces on the switch.

Interface s Summary Fields : General Tab

First select a Device Name to get the Interfaces table to appear for the device. The first and default tab is
the General tab. The General tab shows the following interface summary table.

Devices Total Network Visibility®

[ELEE tratic ot TP inventory Description EoX Backup Support Financials  Vulnerabilities

Device SHMP Oper  Admin
1P Address  Version Manage CPU Int Down Down Location Contact Uptime

& Interfaces

The first column includes a green, yellow or red status indicator. If a device has an interface that is
healthy the status dot next to its interface number will be green. If an interface is degraded (utilization or
error rate is higher than the configured threshold), the status dot for the interface will be red, and the Error
Rate or Utilization Rate will be marked in red. If the user has manually marked the interface as
suppressed, the interface status dot will be yellow.

Suppressing an interface can be done by selecting on a status dot and selecting to suppress that
interface.

Note: If the status indicator shows up blank, then the interface is operationally shut down, and is not
relevant.

The Interface Number column is the interface number on the device. Each device manufacturer will
create a unique number for each interface. You can use this interface number to correlate physical
interfaces on the switch. Selecting on the interface number will display the Interface Details page. Refer
to the Interface Details section for more information.

The third column is the IP address associated with the interface (if any). Routers and servers will
generally have an IP address assigned to each interface, whereas switches may only have an IP address
associated with the management interface. If multiple IP addresses are associated with an interface, it
will appear on the tooltip if you hover over the IP address field.

The Description column is the interface description. This information is provided by the device as a way
of describing the interface. It may contain information on the type of interface, or the interface identifier
used on the device. If an interface alias is configured on the device, this custom description will show up.

The Peak Daily Error Rate column is the error rate of the interface. The error rate is calculated as a
combination of all inbound and outbound errors on the interface, compared to the number of packets that
have passed through the interface.
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If the error rate is above the error threshold, it will be displayed in red.

Note: There are some devices that do not report error information correctly, and can lead you to believe
that there are faults on interfaces that actually are functioning correctly. If you perceive errors on
an interface that is abnormal, contact the device manufacturer to attempt to determine more
about its SNMP reporting capabilities.

The Peak Daily Tx column is daily peak utilization transmitted data. This statistic reports the maximum
transmitted utilization on the interface (as a percentage of bandwidth) that was seen over the past 24
hour period.

If this statistic is over the utilization threshold, it will be displayed in red.

Note: If PathSolutions TotalView is unable to read the correct interface speed from the device, this
number may not be accurate.

The Peak Daily Rx column is daily peak utilization received data. This statistic reports the maximum
received utilization on an interface (as a percentage of bandwidth) that was seen over the past 24 hour
period.

If this statistic is over the utilization threshold, it will be displayed in red.

Note: If PathSolutions TotalView is unable to read the correct interface speed from the device, this
number may not be accurate.

The Interface Speed column is interface speed, rated in bits per second. If the interface is operationally
shut down, or the device does not report a valid speed, then the speed is listed as Unknown .

The Duplex column shows the duplex status of the interface. Duplex information cannot easily be
determined from different switch manufacturers, so this field is calculated based on the presence or
absence of collisions. If there are any collisions on the interface, then the interface must be half-duplex.
If there are no collisions on the interface, then the interface may be full-duplex, or it may be a half-duplex
interface that has not yet received any collisions.

The Status column shows the operational and administrative status of the interface. If the network

administrator has configured an interface to be shut down it will be listed as down in this column.

The Control column will only display if your product is licensed for Security Operations Manager. This

column will show one of three entries:

1 Shutdown : This link allows you to shut down the interface, effectively quarantining the connected
device.

1 Enable: This link allows you to bring an interface back online.

91 Infrastructure : This interface cannot be shut down due to it being part of the network infrastructure.

Note: The ability to shut a port down or enable it requires read-write SNMP authentication with the
device.
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Current Utilization Widget

From the Network Device Interface tables, you can get a Current Utilization widget show live usage of
any interface in the infrastructure in a separate window, so you can monitor it over time.
Scroll to the Interface Utilization graph.

At the top of the Interface Utilization graph, there is a link called Live in the right corner.

ol Interface Utilization \ 0 coren: [[ERENY
FHELER-E DLl Percent  Peak Percent N {2 View Packets & Broadcasts
Live kbps. T= Rx
40,0 Min o o
g Avg 215 e

| Max 1,533 48,232

A A h 95th 248 623

# Transmitted @ Received 95th % | 0.025% | 0.000%

Select the Live link and the widget appears, a graph of tx and rx over time.
You can drag the widget anywhere on your desktop and monitor that device in live time.

Devices Total Network Visibility®
* * |8 PathSolutions TotalView Interface Current Utilization - Google Chrome - O g Vuine rabilities
= Idey f = 18 d=2&i=3
Device N A Not secure | https://10.1.0.15/devicescurrent htm|?type=intUtil&id=28i=3 Q Uptime
* [l Sy N - 3354 08h 40m
B o psress. 10001 Devics: Syrah ®8P5 O Percent O Peak Peroznt
Interface: Int#3 Deseription: Gi1/0/1: GigabitEthernet1/0V1 (Firewsll PA -460) Speed: 1,000.000,000 nterface is down Device is not responding
Tx
& Inte
< » I Connected
Interface jort
o INTES | EDED
b g s I
Bits Per Is & Broadeasts
............... ™ Rx
50,004
40,00 o
2000 1 61
Tho,00
3 23 | 40,332
0ol
7 618
. Tt %  0.000%
» Frrore T
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Interface s Summary Fields : Traffic

Select a Device Name to get the Interfaces table to appear for the device, then select the Traffic tab in
the Interfaces table that will appear under the Device Name.

Devices Total Network Visibilil

Device SHMP Oper  Admin
1P Address  Version Manage CPU Int Down Down Location Cantact Uptime

10,002 vac %2 |0 tops@pathsohitians com 4100 130 54m

[ Generet M o st Detons coPrLOP  Comectea

Historical Last Poll Last Poll
Broadcast Broadcast Utiization

Avy
Percent Pescent Percent
® Description wnors Packet
Intertace Favodte wan  Address T by Descript o Size

o NTE A 1 129 byles | 0.801% | 31.834%

The Interface Number , IP Address , and Description columns will remain unchanged from the General
tab.

The Average Packet Size column will show the average packet size tracked per interface. Knowing if an
interface is typically used for large or small packets allows you to configure queuing and enable proper
policies (jumbo frames) to further improve the performance of a link.

The Historical Broadcast Percent  columns show the historical (all time) broadcast percentages. This
field will inform you of the activity on the link regarding its general broadcast percentage rate to be used
as a comparison against the Last Poll Broadcast Percentage.

The Last Poll Broadcast Percent columns show the broadcast percentage of the last polling period.
This information can be compared with the Historical Broadcast percentage to determine if an interface is
transmitting or receiving a higher broadcast rate during the last poll than its overall historical average.

The Last Poll Utilization Percent columns show the Last Poll utilization percentage. This is useful for
determining which interfaces were the most heavily utilized on the network during the last polling period.
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Interfac es Summary Fields : PoE Tab

Select a Device Name to get the Interfaces table to appear for the device, then select the PoE tab in the
Interfaces table that will appear under the Device Name.

The PoE tab includes the following fields.

Devices Total Network Visibility®

[FURPN tamc PoE  STP nventory Description EoK Backup SUppOr FInancials  Vulnerabilities

Dewice SHME Oper  Admin
1P Address  Version Manage CPU Int Down Down Location Contact Uptime

$TP Details COPILLDP Connects:

The Interface Number , IP Address , and Description columns will remain unchanged from the General
tab.

The PoE column will show you if power is turned on and available for that interface.

The PoE PSU column shows the specific Power Supply Unit (PSU) that powers the interface. This
number will either be a 1 or a 2. If the number in the PSU column shows a 1 it is POE device and if the
PSU column shows a 2 it is a POE+ device.

The State column will show you if power is being delivered to that interface.

The Max Draw column displays the maximum wattage that can be drawn by that interface. Hovering
over the Max Draw number will show a minimum to maximum range of power that the interface can draw.

The ninth column, the PoE Class, will be a number from 0 to 4 depending on the Class of PoE.

Class Plain Language Description Power Range (Watts)
0 Unclassified 0.44-12.94

1 Very Low Power 0.44-3.84

2 Low Power 3.84-6.49

3 Mid Power 6.49-12.95

4 PoE+ / Type Il Devices >12.95

And the tenth column shows the power priority configured on ports enabled for PoE which can be Low,
High, or Critical. The switch invokes configured PoE priorities only when it cannot deliver power to all
active PoE ports.
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Interface s Summary Fields : STP Tab

Select a Device Name to get the Interfaces table to appear for the device, then select the STP tab in the
Interfaces table.

The STP tab includes the following fields.

Davices Total Network Visibility

[N iraffic PoE  SIP Invemiory Descripion EoX Backup Supporl Financials Vulnerabilities

Davice. SHMP. Oper  Admin
IPAddress  Version Manage CPU Int Down Down Location Contact Uptime

00021 vae ’ ® 2 0 lops@pathsolutions cor 410 13h 54m

& Interfaces

Designated

P s i) amare Path Forward
Intertace Favore wn  Address | Filer by Desciipt Wt Priority State Enable Cost Root Cost Bridge Port Transactions
® NTE . N 1 nore | 128 | ferwarding 20000 | Syan 20000 Dubonaet 8017 1
INTE2 nore | - = = = e = -

INTH4 1 44
INTES

NTHT 7
INTES 1 a8

NTFI0 avons N 1010
® INTE1 avoite | WAN 1 11 nore 1286 | forwarding 200000 | Syran 40000 Pinot | 800b
INT#1 212 -

INTE13

®INTHS N 1515 gnote | 128 | forwarding 2000000 Sy:an 40000 Pinol | 8001 8
INTF16 avorte: | WAN 16 16 - -

The Interface Number , IP Address , and Description columns will remain unchanged from the STP tab.

The State column will show which of port state the interface is: Blocking , Listening , Learning ,
Forwarding , or Disabled .

The Enable column shows if the interface is enabled for STP.

The Path Cost column will show the Path Cost of the interface.

The Root column will show the Designated Root of the interface.

The Cost column will show the Designated STP Cost of the interface.
The Bridge column shows the Designated Bridge for the interface.
The Port column shows the Designated Port for the interface.

The Forward Transactions column shows the Interface Forward Transactions for the interface.
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Interface s Summary Fields: Details Tab

Select a Device Name to get the Interfaces table to appear for the device, then select the Details tab in
the Interfaces table.

The Details tab includes the following fields.

Devices Total Network Visibility®

Device SHMP Oper  Admin
IPAddress  Version Manage CPU Int Down Down Location Contact Uptime

00021 vze ot S5H Ve %2 |0 #ops@pathsolutions. com 410d 130 54m

@ Interfaces

® Description oere Quese  mAc
atertace Faverie wan | Address by Description W X L Type Address
. i

88
1010
1212

1313
NTHIS 1 1414

The Interface Number , IP Address , and Description columns will remain unchanged from the General
tab.

The X column shows an indicator if this interface has a physical connector associated with the interface.

Note: If the device does not support RFC 2863 and the ifConnector Present OID, then this column will
be empty.

The MAC Address column shows the MAC address that is associated with this interface.

Note: The MAC address displayed here is the physical i nte
address of any devices connected to this interface.

The MTU column displays the MTU (Maximum Transmission Unit) of the interface. This is the largest
frame that can be transmitted or received on this interface. Typically, this will show 1500 bytes as the
maximum for normal frames, but may be above 9,000 bytes if the interface is configured for supporting
Jumbo Frames.

The Type column presents the type of interface.

The Last Changed column shows the time the interface last changed status from up to down, or from
down to up.
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Interface s Summary Fields: CDP/LLDP Tab

Select a Device Name to get the Interfaces table to appear for the device, then select the CDP/LLDP tab
in the Interfaces table.

Devices Total Network Visibility®

General ]

Device SNMP. Oper  Admin
1P Address  Version Manage CPU Int Down Down Location Contact Uptime

@ Interfaces

General Traffic PoE STP Dotails [REWJIRLE Connected

Remote Device

anore.
Interface Favorite  WAN  Address | Descrig im  Method  Name Platform IPAddress interface

Each interface is queried for CDP and LLDP information and displays exactly what device and OS version
is connected to that switch/router interface. To view CDP/LLDP information on an interface, select a
switch. You will then see all of the interfaces. Select the sub-tab named CDP/LLDP.

If you see some information displayed, it means that the connected device is providing CDP/LLDP
information and should display the remote devicebds int
the remote deviceds | P address, pl atform, name, and me!

Note: *Cisco CDP only shows other Cisco CDP Devices
*LLDP Devices (Including configured Cisco Device) may show other LLDP devices
*Some Devices (Enterasys/Extreme, HP) show both CDP and LLDP
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Interface s Summary Fields : Connected Tab

Select a Device Name to get the Interfaces table to appear for the device, then select the Connected tab
in the Interfaces table.

The Connected tab includes the following fields. The Interface Number , IP Address , and Description
columns.

Note: The results for the Connected tab will show up differently depending if the device is a switch or
not.

Ethernet Switch Results

Devices Total Network Visibility®

General Backup Support Financials Vulnerabilities

Device. SHMP. Oper  Admin
P Address  Version Manage CPU It Down Down Location Contact Uptime

% 2 |0 fope@patnsotans. com 4104 130 54m

TN Connected

P Description
escription
|

Note: The Connect, Scan and Domain links shown in the screenshot only appear if you have the
TotalView Security Operations Manager product, and may not be included in your
license. Contact sales@pathsolutions.com for more information.

The last column will show the VLAN associated with the device connected, followed by the MAC address
and IP address (if found in router/server ARP caches). MAC address manufacturers are identified by
hovering over the MAC address.

Reverse-DNS lookups for devices connected to switch ports are shown automatically for devices that
have reverse-DNS names.

IP addresses can be selected on to look up flows associated with the device to determine whom it is
communicating with.

Note: If the results are blank, or the information is not as expected, select the Update button to collect
the current bridge table, MAC addresses, and ARP cache information from network equipment.

Page 44


mailto:sales@pathsolutions.com

PathSolutions User Manual TotalView 15

Device Overall Statistics

Below the Interface Summary Fields Table (shown on the previous pages) is a view of the overall
statistics for the device:

You can view the current or historical information for the aggregate utilization for the device. Drag the
Yellow bubble to move or decrease or increase the historical data you want to see.

This is valuable for determining when the device is passing more or less traffic. This equates to a graph
showing how much work was performed by the device over time, and is useful for determining when to
schedule downtime for the device.

@ Device Overall Statistics W
[ 1 )|
|

04/01 04/04 04/07 04110 0413 04116 04119 04722 0425 0428 05/01

Aggregate Peak Backplane utilization

Bits
far

l]a

T ey Joia,

@ Transmitted @ Received
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If the device is a Cisco router or switch, the CPU utilization and Free RAM is also displayed.

Device MOS, Latency, Jitter, and Loss graphs are displayed below the utilization and CPU graphs.
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05:00 09:00 13:00 17:00 21:00 01:00 05:00 05:00
® Loss
Thedevicebs routing table is displayed bel ow
Routing Table Entries (ipForward)
Interface Route Mask Next Hop Policy Metric1 Status Protocol
Int#101 0.0.0.0 0.0.00 10.0.0.1 0 0 1 other
Int#101 10.0.0.0 255.255.255.0 10.0.0.21 0 0 1 local
Int 0 127.0.00 255.0.0.0 0.0.00 o 0 1 other
Int #4196 127.0.01 255.255.255.255 0.0.0.0 0 Q 1 local
Int#101 192.168.210.10 255.255.255.255 10.00.8 0 0 1 icmp

t

he
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If the device is a Cisco device, additional chassis information will be displayed below the routing table.

Cisco Chassis Information

Chassis Type unknown
Chassis Version Do

Chassis ID (Serial Number) FDO1845E18S

BootROM Version 10S-XE ROMMON
RAM 885,832,256 bytes
Non Volatile RAM Size 2,097,152 bytes
Non Volatile RAM Used 24 371 bytes
Config Register 258

Next Boot Config Register 258
Chassis Slots 0 slots
Community String Indexing TRUE

VLANSs detected: 9 1, 100, 110, 186, 1001, (1002-1005)

Device overall utilization traffic information is displayed next.

Device Overall Utilization - Traffic

Packets Broadcasts % Broadcasts

Tx Rx > Rx > Rx
Historical 14,124,795,000 13,803,111,000 1.479,710.000 324,133,000 9.483% 2.294%
Last Poll 124,223 124,275 8916 1.490 6.697% 1.185%

Device Notes
Notes can be added to a device so you can track when you performed work on a device.

{4 Add aNote

Enter a note

256 characters left

Clear errors on all interfaces on this device
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Note:

Note:

If you have authentication turned on, then the Username field will use the logged in user who
entered the note.

The notes are stored in comma separated values (CSV) format in the following directory:
C:\ Program Files (x86) \ PathSolutions \ TotalView \ Notes

You can edit the files with any text editor like Notepad or use Excel to open the file in CSV
format.

The filename for device notes is the IP address of the device. For example, the notes for
device 38.102.148.163 would be stored in filename 38.102.148.163.csv.
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Interface Details

If you select an interface number, you will see details about that specific interface.

The errors graph in addition to the utilization graph will be displayed to correlate periods of high packet

loss with high utilization.

From this page,

you can Vv

iew all i

nformati on

@ Interface Utilization

Devices Total Network Visibility®
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Utilization Graphs
The utilization graphs provide both current (daily) as well as historical utilization of an interface. Select
and drag the yellow bars on the graph to change the historical timeframe you are viewing.

You can also view the information in bits per second, percent utilization, or peak percent utilization. If
there is a dotted line overlay on a graph, it shows a trend developing over time (increasing or decreasing).

gl Interface Utilization 0 [ coere [N
Bits Per Second Percent Peak Percent @ View Packets & Broadcasts
kbps = Rx
Min ] 0
£ Avg 12
8
Max 47 43

95th 21 13

95th % 0.002% 0.000%
® Transmitted @ Received

In the History view, the left and right edges of the yellow bubble can be stretched or shrunk to display
different date ranges. You can also move the bubble right and left, to see different time ranges.

gl Interface Utilization o I oy |
. |
I - ‘*-,wa )
Pep—— P —
kbps = Rx

: Min ] o
2 avg 12 7
£ Ik

K Max a7 4

, 95th 21 13

’ ’ ) ) 95th % 0.002%  0.000%
® Transmitted @ Received -

Exporting Utilization Graph Data for an Interface
The Download Excel button allows you to download all the graph data into an .xls file for charting and
graphing with a spreadsheet.
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QueueVision ®

If the interface is on a Cisco router configured for class-based QoS (CBQOS) with Modular QoS CLI, then
the queues will show below the packet loss graph along with their queue match criteria.

The first number is the number of bytes handled by the policy (Class map). This references the
PostPolicyBytes variable on the device relating to the queue.

The second number is the number of bytes dropped out of the queue. This references DroppedBytes on
the device relating to the queue.
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