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Conventions

The following conventions are used in this manual:

Italic
Used for emphasis and to signify the first use of a glossary term.

Courier
Used for URLs, host names, email addresses, registry entries, and other system definitions.

<TAB>
Used for the tab character on the keyboard.

Bold
Used for calling out buttons, file paths, tabs, fields, checkboxes, links and windows.

Note: Notes are called out to inform you of specific information that is relevant to the configuration or operation of
TotalView. Notes may occasionally be used to describe best practices for using the system.

Technical Support

For technical support:

Support@PathSolutions.com

(877) 748-1444 (7x24 tier 1 telephone support)
(408) 748-1777 Select 1 for tier 2 support
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Activation and Quick Config Wizard

The simplest way to deploy and start TotalView is by using the Quick Config Wizard. Follow the instructions in the
Deployment Guide to activate and use the Quick Config Wizard.

The QuickConfig Wizard will auto-configure the PathSolutions TotalView and begin monitoring in minutes.
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Using the Configuration Tool

The Configuration Tool can change the general configuration options of the product as well as add or remove devices
from monitoring.

Note: The Interface Discovery Tool is an alternate tool used to scan for devices and cut down interfaces that are

monitored. See the section_Interface Discovery Tool.

Running the Configuration Tool

The Configuration Tool can be launched on the server’s console by selecting Start, choose Programs > PathSolutions
>TotalView > Config Tool.

Navigation

The menu on the left-hand side displays all the categories for configuration. Expand or contract the sections on the list to
see options for each area.

» - O 'Y
. & : - .
(‘I‘.Devmes o« Clou gﬁer\rers - Services r‘ Reports
Search Options (Cirl+E) | TotalView 2]
v TotalView A License Information A
Data Retention
. Customer Number:
% Email | |
Alert Options solut‘ons‘ Customer Location: | |
Storage
Tech Support Contact Mame: |Sheue Winter |
W Web Interface
- Contact Phone: |555—555—5555 |
APl Keys -
- Totalview
Authentication Contact Email: |5winber@paﬂ150|uﬁons.com |
Multi-Site PathSolutions
Web Server X MAC Address: |007507564)24265 |
www.PathSolutions.com
Cloud
% Dashboard Change [ Validate License
Weather Widget Total Network Visibility ®
v :Sternetk License Count
VEt:flmrt 795 Licensed interfaces x 1 795
e . 23 Servers x5 115
Device Alerts e 1 3
Parent/Child T
Route Alerts Service version: 14.2.14238 1 Cloud x3 3
W Backup anﬁg tool version: 14.2.110 0 SD-WAN x 3 1]
Credentials Wizard version: 14.2.49 0 SIP-Trunks x 3 V]
N Call Simulator version: 8.0.8151 Total used 914
Devices Remotelnsight version: 14.1.14120 -
Schedule L 250000
Variables Copyright 2025
R ht License Count
W BGP o -
Alerte Copy version info to dipboard Remotelnsight Agents 100
Peers v v
Criebape AIO
Revert Apply

The list can be filtered to search for specific entries. For example, if you enter “alert”’, it will show all of the pages that
have that configuration option.

Page 7



PathSolutions Administration Guide TotalView 14.2

Buttons

Multiple sections include buttons on the bottom of the screen to add, change, or delete settings and to organize the
display.

Add... Change... Delete. .. shift Up Shift Down

e Use the Add button to add new items like device config and alerts to settings.
e Use the Change button to change items listed in each section.

o Use the Delete button to delete an item listed in each section. For safety reasons, a dialog box will appear
requesting confirmation to delete it.

e Use the Shift Up and Shift Down buttons to shift the order of items in list up and down.

At the very bottom right of all screens, there are also Revert and Apply buttons that will be available if you have made
any edits.

Revert Apply

o Use the Apply button to apply all the settings you’ve configured during this session. By selecting Apply, it will
stop and restart the TotalView service. This could take up to 5 minutes.

o Use the Revert button to revert to the last saved configuration.

Toolbars

You can add menu items on the left to the toolbar at the top by right-clicking on a menu item and choose “Add toolbar”.
You can remove a toolbar from the top by right-clicking on the toolbar and choose “Remove”.

Restart Icon

In the upper right corner of many screens is a yellow restart icon. This icon will prompt a notification for changes that will
require a service restart. It is generally best to make multiple changes and then apply all of them at once to have the
service only restart once.
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TotalView License Page

This page will allow you to review and update the license information for TotalView:

|
| JoDavices & Clowd () Servers

« Services o Reports

TotalView
~ YotalView Ucerrie Information
Data Retenton st X -
v Emad
Nert Opticrs Customes Location: 1
Stovage
Toch Support Contact Narrw: T Titus
Vv Wb tntertace Contact Phoce: 408 7481777
AP Keps
Authentication PathGobstions Contact Emad. demo@pathuch tions. com
b ok oo PathdohLona. com MAC Addrow:
Couvd
v Dashboard Change [ Validate Licerse
Wieather Wioet Total Network Visbilty®
Inter et Ucense Count
V. Network M4 Loosed iterfoces x 1 0
v Ny O Servery x5 0
oy 1 Ot x3 3
v Backup
Credentiols Sorvice worson: 14134140 0 SDAAN x) 0
. Config tool version: ELRY S 0 SPInmhs x3 P
| Devices Vizard werson: uLm =
| Schedde Call Snclatir wersion: 808551 Total used L
Variables Rarmotelrioht version: 14114115 Ucensed 10000
BGP
Custom OID Coppnt 20 Remotelasight License Count
v Devices Copy version i 10 Cipbowd ferrteinght Agorts 3

Ignoeed Eror Counters

Ignceed Interiaces

igneced Type Names
v Dagam

Layer-3 Exchudes

Laywr-3 ignotes

Layet-3 Static Links

TotalView 14.2

Click “Change/Validate License” to make a change to the license information or re-validate the license.
w License Information X

Enter your license information. All fields are required for validation.

Customer Number:

Customer Location:
1

i Contact Name:
Tim Titus

Contact Phone:
408-748-1777

Contact Email:

demo@pathsolutions.com

MAC Address:

Check License Cancel

Enter your subscription information and then select Check License to validate the license.

If you purchase additional interfaces for your growing network, just give us a call or email sales@pathsolutions.com. After
purchasing additional licenses, use this to re-validate the license.
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Data Retention

The Data Retention section allows you to determine how much storage is taken up with each data element and control
the retention days for each.

» - O X
LA
/\Revices i Cloud ﬂim'gu - Senies  pe Regorts
20 Data Retention
v TotalView Assocatons Database: {2 vl deoys 18M8
Data Retention
Emad Cloud Information Database:  |§ vl doys v
Storage .
Tech Support Device Badkups Database: % o] doys vy
Web Interface “
Coud Devicenterface Database: |96 | doys ssIme
Dashboard g
Internet Urux Servers Database: 1% | days wms
Network <
NUT NetFow Database: 2 ol days 518
' Remoteinsight " -
Reports Network Services Database: X - days 78
SO-WAN Remote Insight Tests Databace: |90 cldeys 13m8
Servers f s
ihons SD-AWAN Database: is v| doys 2% K8
VolP f ry
SIP-Trurks Database: s ol days 2408
Wndows Servers Dotsbase: | %0 s M
Hevert Aooly
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Email Configuration

This section configures the email communications along with the automated Network Weather Report and the Nightly
Security Report.

» - o
soDevices i Clood  f 'mu - Scrvices  pe= Reports
temad o
v TotalView Mad Server Address: 30,0010 Port
Dats Retention
€ Ene ypton * Cure ns 8 Autentcate
Sorage
Tech Suppont Sord bom LAZ verna Seports BParSolmors Com
Web Interface
Clowd
Dathboad
Internet . 0 -
X . | Send daly network "Weather Report
Network
.y
The “Weather Report” can help you keep ack of your network health on a daly bass. Send Weather Report Now
Femateinught
Reports Serd e pwrter Boothech tore. com Test
Pl
g 1)
SO-Wa
Servers
Services Ths report can be astomoed 1o ndude specfic nformation, or smply provide an overvew of general heal® 3¢ Report

b Send Nghtly Secunty Repert
A gy securnity report showing foolrnt, exgonres and winer sbiities 1 the ervronment Sond Seounty Report Now

“erd 1 Farter SOOS oA S0NE (o 148 SO T B0l A0rs Com Test

Enter your SMTP relay server IP address. This address can be your SMTP mail Internet gateway server's IP address
(depending on your mail server configuration). If you are uncertain, check with your email server administrator. See
Appendix B. SMTP Email Forwarding for additional information on SMTP relay server configuration.

You should select the type of encryption and what type of authentication (if any).

Enter the email address where the emails should be sent from.

Configuring the Weather Report

If you want to receive a daily network Weather Report, select the Send daily network “Weather Report” checkbox and
enter one or more email addresses. Separate each email address with a space, comma, or semicolon.

Select Test to send a test email to all users listed.
If you want to modify the network Weather Report, select Edit Report. You will be able to modify the default report

template to include your company logo, custom information, or shrink the email to display only the information selected.
See Creating Email Report Templates for a full list of the objects that can be included in emailed reports.

Note: The report uses MIME encoding to allow email readers to respect the content as HTML formatted content. If you
need assistance with modifying this report, and do not understand MIME encoding, refer to the IETF's RFC1521
(www.ietf.org) or contact PathSolutions Technical Support for assistance support@pathsolutions.com.

Note: Do NOT put a period (".") on its own line anywhere in this file.

Configuring the Nightly Security Report

If you have the Security Operations Manager module, you can get a nightly security report sent to your mailbox that has a
summary of your security posture. If you want to receive the Nightly Security Report, select the Send Nightly Security
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Report checkbox and enter one or more email addresses who should receive the report. Separate each email address
with a space, comma, or semicolon

Select Test to send a test email to all users listed.

Alert Options

The Alert Options section allows you to change how alerts work.

iobesces i coed [Pseccens | Servces o Besets
Alert Options
= Totalierw D Prefi | Adprt drer Ermasl Prignty
1a Fetertion
- E_": et defpult 1 poll ot Set
Aot Dptsnrri
Secuage
Tech Suppon
W bt g
henad
Cmricard
AE1rat
Hgtaget
HLT
Eemateiragight
Reports
Ry
SOHWAN
Sereen
Serviied
ViplP
F-

For example: Alerts are triggered the first time an event happens (the default).
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If you want alerts to trigger only after the third time it occurs, select the option and click “Change:

@ Change Alert Option X

Prefix: default v

() Alert every poll

Send alert every poll while the value exceeds the threshold, then once when
the value normalizes.

© Alert after 1 <! polls

Send alert once after the value exceeds the threshold for specified number of
polls, then once when the value normalizes.

Email priority:  Not Set A

x [ Lom ]

Set the alert to trigger only after X number of successfive failed polls, and the once when the condition recovers.

For example, if every 5 minutes an alert is sent on low disk space on one drive, the frequency of the alerting can fill your
mailbox with alerts. In that case, set it to send just the Low disk space on Fred drive C alert and then it will be silent until
the disk space problem is fixed. Once fixed, it will send out the Disk space on Fred drive C has recovered alert.

Note: There are also many other alerts to set up for different conditions and events, available to you when you start to
navigate the sections. Create a filter on the word alerts to quickly get to the sections for setting Network alerts,
Risk alerts, Server alerts, and VolP alerts. The screenshot below displays an example of the alerts filter.
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Storage

The Storage section allows you determine how much disk space is taken up for various parts of the product as well as to

make it easy to move a section to a different drive on the server.

¥

I,,:.Dev'mes i doud nsenaeri = Services = Reports

~ Storage
Data Retention Application folders:
Emnail
Storage i
Tech Support Data (including NetFlow, Syslog) 13.0 GB | 91.9 GB free on drive C:} Meve
cn:eb nterface Ci'Program Fies (x85)PathSolutons Totalview\DATA Clear
Dashboard
Internet
Metlly NetFlow 10.4 GB | 91.9 GB free on drive Ct)
W Network C:\Program Fes (x85)\PathSclutons TatalView\DATA Cleae
Alerts
Backup
RER Syslog 302 MB / 91.9 GB free on drive C:Y
Custom OID Clear
Darwiions Ct'\Program Fies (x85) \PathSolutions TotalView \DATA
Disgram
Faverites
Financials Device Backup Logs O KB [ 91.9 GB free on drive C:\ Meve
W PAM
IPAM Subnets C:\Program Files (xB5)\PathSclutions Tatalview \DeviceBackup Clear
lsgues
Maps
Meraki
MetFlow TFTP 33 KB | 91.9 GB free on drive C2) Move
Metwork Thresholds
Polling C:'\Program Fles (x85) WathSolutons Totaliew \TFTR Clear
Private IP
Syslag
TFTP

WAN
MNLT
Remotelnsight
Reports
Rizles
SD-WAN
Servers
Services
VolP

Revert

Select Move to relocate the folder to a new location or select Clear to empty the folder.

Note: If you move a folder, you must specify a local drive on the server, you cannot use a network share.
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Tech Support

The Tech Support section allows you to change the service account and validate various connections to different
external sites that the product uses for external data.

» - 0

.

(oDevices i Clowd [[Pservers _  services poReports

{
£ Tech Support
Data Retention Service Account
> Email
Storage Service account; I Change
Tech Support
> Web Interface Account groups: |Errur:T‘!RPCsa'uE=uuv.idt.
Oowd
* Dashboard
Intemet
Metilly Service Status
~ Network Service is running
> Alerts ’
% Backup Start Service Restert Service Stop Service
? EGP Swtmewmamﬂymnsmm!m
Custom QID
» Devices
> Diagram URL Check
Favorites
Financials License server: bl L.nkusnphon. com o
W IPAM Network Device OS Vulnerability chedks:  hittps: [fvd nist. gov o®
IPAM Subnets 1P Blackict URL: o
lssues
IP Country List URL: tps: | doaricad, A oK
Maps ¥ x ad.ipiocs
Meraki Geolocation nformation: hittps: //aci. ostack. com oK
NetFlow OUI Manufacturer lst: https:/jstandards-ou ieee orafoul, bt oK
”"?‘“"‘ Thresholds Meraki APL: bnitps: | fapi. mer ok com fapifv 1 iprgangations oK
Polling
Private IP
Sysleg EventLog
TFTR evel
WAN LOGUHF 0|0 0|00 000 OO0 00000 00000000 00001111
MLT
» Remotelnsight Tum on Al Debuggng | Default Debuggng
Reports
» Risks
SD-WAN ==
> :’"" CollectMAC IntAlert NMLTLog SecurityWatch WatchContracttd
» VolP DeviceBackup ToTMACFiiter Bhvdimport ServerAlert ‘WatchServios:

Apply
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Web Interface

The Website Interface section controls the built-in webserver that is part of TotalView. Select the Web Interface section
from the left-hand menu and it will show three different areas: API Keys, Authentication, and Web Server.

) - o X

:r.;:Devi(.es & cloud nseniers o Services e Reports
Web Interface

Diata Retention A | ABLEEys: ‘This configures APT keys for the web server,
Ernail

Sturage Aythentication: This configures how users are permitted to login to the web server,

Tech Support Diti-Site: This configures different sites and their LRLS that wil alow easy between muitple
' Web Interface
AP Keys
Authentication”
Multi-Site
Web Server
Cloud
Dashboard
Intemnet
Netally
W Network
Alerts
Backup
BGP
Custom OID
Devices
Diagram
Faverites
Financials
W IPAM
IPAM Subnets
lssues
Maps
Mergki
NetFlow
Metwark Threshelds
Polling
Private IP
Syslog
TFTP
WAN
NLT
Remotelnsight
Reports
Risks
SD-WAN

\Web Server:  This configures how the web server aperates.

Revert Apply
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API Keys

The API Keys section allows you to create accounts that will programmatically collect data from TotalView’'s RESTful
JSON API in a controlled fashion. This can be used for CURL requests, Postman requests, or any other mechanism.

¥ - o X
:,,_Q:Deuic.es &b Cloud ﬂserum . SERViCES [ Reports

API Keys

Data Retention A
Ermail
Storage
Tech Support
W Web Interface
API Keys
Authentication”
Multi-Site
Web Server
Ooud
Dashboard
Intemet
Hetilly
Metwork
Alerts
Backup
BGP
Custom QID
Devices
Diagram
Favorites
Financials
W IPAM
IPAM Subnets
lssues
Maps
Meraki
NetFlow
Metwerk Threshelds
Polling
Private IP
Syslog
TFTR
WAN
NLT
Rematelnsight
Reports
Risks
SD-WAN

Name AP Key Expires Role

Dashboard Unlimited TotalViewhdmin

<

To create a new key, click Add. You will see the following dialog:

&P Change API Key X

Key Name:  [Dashboard NOC View |

AP Key: |Easb?aab-?d48-4bf6-a980-25803ebf‘6 157 | E Generate

Expires: @ Unlimited

4»

O Limited |10/31/2025 11:42 AM

Role: | Dashboard Only ~

« | [Ce=]
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You must give the key a name. The API key string is automatically generated. You can re-generate the key string if
necessary.

You can also set an expiration date on the key.
Each key should have a role identified as to what data is available. The role is defined on the Authentication tab.

Authentication

This section allows you to control how the webserver authenticates users, and what type of authentication should be
performed. Select from None, Internal, Active Directory, or Other.

When “None” is selected, there will be no authentication and the web pages are freely available for anyone to view.

Below is a screenshot of the None authentication option.

9 - o X
I‘,.;:Devi(.es & Cloud nserum . SERViCES  p Reports

Authentication® o

Data Retention A | () Hene () mtemal (@) actve Drectory () madus
Email - ) - B

Storage [

AD Security Grou Access
W “—
W Web Interface

AP Keys TotalViewAdmin *, Bpacan, @pcontrol, @vulnerability, @svecontrol, @bckpeontrol, @scripteontral, @agentderegister
Authentication”
Multi-Site
Web Server
Cloud
Dashboard
Intermet
Hethlly
Metwork
Alerts
Backup
BGP
Custom OID
Devices
Diagram
Favorites
Financials
W IPAM
IPAM Subnets

<

lasues
Maps
Meraki
HetFlow
Metweork Threshelds
Polling
Private IP
Syslog
TFTR
WAN

HLT

Remoteinsight

Reports

Risks

SD-WAN

Revert Apply
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When “Internal” is selected, it will use a list of accounts that are local to the TotalView server.

Below is a screenshot of the Internal authentication option. Accounts and roles can be added, changed, or deleted in this
section.

» — O X

J(obevices i cloud [[Pservers _ services pu Revonts
| Authentication® o
Data Retention ‘@ . -
Email
Storage Accounts
Tech Support
W \Web Interface Name | Raole I
AP Keys
Authentication”
Multi-Site
Web Server
Oloud
Dashboard
Internet
Netilly
W Network
Alerts
Backup
BGP
Custom QID

Al Onone (@ mema () acwveorecory () Radus

Devices Add... Change... Delete Raset Sort
Diagram
Favorites
Financials Roles
W IPAM
IPAM Subnets | Ecke I |
lssues TV-Users ®, @pscan, @pcontrol, @vulnerability, @svceentrol, @bckpeontrol, @scriptcontrol, @agentderegister

Maps TotalViewAdmin *, @pscan, @pcontrol, @vulnerability, @svccontrol, @bckpoontrol, @scnptcontrol, @agentderegister
Meraki
NetFlow
Metwork Thresholds
Polling
Private IP
Sydlog
TFTP
WAN
NLT
Remotelnsight
Reports
Risks Add... Change. Delete. Reset Sort
SD-WAN

Revert Apply

Page 19



PathSolutions Administration Guide TotalView 14.2

When “Active Directory” is selected, it will have AD integration using the domain account. One or more AD groups should
be created on the domain that reflect the users who have different rights to TotalView. The AD Security Group name will
be used to assign access rights to those users.

9 - 0O X
:f._;:nemes & Cloud nserum o Services p; Reports
| Authentication® o
Em Iﬁﬂenfi‘?" Al Omee Omiemd (8) aemveoreanry () radus
mail
Storage
Tech Support
W \Web Interface
AP Keys TotalVisahdmin *, Bpscan, @peontrol, @vulnersbility, Bovecontrel, @bekpeontrol, @seripteontral, Bagentderegister
Authentication”
Mehulti-Site
Web Server
Cloud
Dashboard
Intemet
Netilly
W Network
Alerts
Backup
BGP
Custom OID
Devices
Diagram
Favorites
Financials
% IFAM
IPAM Subnets
lssues
Maps
Menki
MetFlow
Metwork Threshelds
Polling
Private IP
Syslog
TFTR
WAN
HLT
Rematelnsight
Reports
Risks
SD-WAN

AD Security Group Access

v Add... Change... Delete.. Reset Sart

Revert Apply
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Below is a screenshot of the Radius authentication option. You will need to enter the Radius server IP address and port
and the Radius secret. You will need to have the Radius server send back the group field name to use to identify which
security group the logged in user should be assigned to.

¥ - o X
:r.f:nevices b Cloud ﬂs«vm o Services e Reports

Authentication® o

Data Retention Al Onone  (Omemd () acvedrecory  (8) Radus
Email -
Storage Server address:
Tech Support
W Web Interface Poet: 1812
AP Keys .
Authentication® Group field name: | Callback umber
Multi-Site
Web Server Radus seaet: sranen
Toud
Dashboard
Internet Rale Access

Netilly
W Metwork TV-Users *, @pscan, @pcontrol, @vulnerability, @svecontrol, @bckpoentrol, @scripteontrol, @agentderegister

Roles

&

Blerts TotalViewAdmin *, @pscan, , @ 3 ! | @scrpteontrol, @agentdsregister

Backup
BGP
Custom OID
Devices
Diagram
Faverites
Financials
W IPAM
IPAM Subnets
lssues
Maps
Meraki
MetFlow
Metwork Threshelds
Polling
Private IP
Syslog
TFTP
WAN
NLT
Rematelnsight
Reports
Risks Add... Change. Delete Reset Sort
SD-WAN
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Multi-Site

TotalView has the ability to link Multiple TotalView Instances together within the TotalView WebUI.

w

= 3 ;\::Devices & Cloud

g Servers

Servi Reports
- rvices P- epol

Search Options (Cirl+E)

| multi-site*

Alert Options
Storage
Tech Support
W Web Interface
APl Keys
Authentication
Multi-Site”
Web Server
Cloud
' Dashbeard
Weather Widget
Internet
W Network
W Alerts
Device Alerts
Parent/Child
Route Alerts
% Backup
Credentials
Devices
Schedule
Variables
' BGP
Alerts
Peers
Cisco EoX
Custorn OID
% Devices

Ignored Error Counters
Ignored Interfaces
Ignored Type Names
Interface Description

Diagram
Layer-3 Excludes
Layer-3 Igneres
Layer-3 Static Links

Favorites

Financials

IPAM
IPAM Subnets

lssues

Maps

Meraki

NetFlow

Metwork Thresholds

Polling

Private [P

Syslog

TFTR

WAN

NLT

~

Sites

Import...

Export...

i(-lDl Current Site name URL

[ ] Google https://www.google.com/Tzx=17619362795928n0_sw_cr=1
[ ] Glenlivet Distillery https://www.maltwhiskydistilleries.com/theglenlivet/age-gate

[ ] PathSolutions https://www.pathselutions.com/

Change... Delete...

Make current

Shift Up Shift Down Reset Sort

Revert
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Add the Site Name (Name to be displayed on the Tab)
Add the URL for the Additional TotalView Current and Additional Instance

&P Add New Site e

|:| This is the current server

Site name:™

URL:* | |

K, Cancel
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Web Server
This section controls how the webserver will host the pages out and assists with creating a website certificate for the site.

You can also add an access control list to only respond to requests from a specific subnet or IP address.

seDevices i Cloud E1 Servers _  Services E Reports
Web Server o
Data Retention A Wb Server Options A
Email ry
Storage Web Page Reload: 0 w | seconds
Tech Support Undock Web Configuration: _ﬂ Unlock
% \Web Interface =
APl Keys Records to st on the Top-10 tab: |10 - Wiew Web Page
Authentication® =\ —y
St Bult Wieb server type: @) ures () wrm
Web Server Buit-n Web server port number: | 443 H
Cloud
Dashboard
temnet Certficate Access Control List:
Netally -
“ Network Server Certficate; View Ful Info
Alerts
Backup eriificats.
BGP
Custom QID Valid: B/13/2024 5:22PM — B/13/2026
- 5:22PM
gm“ Subject: € =S, ST = Calfornia, L =
ki i Santa Cara, O = PathSolutions
Favorites Inc., OU = IT Operations, CN =
Financials * pathsolutions. lncal,
emaiAddress =
v IPAM itaps @pathsclutions. com
PAM Subnets - et toeal
ssues The list is empty.
Maps Any chent can access the web server,
Meraki Generate C5R: Generate Certificate Request...
MetFlow
Metwork Threshelds
Polling Import Cerficate: Impart KEY file...
Private IP
Syslog Impart Certificate fie...
TFTR
VAN
NLT
Remoteinsight
Reports Restore Certificate: View Backup Certificate...
Risks
" v W
SD-WAN Restore Certificate from Badwo... B ieh
Revert Apply

The Web page reload allows for global setting to have web pages refresh after a set number of seconds. This will affect
all pages viewed on the site. To change an individual page’s refresh, AutoRefresh.cfg can be modified to specify the
page and refresh interval for that page.

The web front-end can be unlocked with the checkbox to permit removing individual interfaces from being monitored as
well as add interfaces to the WAN and global Favorites list.

The next field controls how many records to list on the “Top-10” list.

The built-in webserver can use either HTTPS (recommended) or HTTP for communications. The webserver port can be
overridden to be any port desired as long as it is not used on the server.

There are certificate handling capabilities on this page allowing you to create a certificate request and then import the
KEY file and certificate file after they are generated by your certificate authority.

You can add an access control list to only permit certain IP addresses or subnets to use the web pages.
Cloud Monitoring

To configure Cloud interfaces, select Cloud from the left-hand menu. Here, you can add, change, or delete any websites
by name and IP address. Assign a sort order, by using the Shift Up or Shift Down buttons.
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Setup email alerts for latency and loss thresholds when you add or change the address on the cloud list: Select an
address on the Cloud list, then select Change. If you want email alerts, select the Email Alerts checkbox and fill out
those fields. Select OK to save.

& Change Cloud Service |
Grougy O-HOGear v
Addiress: -_. S—
= '
Faprrar: Googs DNS Seoondary
Tizee _md.w
[0 oser-
sl merts
Route change i
o |
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Dashboard Settings

The Dashboard page allows controlling dashboard widgets.

5 - O X

“i.Dev'.ce'. & Cloud ns«um - Srvices = Reports

Dashboard

Data Retention A | Mzather Widget: Moy sites for the weather widget.
Email
Storage
Tech Support Upload defaltdashboard  Revert dast
Web Interface
Cloud
Dashboard
Internet
HetAlly
W Metwork
Alerts
Backup
BGP
Custom QID
Devices
Diagram
Favorites
Financials
W IPAM
IPAM Subnets
lssiies
Maps
Meraki
HetFlow
Netwerk Threshelds
Polling
Private IP
Syslog
TFTPR
WAN
MLT
Remaotelnsight
Reports
Risks
S0-WAN
Servers
Services
ViolP

Revert Apply

If you want to change the default dashboard that all new users see, create the dashboard on your local browser and then
choose “Save” and the dashboard will be downloaded to your local machine. Copy this file to the TotalView server and
then click “Upload default dashboard” to import it as the new default.

Page 26



PathSolutions Administration Guide TotalView 14.2

Weather Widget Page
The Weather Widget page allows you to add locations to the weather dashboard widget. These locations are typically
office locations and datacenters so you can correlate when weather events will affect these sites.

a# - ul

}.f:nevices 4 Cloud E“Sewers . Services [z Reports

|SEE-1"- Options ({

| ‘Weather Widget

Alert Options ~ | | Site name Coordinates

Storage Santa Clara 37.3784579, -121.9678433
Tech Support
v Web Interface Washington 38.8976667, -77.0365371
AP Keys The Alamo 29.4260629, -96.4861715
Authentication
‘Web Server
Cloud
* Dashbeard
Weather Widget
Internet
¥ Metwork
v Alerts
Device Alerts
Route Alerts
~ Backup
Credentials
Devices
Schedule
Variables
~ BGP
Alerts
Peers
Custom QID
' Devices
Ignored Error Counters
Ignored Interfaces
Ignored Type Mames
Interface Description
~ Diagram
Layer-3 Excludes
Layer-3 Ignores.
Layer-3 Static Links
Favorites
Financials
~ IPAM
IPAM Subnets
Issues
Maps
Meraki
MetFlow
MNetwork Thresholds
Polling
Syslog
TFTP
WAN
MLT
~ Remotelnsight

Script Editor
Web Server Add...

Change... Delete... Reset Sort

Revert Apply
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The resulting weather dashboard widget will look like this

RERL
ec O, Weather data © Open\WeatherMap

== | eafiet | Map data ©

Optionally:
You can create a Dashboard URL that doesn’t require Authentication:
Create a role (TotalView -> Web Interface -> Authentication) with Dashboard Only view

» - o X
jibevces dcowt [Pserers _ servoes po Revorts
Authentication® o

Duia Retantion Al Qe Omend (@) seweorecnry () rais
Emai - = = =
Storage
'thmm AD Secuity Group Access
 Viebteriace
APIKeys TotaViewhdrin *, @pscan, @pconirol, @vulnerabilty, Ssvecontrol, @bckpeontrol, Sxciptecntrol, @ agentderegister
Authentcation*
Mki-Site
Web Server
Goud
Osshbosrd
Intemet
Netaly
 Network
Aerts
Backup
a6?
Custom 0D
Devices
Diagrem
Favortes
Financals

Network Thresholds
Paling
Private P
Syslog
T
wan

T

Remotelnsight

Reports.

Risks

SD-WAN
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Create an API with the view selected

Refer to TotalView -> Web Interface -> APl Document section

Create and API Key with a Dashboard only Restricted View

Then you can use the APl in a HTTP call to display the Dashboard Information without Login required.

If you create an API key and then use it as part of the URL for the dashboard, a logged in user on a NOC monitoring
machine should have continuous access to the dashboard information after the service is restarted:

Example: https:/<totalview server no brackets>/dashboard.html?api_key=<API Key with no brackets>

Metwork Health ’ Device Manufacturers ’ Interface Speed
00

: \ e .
o s [ e 0

40

20
20 ]
10

0 [ ]

Network Health

Interface Duplex

Daily Errors ’ Daily Utilization
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Internet Settings

The Internet page configures the external DNS and remote connection that should be tested to validate Internet
connectivity on the Internet tab.

y - 0

pipoces e gl [Psoen | seoes e Resem
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The name will be used to do a local DNS check as well as a remote DNS
to validate that Internet connectivity is working smoothly.
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NetAlly Settings

Select NetAlly from the left-hand menu, then select the Enable NetAlly Integration checkbox and the section on NetAlly
link-Live Integration will become available.

Then enter your NetAlly login and password in the Login and Password fields.

9 - o X
;:\;:Dew:es b Cloud ﬂsen-ers o Services E Reports

HetAlly o

Data Retention A L Enable Metally intagration
Email
Storage
Tech Support
Web Interface
Ooud
Dazhboard
Internet
Netally
W Network
Alerts
Backup
BGP
Custom OID
Devices
Disgesm
Favorites
Financials
IPAM
IPAM Subnets
Issues
Maps
Meraki
NetFlow
Netweork Threshelds
Polling
Prvate IP
Syslog
TFTR
WAN
MNLT

<

Rematelnsight
Reports

Rigks
SD-WAN
Servers
Services

VolP

Revert Apply

Note: If the NetAlly tab does not show up on your deployment, contact support@pathsolutions.com for it to be enabled.
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Network Monitoring

Select Network from the left-hand menu. This section configures network related communications and alerts. The top
menu provides a short description of each subsection.

¥ - O X
[ Devices & Cloud gserum - SETViCES  p Reports
] Metwork Configuration Group
Data Retention A | This ssctien configures netwark related communications and alerts.
Email
Storage Merta: This allows communications alerts relating to netwerk devices and interfaces.
Tech Suppert Backup: This section configures S5H communications with network devices to perform device badeups and configuration management.
Web Interface
Cloud BGP: Ths configures BGP alerting for peers.
Dashboard Custom OID: Configures custom OIDs to be monitored and sssodated with & devies fnterface.
Intemet
Ne:.'ﬂrl‘ly Deyies: This configures SHMP communications with network devices.
W Network Daaram: This configures the dynamic network diagram to indude or exdude subnets and devices.
Al
a::zp Eguorites: This configures interfaces to shaw on the Favorites tab,
BGP Finendials: This configures informatian to show an the Financials tab.
;u;!_emOID Issues: This shaws what types of iseues wil shaw up on the Tssues tab,
evices
Diagram MMaps: ‘This configures network maps on the Maps tab.
Favorites
[mrak: Configures Merald APl ey,
Financials o
W 1AM MetFiow: This configures interfaces that are NetFlow snabled.
IPAM Subnets IMetwerk Thresholds: This changes the network visual slert threshold levels.
lasues
Maps Boling: This configures the poling tmeframe and behawior.
MerFah Private IP; Thes configures the lst of private subnets,
NetFlow
Network Thresholds Syslog: This ensbles and configures syslog slerts.
Pelling IEFR: This enables and configures the TFTP server,
Private IP
Sysleg WAN: ‘This configures the interfaces to show on the WAN tab.
TFTP
WAN
NLT
Remotelnsight
Reports
Risks
SD-WAN
Servers
Services
jolP
Vol v
Revert Apply
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Alerts
Select Network > Alerts from the left-hand menu. This section allows for you to set Device Alerts and Route Alerts.

» - o X

r:\-.Devices b Cloud nsen-ets 2 Services = Reports

Alerts
Data Retention A | Desice Mlerts; This configures network device and nterface related dlerts.
;n;:lgc Parent/Chig: This configures parent and chikd relabionships between devices.
Tech Support Route Alerts: This configures routing table change alerting.
Web Interface
Cloud
Dashboard
Intemet
Hetdlly
V' Network
W Alerts
Device Alerts
Parenit/Child
Route Alerts
Backup
BGP
Custorn OID
Devices
Dragram
Favorites
Financials
W IPAM
IPAM Subnets
lssues
Maps
Meraki
NetFlgw
Metwark Threshalds
Palling
Private IP
Sysleg
TFTR
WEN
NLT
Remaotelnsight
Reports
Risks
SD-WAN
> Servers

Note: There are other network alerts to set up for different conditions and events, available when you start to navigate
the sections.
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Device Alerts

Go to Networks > Alerts > Device Alerts. The system can generate alerts if interfaces change status or exceed set
levels of utilization or errors.

2 — m| X

}.;:De\uir.s . Cloud ﬂserum . SEViCES  pe Reports

Device Alerts

Data Retention

~ Device name IP address Alert type Email
Ernail

Storage Any Communication Failure  itops@pathsolutions.com
Tech Support Any Infrastructure itops @ pathselutions.com
Vieh Interface Any WAN Interface itops @ pathsolutions.com

Oloud
Dashboard
Intesnet
Hetdlly HO Any Interface vsukhorukov®pathsolutions.com
W Network
W Alerts
Device Alerts
Parent/Child
Route Alerts
Backup
BGP
Custem OID
Devices
Dsagram
Favorites
Financials
W IPAM
IPAM Subnets
lssues
Maps
Meraki
NetFlow
Metwork Threshalds
Pelling
Private IP
Sysleg
TFTR
WAN
NLT
Rematelnsight
Reports
Rigks
SD-WAN

% Servers W Add... Change... Delete. .. Res=t Sort Enabis Disabis

Add or change alerting for interfaces or devices on the Alerts section.
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For Device Alerts, if you select the Add button, you should see the following alert configuration dialog.

& rdd Aert «
Email address:*
Description:
1P address: &2 Pathsolutions: unknown (10.0.0.1)
levices ne Ip, excluding ]

Aert type: () Device Communications Faiure

(O Cisco CPU Utiization = F"

() Csco free RAM } bytes

O MoSscore 3.4 =

(@ Device reboot

(O Device 0S change

() Spanning-Tree topology change

() Any Interface

() Interface Number(s) {i.e. 1,5,7-10)
) Interface Description

() Interface Type

() Infrastructure Interface

() WaN Interface

Cancel

Enter the email address that should receive the alert and a short description of the alert.

Enter the IP address of the device or select Any from the IP address field to match any device or device group.

Choose a device-related alert like the following:

Device Communications Failure: This will trigger if the device does not respond to the initial SNMP query at the
start of a poll. If it does not respond, it will attempt to ping the device to see if it is completely unreachable and
then send the appropriate alert.

Cisco CPU utilization: This will trigger if the Cisco device shows its 5 minute average CPU utilization above the
threshold level.

Cisco free RAM: This will trigger if the amount of free RAM on the device drops below this level.

MOS score: This will trigger if the MOS score to/from the device drops below this level. This option will only be
enabled if you have the Telecom Ops package as part of your license.

Spanning-tree topology change: This will trigger if the spanning-tree topology changes for the layer-2 domain.

Choose an interface-related alert. The interface related alerts allow selecting interfaces based on the following criteria.

Any interface: Any interface on the selected device(s)

Interface number: This allows selecting a specific interface number

Interface description: This allows entering an interface description that will match with text that exists on the
interface description or interface alias.

Interface type: This allows selecting a specific interface type that would match interfaces.

Infrastructure Interface: This type of interface matches any interface that is a switch interface that connects to
another switch (more than 4 MAC addresses on an interface), or connects to another monitored device (switch,
server, or router), or is an interface on a server or router. This allows selecting “all non-user switch interfaces”
with one selection.
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For interface alerts, trigger thresholds can be set for one or multiple conditions.
e Transmit Utilization Rate
e Receive Utilization Rate
e Error Rate
e Status Change: PoE change or up/down change

Group Alerting

To setup an alert for devices in a group, select the dropdown menu for IP address and select Any from group
NAME. For example, if you want to know when any device in the Chicago group has an interface with high utilization,
select the IP address drop-down menu, and select “Any from group “Chicago.” Write a concise description, such as
Chicago Group Alert and fill out the parameters that will trigger the alerts.

&P add Alert X
Email address: | itops @pathsolutions. com ~ |
Description: |poe |
IP address: Any from group "Chicago™ ¥
Alert type: () Device Communications Failure

() Cisco CPU Utilization 80 5 %

() Cisco free RAM 4096 bytes

() MOS score 3.4 %

(") Spanning-Tree topology change

(® Any Interface

() Interface Mumber(s) (i.e. 1,5,7-10)

() Interface Description

() Interface Type  other 1

() Infrastructure Interface
[ Tx Utilization: 80 - percent utiized

[ rx Utilization: 80 - percent utiized

[ Error percentage: 19 *  percent packet lost

-

Status change: PoE change w
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PoE Alerts

If you want to set an alert when a PoE-enabled device is connected or disconnected from your network, go to the
Network Alerts section and select Add.

Setup an email address from the drop-down menu for the alert.

Add a concise description, such as PoE alert, and complete the Alert type field and the settings that will trigger the
alerts.

Select PoE change from the Status Change drop-down menu and then select OK.

Note: You must first select an option in the Alert type field for the Status Change field to become active.

&P add Alert *
Email address: | itops @pathsolutions. com hal |
Description: ||:u:e |
IP address: Any from group "Chicago™ W
Alert type: O Device Communications Failure

{O) Cisco CPU Utilization 80 = %

() Cisco free RAM 4096 bytes

() MOSscore 3.4 %

(C) Spanning-Tree topalogy change

(® Any Interface

() Interface Number(s) (i.e. 1,5,7-10)
() Interface Description

() Interface Type  other 1

() Infrastructure Interface

[] T utilization: 80 -  percent utilized

[ rx Utilization: 80 - percentutiized
[ Error percentage: 17 = percent packet lost
Status change: PoE change -
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Parent/Child

This feature is used to establish relationships between devices for alerting notifications. If the parent is unresponsive the
children will not alert.
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Select the top level(parent) and then choose the children devices.

&P select top-level devices x

Select devices
Group | Device name IP Address A
[SantaClara | Syrah =
Santa Clara SantaClara.pathsolutions.local

: Santa Clara -
Santa Clara ternpranillo.pathsolutions.local *
Santa Clara Michelob

I Santa Clara Burgundy

: Santa Clara Chardennay

Santa Clara Pinot

Santa Clara Merlot

I Santa Clara Muscat

: Santa Clara Palomino

Santa Clara Riesling -
Santa Clara

I Santa Clara Dubonnet

: Santa Clara barleywine

Santa Clara Alsace .

. Santa Clara hgf140d-poe
Santa Clara hqups1

:SIHH Clara ol
Santa Clara P5_OpenGear
Sunmyvale sviwl

I Sunnyvale Sunnyvale pathsclutions.local

: Sunmyvale Tim's svsw2-shed

Sunnyvale svapl-office i
Sunmyvale svap2-shed -

I Sunnyvale HardCider 2

: Sunmyvale Chianti -
Sunnyvale Tim's svsw1-office v

Su nnyvale UBNT ——
I Sunmyvale sviwl ::_;
m-l titos mﬂ 15 s
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Route Alerts

Go to Network > Alerts > Route Alerts to configure route alerts. This displays the list of configured Route Alerts.
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Use the Add and Change buttons to add and change the route alerts (IP address and mask), the type of alerts to send,

and the email recipient.

Noke:

& Change Route Alert

IP Address: | Any

Route: ——

Mask: e

Type: Flagd [change [ et

Alert emad: 'mmﬂm-um.m

|Change to Houston Routes
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Backup Configuration

Go to Network > Backups. This section permits network equipment configurations to have scheduled backups. TotalView
shows backup configurations can also do a diff against previous versions to see what has changed. Also, view the logdfile
of backups and initiate a manual backup from the web interface.

» - o x
;‘i Devices b Cloud E" servers _ Services [u Reports
§SH Authorization
Data Retention A The authorization password has been configured.
Email
& Thes password ts requined o be wsed anytme changes are made
orsge to device configurations with the Canfig Change Wizard,
Tech Support
Web Interface Change password | Reset password
Cloud
Dashboard
ntemet
NetAlly Credentisls: This configures the SSH credentials used to login to network devices,
W Network Dewices:  This configures the devices to use the 55H aredentials.
Aerts
W Backup Schedule;  This configures the schedule and saipt to perform backups,
Credentials Varishies:  This configures custom varisbles to be used in soripts.
Devices
Schedule
Vanables
BGP
Custom OID
Devices
Diagram
Favorites
Financials
W IPAM
IPAM Subnets
lssues
Maps
Meraki
NetFlow
Network Thresheolds
Poliing
Private 1P
Sysiog
TFIP
WAN
NLT
Remoteinsight
Reports
Risks
v
5D-WAN
Revert Apply

To use the device configuration backup capability, a master password must be set. This master password is used to
protect the device login credentials from being used illicitly.

Once the master password has been set, it must be used for any changes made to the configuration, or anytime that the
Device Configuration Wizard is used.

Note: If you must reset the password because it was lost, all credentials will be deleted in the system and will need to
be re-entered.

Once the master authorization password is set, select the Credentials section.
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Credentials

The first time you select Backup > Credentials in the menu (or any other Backup subsection), you will get a message

that states Enter the Device Authorization password field.

9 .

}“:Devo(.es il Cloud nservers . Services  pe Reports

Data Retention "l
Email
Storage
Tech Support
Web Interface
Cloud
Dashboard
Internet
Netily
Network
Alerts
~ Backup
Credentials
Devices
Schedule
Varighles
BGP
Custom OID

<

Devices
Diagram
Favorites
Financials

~ IPAM

IPAM Subnets

Iasues
Maps
Meraki
NetFlow
Network Threshelds
Poliing
Private IP
Syslog
TFIP
WAN

T

Remotelnsight

Reports

Risks

SD-WAH

Credentials

Enter the Device Authorization password:

Revert

Apoly

Enter the password and select Authenticate. This displays the list of configured credentials.

®

.h\:De\nr_s s Cloud nier\-m o Services e Reports

Data Retention
Email
Sterage
Tech Support
Wieb Interface
Coud
Dashboard
Internet
Hetilly
~ Network
Alerts
Vv Backup
Credentials
Devices
Schedule
Varables
BGP
Custom OID
Devices
Diagram
Favorites
Financials
PAM
IPAM Subnets

<

Issues
Maps
Meraki
NetFlow
Network Threshelds
Palling
Private P
Sysleg
TFTP
WAN
LT
Remotelnsight
Reparts
Risks
SD-WAN

Credentials

Credential name

O

X

psadmin

HP Manager
swnter

Revert
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Select Add to add credentials to the system. The dialog box asks you to enter the username and password that you
would use for SSH connect to a switch or router. Typically, this would be your Radius server credentials or a set of
credentials created on the system for TotalView to use.

»

/y»Devices ) Cloud nsenrers - Services = Reports

Credentials o
Data Retention

Email
Storage

Tech Support
Web Interface

Credential name

psadmin
HP Manager

swinter

Cloud
Dashboard
Internet 1
Netlly 3 Add Credentials b'd
W Network
Alerts
W Backup Credential name: || |
Credentials
Devices Username: ~
Schedule
Vanables Password: *
BGP
Custom OID Confirm password: *
Devices
Diagram
Favorites
Financials
W IPAM
IPAM Subnets
lssues
Maps
Meraki -
MetFlow oK Cancel
Metwork Thresholds
Polling
Private IP
Syslog
TP
WAN
NLT
Remotelnsight
Reports
Risks
SD-WAN

Revert Apply
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Devices
Go to Backup > Devices section to assign device backups. This displays the list of devices with backup configurations.
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Select Add if you need to add a device to the configuration.

Select the credentials from the Credentials drop-down menu to show you a list of devices, so you can use the

i &P ndd Devices

[ Headguarters

Test connection

P5-P1-OpenGear

X
Credentials: | psadmin b
sHPort: |22 |
U] Group | Hame | Description | ok |
[0 Headquarters SantaClara.pathsolutions.local Cisco 105 Software, 2800 Software ...
[ Headguarters Chardonnay ProCuree J90854 Switch 2610-24, ...
[J Headquarters Pinot HP 197264 2920-246 Switch, ...
] Headguarters Grenache Cisco Internetwork Operating ...
[0 Headguarters Riballa Cisco 1OS Software, C3560 Softwar...
[J Headquarters Merlot HP 197264 2920-246 Switch, ...
] Headgquarters Fiesling Brocade Communications System...
[ Headguarters Mugeat HP J9T264 2520-245 Switch, ...
[J Headquarters Framc Cisco Internetwork Operating ...
] Headquarters Palomina Cisco 05 Software, £3550 Softwar...

Linwe P5-P1-OpenGear 3.10.0-wcd ...

appropriate credentials for the device and use the Filter field to filter the list.

It is recommended to select the device then select Test connection to verify those credentials and ensure the security
token is read and stored. If this is the first time communicating with the device, it will ask you to verify the hardware

security token.
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The screenshot below displays an example of testing a connection.

&P Test SSH Connection ®

Tests finished

Testing 55H Connection to .. __._

Connecting to the hast...
0K

Verifying the host key...
0K

Attempting password authentication. ..
Unable to login: Access deried
Login faled: Access denied

showleg |

Schedule Backup

Go to Backup > Schedule section to create a backup schedule of network devices. This displays the list of devices with
schedules.
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Select Add to add backup schedules for devices. Then select the backup type, set a schedule, pick a script (browse from
the scripts provided with TotalView), and an email to notify once finished.

B 2ss Senedute X
Fler: | |
Qloow  [Prcses  [rame Desowtn |
O HaaN J Dutonnet HP JST254 2920-83G-POE« Switch, revision WB,16.10.0022, ROM WEB.16.03 (/wa/swhbuldm/rel_ajanta_arenal_qaoft/code/..
[0 Haan - Muscat | Dubonnet | HP J9726A 2920- 246 Switeh, reviscn WE16.10.0022, ROM WE.14.03 (/wi/swhuildmy/rel_ajents_asremal_gacH/code/buid/...
[J HQLAN Pt HP 7204 2920-24G Switch, revitecn WELIA10.0022, ROM WE.16.03 ('wi/swhulldm/rel_sjants_arenal qeoft/code/build/..,
[ narw ' hapai®d Palo Alto Networks PA-300 series firewall
[ Chicage . ] AngryBalis. pathsolutions Jocal Cisco 105 Softwace, C3550 Software (CI550-IPSERVICESKS-M), Version 12.2(50)SE1, RELEASE SOFTWARE (fc2)..
O waan MPLSCore pathachutons.iocal Cisco 105 Software, 2200 Software (C2200NM-IPVOICERS-M), Version 15.1(1)T, RELEASE SOFTWARE (f¢1).
O HawN - Michelob Cisco N-OSitm) 9000, Seftware (nS000-di5), Version T30 1{1b), RELEASE SOFTWARE Copyrght (<) 2002-2013 by Cisc..
[J HQLAN SentaClaca pathsohutions local Cisco 105 Seftmare, 200 Softwace (C2B00NM. IPVOICEXS- M), Vertson 15, 1(1)T, RELEASE SOFTWARE (1)
O nQLan tempraniic pathsolutions Joc s Cisco 105 Software, ASRI000 Software (X35, 68_LINUX_IOSD-UNIVERSALKS-M), Version 15.5(3)51a, RELEASE SOFTWARE .
[0 svian —_— Sunevyvale.pathsolutions local Cisco 105 Software, 1041 Software (C1341-ADVENTERPRISEXS-M), Version 15.0(1)M10, RELEASE SOFTWARE (fc1).
[ 8osten - b 1-stout pathseol Jocal £ A0S (X440-8p) version 162.3.5 16.2.3.5 by release-manager on Tue Ape 4 161334 EOT 2017
[J Haan Syreh Cisce 105 Software [Denaki] Catalyst L3 Switch Softmare (CATIK CAA-UNIVERSALKS-M, Versicn 16.3.5, RELEASE .
Type: ® Reocorng O Onetme O Sysiop Match
Schedue: .o 00**? £ae .
soet Browse..
[ Fonfabre [JOnSixcess  Emak | -
Sysiog match: W«H’w‘
o Canced

For the selected device, it will show the internal system description to help you determine what schedule and script to use
to perform the backup.

The Script should be chosen based on the device manufacturer and OS.

Enter an email address that should be notified of backup success or failure.
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The schedule information is entered in CRON tab format but can easily be modified by selecting Edit to see the full set of

timing options.

Cron siring:

Mext launches

Seconds:

Minutes:

Hours:

Days of month

Months:

Days of week:

@ Backup Schedule

|DDD"?

: |2j8f2023 12:00 AM, 2/9/2023 12:00 AM, 2/10/2023 12:00 AM, 2/11/2023 12:00 AM, 2(12/2023 12:00 AM, ...

O Every
(® Specific
O Every
(® Specific

O Every

(® Specific

v 0 Any
(® Every

() specific

(® Every

() specific

@ Any

() specific

1

+ | second(s)

5 10 15 20

-+ minute(s)

5 10 15 20
> | hour(s)
1 2 3 4

13 1% 15 16

22 23 24 25

Jan Feb Mar
Jul Aug Sep
Mo Tu WE

25

25

17

Apr

Oct

35

35

19

28

May

MNowv

FR

40 45
40 45
8 9
20 21
9 10
19 20
5 30
Juni
Dec
SA

50

50

su

55

55

11

Cancel

Note the “Next Launches” field as it will show when the backups would be scheduled with the selected entries.

Select OK to completed the schedule changes.
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Variables

Go to Network Backup > Variables section for setting up backup variables for the backup scripts. This calls up the list of
variables.

In some cases, you may want to use a variable in a script, and have TotalView fill in the variable when the script
runs. This variable may be a password (for security reasons it will not save the variables to the files made during backup).
Or the variable may be a variable that you may want to use in multiple scripts, such as a domain name.

» — i X

},‘:De'es &b Cloud ﬂsen-ers Services = Reports

Variables o

Data Retention A
Email
Storage
Tech Support
Wieh Interface
Clowd
Dashboard
Internet
Hetdlly
W Metwork
Alerts
W Backup
Credentials
Devices
Schedule
Variables
BGP
Custom OID
Devices
Diagram

Variable

enable

Favorites
Financials
W IPAM
IPAM Subnets
lssues
Maps
Meraki
MetFlow
Network Thresholds
Polling
Private IP
Syslog
TFR
WAN
NLT
Remotelnsight
Reports
Risks
SD-WAN

Revert Apply

Add or change variables by selecting the Add and Change buttons and filling out the Variable and Value fields.

&P Change Variable x

Variable: ‘Enable |

Value: ‘iiiiil |

o | o]
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BGP

Go to Network > Alerts > BGP Alerts, choose Alerts or Peers

»

Data Retention
Ermail
Storage
Tech Support
Web Interface
Cloud
Dashboard
Intermnet
Metally
W Network
Alerts
Backup
v BGP
Alerts
Peers
Custom OID
Devices
Diagram
Favorites
Financials
W IPAM
IPAM Subnets
Issues
Maps
Meraki
MNetFlow
Metwork Thresholds
Polling
Private IP
Syslog
TETP
WAN
NLT
Remaotelnsight
Reports.
Risks
SD-WAN
Servers
Services

yiopevices i coud [Pservers

Services

= Reports

BGP

Alerts: This configures BGP alerts,

Peers: Configures BGP peers that will be available for monitoring.

Revert Apply
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BGP Alerts

Go to BGP > Alerts If a BGP peer gets disconnected or changes status, you can receive alerts.

»
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Use the Add or Change buttons to add or modify agents and peers on the list, and email for the alert.

&P Add BGP Alert e
Agent IP address: | Headquarters/Syrah ((9.3.3.2) ~
Peer IP address: | ....... 2 |
Alert emad: itops Epathsolutions.com "]

Page 51




PathSolutions Administration Guide

TotalView 14.2

BGP Peers

Go to BGP > Peers If a BGP peer gets disconnected or changes status, you can receive alerts.

»

Jopomes el [Poeeen _ Sereer o Reverin

P P
s :i:ﬂ.ﬁﬂu.nﬂu
Dirwca ruema P ddve | pume | ™
[E——— el LE 1 [ Tra——
Hesdquetenilchrley T TS [
T Mos Fer igrers Pem
e Bk,
) |l-—'
=T e e o L - R

Use the Add or Change buttons to add or modify devices and peers on the list.

P Add Ignore Rule
Device: () all devices
(®) Spedfic:

() All peers
(® Specific:

Peer:

X
fig/Syrah (o) v]
| e« 4:Establshed v

(] Only in Established state

[ ]
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Cisco EoX

TotalView can display pertinent End of Life/Sales/Support information for Cisco Devices once configured with the Cisco
APls.

This link will guide you to set up the APIs that are needed.
https://support.pathsolutions.com/a/solutions/articles/14000159831

¥ - o *
- r.—-m;mﬂm.mnm
Cisco EoX &
Internet A | []Enebie cisco Eoxintegration
Metilly
W Metwork Cisco Eo Integration
Alerts 01 Key:
Backup
EGP Seaet:  |esssns
Cisco EoX
Custom OID
Device: v
Devices Old = Check
“ Devices

Ignored Error Counters
Ignored Interfaces
Ignored Type Mames
Interface Description

“ Diagram
Layer-3 Excludes
Layer-3 Ignores
Layer-3 Static Links

Favorites
Fimancials
' PAM
IPAM Subnets
Issues
Maps
Meraki
MetFlow
Metwork Threshaolds
Polling
Private IP

Syslog [

Custom OID

PathSolutions TotalView can monitor custom OIDs such as CPU utilization, memory usage, and temperature if the device
provides this information via SNMP. The Config Tool has a button Run MIB Browser to specify the custom OID to
monitor and associate it with a device/interface.
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W - — O X

}.;:Devius i Cloud ﬂseruers . SErvices [ Reports

Custom OID

Data Retention A
Email
Storage
Tech Support
Web Interface
Cloud
Dashboard
Intemet
Metilly
W Network
Alerts
Backup
BGP
Custom OID
Devices
Diagram
Favorites
Financials
W IPAM
IPAM Subnets
lssues
Maps
Meraki
NetFlow
Metwerk Threshelds
Polling
Private IP
Syslog
TFTP
WAN
NLT
Remotelnsight
Reports
Risks
SD-WAN
Servers
Services
VolP

FRun M8 Browser...

Use the MIB Brovser to speafy the custom OID to monitor and assodate it with a device interface,

Revert Apply

The MIB Browser will open in a separate window. See the section MIB Browser for OID lookups, OID monitoring and OID
graphing.
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(' MIB Browser / 10.0.0.1 - Syrah

- O X

GG LEE ER @ oo SR L 1 .

v 7 cpeExtPsePortTable

v P9 cpeExtPsePortEntry
@ cpeExtPsePortEnable
r’j’ cpeExtPsePortDiscoverMode
(;’ cpebxtPsePortDeviceDetecte
G_' cpebxtPsePortleeePd
(3’ cpeExtPsePortadditionalStaty
@' cpeExtPsePortPwrMax
@ cpeExtPsePortPwrallocated
@ cpeExtPsePortPwrAvaiable
@' cpeExtPsePortPwrConsumpti
(3’ cpeExtPsePortMaxPwrDrawn
@' cpeExtPsePortEntPhyIndex
r’j’ cpeExtPsePortPolicingCapable
(;’ cpeExtPsePortPolicingEnable
G_' cpeExtPsePortPolicingAction
(3’ cpeExtPsePortPwrManAlloc
@' cpeExtPsePortCapabilities

5 cpeExtMainPseTable

E7 cpebxtpdstatistics

{ cneFxtPalicinalntifFnahle

~

cpebxtPsePortPwrConsumption

Path: 1.3.6.1.4,1,9.9.402.1.2.1.9

TextPath: iso,org.dod.internet. private. enterprises. cisco. ciscoMagmt. ciscoPowerEther
netExtMIB. cpeExtMIBObjects. cpeExtPsePortTable. cpeExtPsePortEntry.c
peExtPsePortPwrConsumption

Type: Unsigned32

Access: read-only

Module: CISCO-POWER-ETHERNET-EXT-MIB {CISCO-POWER-ETHERMNET-EXT-
MIE.my)

Last updated: 2013-07-09

This indicates the actual power consumption of the PD
connected to this interface. It may not necessarily
be equal to the value of cpeExtPsePortPwravailable.

Note: Customize OID monitoring reports by editing the cfg file. See Appendix F. Custom OID Monitoring.
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Devices Configuration
Go to Network > Devices section, to see the list of currently monitored devices.

Note: All interfaces for each switch are monitored by default, ignore individual interfaces from being monitored on the
web interface.

Note: If SNMPv3 is not enabled and is desired, contact support@pathsolutions.com.

E — O X
&« = l,.f:Devil:es i Cloud gServers = Services = Reports
‘Eea ch Options (Ctrl+E) ‘ Devices
Device Alg'ﬁs Al 8| X Find: ‘G"auJ, IP, Name, Int#, SNMP, Description, Contract Update | General | Support
Parent/Child
Route Alerts Device ‘ Name | Int ‘ SNMP ‘ Description ()
v Backup v HQ
Credentials v
Devices ﬁ'DRAC 149XCV2 2 2 Devi
Schedule Ei - vZc evice
Variables v
v BGP Ehamx6s 12 v Device
Alerts €hapads0 18 3
Peers €hqf140d-poe 9 v2c Device
Cisco EoX
v
Custom OID
v Devices LPS-PTR1 2 vZ2c Device
Ignored Error Counters thupﬂ 0 vac Device
Ignored Interfaces v
Ignored Type Names v
i Interface Description dev-ubnt-lts01 2 vZe Device
v Diagram
dev-rhel85-01.pathsolutions.local 4 vac Device
Layer-3 Excludes
Layer-3 Ignores h
Layer-3 Static Links scrappy.pathsolutions.local 8 v2c Device
Favorites v
Financials ps-esx2.pathsolutions.local 9 v2c Device
v IPAM ) ) v
1 th. L uts i} 1 e} 2, in}
IPAM Subnets
lssues v Add Group Add Device Change Delete Shift Up Shift Down
Revert Apply
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Change the sort order for TotalView web display if desired. To move items on the list up or down, select on the item, and
then select Shift Up or Shift Down. TotalView can organize devices into Device Groups.

? Change Device “hgmaf5” X

Groug: Headguarbers Firewal |i|
Headguarters

[P address: Headouarters'Frevwal
Headouarters \VMware

Devvice Type: Headguarters\OMZ
HeadguartersyJA Group
Headouarters\Printers
Baston
Surnyvale
Surryvale Wi

ShP :

WErsan | Chiage
Community string: puiblic
Modwth
ot Fass

MoPrre

Contract date: I:l 625/2025

Contract ID: |

Confract phone: |

Descripbon (optional): Device |
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Adding Devices

To add a device, select Add. The Add device dialog will display.

9 Change Device

Group:

IP address:

Device Type:

SHMP version:
Community string: ™

AuthProt:
MoAuth

PrivProt:
MNoPriv

Contract date:

Contract ID:

Contract phone:

Description (optional):

X
| Santa Clara w |
O A Linux server ﬂuw-ssmm o
O MNon-linux server
(®) Dynamic detection
) snMPv1 (@ SNMPvZe () SNMPv3
[

AuthPass:

PrivPass:

[0 | 12/10/2024

|De'u'ice |
O Cancel

Enter the IP address and SNMP read-only community string for the device.

Optionally, add the support contract date, ID, contract phone and contract description for the device. This contract

information will appear on TotalView’s Support tab.

Select OK to add the device or select Cancel.
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Deleting Devices
To delete a device, select the device and select Delete. The Delete Device dialog will display.

| & Delete Device X .
You are about to delete » from the configuration.

[ Delete all data for this device

[[] Prevent this device from being discovered by the wizard

Are you sure?

o] o

If you select on the Prevent this device from being discovered by the wizard checkbox, the device will no longer be
discovered when running the wizard.

Note: Deleting a device from monitoring will not delete the previously collected graph data. Add the device back to
monitoring and it will continue to use the same data file for graph data storage.

Note: Any device prevented from being re-discovered when the QuickConfig Wizard runs can be added back again by
removing the device from being ignored in the SwMonlgnore.cfg file or by adding the device to be monitored
again in the SwitchMonitor.cfg file. These files can be found in the following directory:

C:\Program Files (x86)\PathSolutions\TotalView\

Save the file after any modification.
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Changing Device Information
To modify a device, double-select on an existing device IP address or select the device’s IP address and select Change.

The Change Device dialog will display.

&P Change Device X
Group: :Headq.narters V]
IP address: R | |
Device Type: 'C:' & Linux server

O Non-Linux server
(®) Dynamic detection

SNMP version: O svpvl (@) suvevae (D) ShMPv3

Contract date: [] | 2r2023

Contract ID: ]

Contract phone: |

Description (optional): |

The only required fields for a device are the Group, IP address, and SNMP community string fields.

Configuring the Support Tab

If you add the support contract date, ID, contract phone and contract description for devices, this information will appear
on TotalView’s Support tab.
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Ignored Error Counters

Select Network > Devices > Ignored Error Counters then add, change or delete the error counters that you want to no
longer respect as errors. This can be done for a single interface on a device, an entire device, or all devices and
interfaces in the deployment.
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Ignored Interfaces

Go to Network > Devices > Ignored Interfaces, and add, delete and change the list of interfaces to ignore here. These

interfaces will not be monitored and will not count towards licensing.

B dbey

Select Add or Change buttons to add devices by IP address and interface ranges to the ignored list.

.@ Add Range

IP address:

Interface range:

Carcel

Alternate Methods to Ignore Interfaces

There are two other ways of ignoring interfaces, outside of using the Config Tool.

1) The IgnoreList.cfg allows you to ignore ranges of interfaces on devices.
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The above file should be opened in Notepad for editing. After you save the file, stop and restart the service to have this
change take effect.

This file is located in the following directory:
C:/Program Files (x86)/PathSolutions/TotalView/IgnoreList.cfg

2) If you only have a couple of ports you would like to ignore, go to the TotalView Web Interface, Device List tab and
select on a device and then select on the Ignore link towards the right-hand side of the table for each interface number
you would like to ignore.

Note: The web server must unlocked in order for the Ignore column to show up in TotalView. See the section Error! R
eference source not found. for how to lock and unlock the web server.

Devices “Total Network Visibility®
4k L BBSY Trafic PoE STP Inventory Descripion Backup Support Financials  Vulnerabiliies
Device SNMP Oper  Admin
Device Name IP Address  Version Manage CPU Int Down Down Location Contact Uptime
# [&] Pinot 10.0.021 W2e | Telret SSH U 28 21 o tops@pathsciutions.com 1164 0Ch 08m

& Interfaces
v
State
P Ignore Queue  MAC

Interface Favarlte | WaM  Address Description mt X L Type Address  WMTU Type Last Changed

® INT#1 Fav vaN :1 . 40a3f00IfI3f | 1525 | ethemetCsmacd | 116 days 00:06:09.05
INT#2 22 40a8f00dT3e ethemetCsmacd | 118 days 00:08:10.89
INTE3 %3 40a8f00difT3d ethemetCsmacd | 118 days 00:06:10.80
INT84 44 40a8700difT3c ethemetCsmacd | 118 days 00:08:10.88
INT#5 55 40a8700di2b ethemetCsmacd | 118 days 00:08:10.20
INT#6 6:6 40a8f00dT3a athemetCsmacd | 118 days 00:08:10.88
INTST ™ 402370023 ethemetCsmacd | 114 days 03:03:31 60
INT#E 8:8 4028700138 ethemetCsmacd | 118 days 00:08:10.89
INT#9 L 40a8700IT ethemetCsmaed | 118 days 00:08:10.80
INT#10 10:10 4028100138 ethemetCsmacd | 118 days 00:08:10.89

® INTE1 mn 402800135 sthemetCsmacd | 118 days D0:05:08.81
INT#12 1212 4028700134 ethemetCsmacd 06:10.80

® INT#13 1213 40280033 ethemetCsmacd = 18:44:08.82
INT#14. 1414 . 4028700032 ethemetCsmacd | 118 days 00:08:10.89

® INT#15 15:15 . 40280031 ethemetCsmaed | 103 days 14:10:52.00
INT#16 18: 18 . 402870030 ethemetCsmacd | 118 days 00:08:10.89
INT#17 1717 . 40a3f00Ifi2f | 1525 | ethemetCsmacd | 116 days 00:05:10.20
e I Y A O | AR | cbberrsndPorrncd | AR Ao AT AR 500
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Ignored Type Names
Select Network > Devices > Ignored Type Names then add, change or delete the interface types you want to ignore.

w - | X

s\eDevices i) Cloud nsenrers - Services = Reports

Ignored Type Names o
Data Retention
Email
Storage
Tech Support MS TCP Loopback interface

~ Interface type name

LoD

Web Interface
Coud
Dashboard
Internet
MNetally Uncontrolled

W Network

Alerts

Backup

BGP

Custom OID
V¥ Devices

Ignared Error Counters
Ignared Intesfaces
Ignored Type Names
Interface Descripbion

Diagram

Favorites

Financiaks
v IPAM

IPAM Subnets

Issues

Maps

Meraki

Metflow

Metwork Threshelds

Polling

Private IP

Syslog

TFTR

WAN
NLT
Rematelnsight
Reports
Risks - - - -
SD-WAN Add... hange... Delete. .. Reset Sort

Loopback
Null
Controlled

Revert Apply

Select Add or Change buttons to modify the types on the ignored list.
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Interface Description
The ability to override interface name, bandwidth, and IP/Subnet.
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Add Device and Interface

ﬂ Change Interface Description X
Device
(@) Spedific: Santa Clara/Syrah (1 1) w
O Any device
() Match sysDescr:
Interface
@ specific: \EA 7: Gi1/0/5: GigabitEthernet1/0/5 (VMiWare) v
() Match fields:  ifName: ifakias:
fDeser: ifType: | Mot specified
Override fields
speed: |16 | P [maews |
Description: IH': to vm host ] IP mask: [25&3ﬁ]:'5.'.‘ l
ox

Diagram (Interactive Diagrams)

To configure how to display the interfaces and devices on the Automatic Interactive Network Diagram, go to the Network
> Diagram section from the left-hand menu. There are three sub-sections: Layer-3 Excludes, Layer-3 Ignores and Layer-
3 Static Links.
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Layer-3 lgnares
Layer-3 Static Links
Favorites
Financials
IPAM
Issues
Maps
Meraki
MetFlow
Metwork Thresholds
Folling
Private [P
Syslag
TFTP
WAN
NLT
Remaotelnsight
Reports
Risks
SD-WAN
> Servers
Services
VolP

~

&« = a toud
jiopevices i ioud [[Pservers _ services [ Reports
| Diagram
[ > Backup Layer-3Exdudes:  This configures layer-3 devices and subnets that should not be in the diagram.
’ EiG:oEoK Laver-3lonores:  This removes indnidual devices from the network diagram.
Custom QID Laver-3 Statc Links: Ths configures static fnks between devices fubnets.
Devices Old
> Devices
¥ Diagram
Layer-3 Excludes

Revert Apply
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Layer-3 Excludes

The Layer-3 Excludes section allows you to exclude large sections of your network from the diagram (devices and
subnets). This is useful if you have a lab network that you do not want to be part of the diagram, but still want to be

monitored.

Backup
BGP
Cisco EoX
Custorm OID
Devices Old
Devices
¥ Diagram
Layer-3 Excludes
Layer-3 Ignares
Layer-3 Static Links
Favorites
Financials
IPAM
Issues
Maps
Meraki
MNetFlow
Metwork Thresholds
Polling
Private IP
Syslag
TFTP
WAMN
MLT
Rematelnsight
Reports
Risks
SD-WAN
Servers
Services
VolP

= :,.;:Devi(.es &b Cloud ﬂseners 3

Services pe Reports
| layer-3 Excudes

A | IP Address . Mask
169.254.0.0 255.255.0.0

Use the Add and Change buttons to specify an IP address and subnet mask of a device/subnet that you wanted to
exclude from display on the diagram. Then select OK to close this dialog and the subnets and devices will be removed

from the diagram.

&P exclude X
IP address: [33%:233.3.3 O |
Mask: 3 38822 0|

ox

After finishing a batch of additions and changes, to preview the changes to the diagram, select Update and then refresh

your browser window.
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Note: The Update button will do an instant update (approximately 2 seconds) of any diagram changes that you have

made.

It is good practice to use the Update button rather than the Apply button for checking the diagrams. The Apply
button would stop and start TotalView with the latest configured settings, which may take a lot longer.

Layer-3 Ignores

This configures layer-3 devices and subnets that should not be in the diagram. If you want to remove a specific link from

the diagram, enter it on this section

= ;:\; Devices 0 Cloud E1 Servers _ Services
Backup
BGP
Cisco Eoll
Custom 0ID
Devices Old
Devices
Y Diagram
Layer-3 Excludes
Layer-3 Ignares
Layer-3 Static Links
Favorites
Financials
1P&M
Issues
Maps
Meraki
NetFlow
Network Thresholds
Palling
Private IP
Syslog
TFTP
WAN
NLT
Remaotelnsight
Reparts
Risks
SD-WAN
Servers
Services
ValP

= Ecoorts
Layer-3 Ignores
- IP Address
Ignored IP addresses will
be listed here.
v Add...

Use the Add and Change buttons to specify an IP address that should be ignored and not displayed on the diagram.

Then select OK to close this dialog.

@ lgnaore

IP address: ™

Ok

Cancel

To review your work on the diagram, select Update and then refresh your browser window to verify that item was

removed.

Note: The Update button will do an instant update (approximately 2 seconds) of any diagram changes that you have
made. It is good practice to use the Update button rather than the Apply button for checking the diagram.
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Layer-3 Static Links
This configures static links between devices/subnets.

The Layer-3 Static Links section is used to tie separate networks together when they have no direct connection like when
an MPLS or VPN cloud is between subnets.

b - O X
&= P jeDevices il Cloud ﬂsenieﬂ o SERVices [ Reporls
~ Layer-1 Static Links
Backup -~ P Address |Mosk Cloud name
BGP
Cisco EoX
Custom OID
Devices Old
Devices
¥ Diagram

Layer-3 Excludes
Layer-3 Ignares
Layer-3 Static Links
Favorites
Financials
IPAM
Issues
Maps
Meraki
NetFlow
Metwork Thresholds
Polling
Private [P
Syslog
TFTP
WAN
NLT
Remaotelnsight
Reports
Risks
SD-WAN
Servers
Services
velP v Add... Change. Delete Reset Sort Update

Ay

Enter the IP address, Mask of an existing subnet and the Cloud name that you want to connect.

& Change Static Link X
IP address: | - - = O |
Mask: |G dEac 0|
Cloud name: :LabNehwk Q |

In general, you will want multiple subnets to connect to the same Cloud Name. The Cloud name field must be identical to
have them connect to each other.
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The screenshot below is an example of a WAN cloud that connects three subnets together.

192.168.30.0

When you are finished adding your links, select Update and then refresh the web page to see how it takes effect. This
allows you to quickly make changes and see the results.
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Favorites

Specific interfaces can be selected to appear on the Favorites tab in TotalView.

L] Dorosw rpmar ¥ acdderyn gl acE regmbe
W htwcrk

e adapamtan, Fawaal unbngee c = &

He pdub ity vt ntwh

WA

Select the Add and Change buttons to add or change the items on the list of Favorites.

H Change Favorite Interface *

IP address: Headquartens hagpa450 ( 1]

Interface number: |7

Configure it so that users can chose Favorites while in the TotalView web interface.

Note: The web server must be unlocked for the Favorites column to show up in TotalView.
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Financials

You may add your procurement cost and other financial information if you would like TotalView to track it for you. Select
Network > Financials from the left-hand menu to get this section.

b - O X
& b [ibevices fCowd [[Pservers _ services puReports

Netally
W MNetwork
Alerts
Backup
» BGP
Cisco EoX
Custom OID
Devices Old
> Devices
» Diagram
Favorites
Financials
> IPaM
lssues
Maps
Meraki
NetFlow
Network Thresholds
Palling
Private IP
Syslog
TFTP
WAN
NLT
2 Rematelnsight
Reports
> Risks
SD-WAN
» Servers
Services
VelP

A || Device name IP address Install date Procurement cost | Amortization Support cost

v Add... Change. Delete. shiftup shift Down Reset Sort

Revert Apply

Add and change financial records, by selecting the Add and Change buttons and entering new information.

&P Add Financials Record X
IP address: Headquarters/Syrah ) w
[ tnstal date: [ 2/7/2023 vl

Procurement cost: [2390

Amartization: 48

Annual support cost: |3r4l.'l
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IPAM

How often to you want TotalView to update Microsoft DHCP information.

w - o X

L =;.f:MAMﬂ&~_mu%r_M
' | wam

Nethlly A
W Network
Alerts avery 25 mnutes
Backup
BGP
Cisco EoX
Custorn OID [P Subnets: This configures additional IP netwerks to indude in IPAM.
Devices Old
Devices
Diagram
Favorites
Financials
v |PAM
IPAM Subnets
|s5ues
Maps
Meraki
MNetFlow
Metwork Thresholds
Pelling
Private IP
Syslog
TFTP
WAN
NLT
Remiotelnsight
Reports
Risks
SD-WAN
Servers

Microsofit DHCP scope update frequency: '5 | pols

Services v
UalD)
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IPAM Subnet

The ability to add non-monitored IP subnets into the IPAM Tab

»
€= P jlpevices dncowd [ servers

MNetAlly
W MNetwork
Alerts
Backup
BGP
Cisco EoX
Custom OID
Devices Old
Devices
Diagram
Favorites
Fimancials
W |PAM
IPAM Subnets
Issues
Maps
Meraki
MetFlow
Metwork Thresholds
Polling
Private [P
Syslog
TFTP
WaMN
MNLT
Remaotelnsight
Reports
Risks
SD-WAaN
Servers
Services
linill

]

- StrVices e Reports

— | X
| TPAM Subnets
IP Address Mask
Add... Change. Delete. Reset Sort
Rimve Apply
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Issues
Specify what issues you want to view or ignore on the Issues list.

& - O X
« jiobeviees i Cloud  [Pservers _ services  pu; Reports
Issues o
NetAlly M m Ignore error and utiization calouations on VLAN interfaces

W Network

Alerts D Tgnare Uinknoven Pratocol Erors on interfaces

Backup

BGP [_] D niot repart incorrect subnet masks on issues tab

Cisco EoX
Custam 0ID
Devices Old
Devices
Diagram
Favorites
Financials
IPAM
|ssues
Maps
Meraki
MNetFlow
Metwork Threshalds
Pelling
Private IP
Syslog
TFTR
WAN

NLT

Remotelnsight

Reports

Risks

SD-WAN

Servers

Services

ValP

D Da not repart down devices on issues tab
m Da not report ARP cache enfries that dsagree on issues fab

D Do not report missing default routes on devices on issues tab

How to Ignore Unknown Protocol Errors

Select the Ignore Unknown Protocol Errors checkbox, if you do not want to regard Inbound Unknown Protocols as
errors.

By default, devices will increment the Inbound Unknown Protocols error counters on interfaces if strange protocols are
received. This is typically when network adapters receive IPX, AppleTalk, or Cisco Discovery Protocol (CDP) broadcasts
from devices. These packets can be perceived as errors since they may be unwanted protocols on the network, or the
network administrator may view these as valid packets that were successfully delivered although are of no use to the
recipient device.

How to Ignore VLAN Interface Errors
Select the Ignore errors and utilization calculations on VLAN interfaces checkbox in the Network > Issues section.

For some switch manufacturers, VLAN interfaces report anomalous errors. If you do not want the error rate of VLAN
interfaces calculated, select the Ignore error calculations on VLAN interfaces checkbox. The VLAN interface will still
be listed, but it will not be listed on the TotalView Issues tab.
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Maps

Select Network > Maps from the left-hand side. It will bring you to this screen to open the Map Config Tool.
» - O X
4 jDeviees i Cloud [Pservers _ services o Reports

W MNebwork

Alerts
Backup
BGP
Cisco Eall
Custom 01D
Devices Oid
Devices
Disgram
Favorites
Financials
IPAM
lssues
Maps
Meraki
NetFlow
Metwork Thresholds
Palling
Private IP
Syslog
TFTP
WAN

MLT

Remuotelnsight

Reports

Risks

SD-WAN

Servers

Services

VolP

Note: Ignore select the Apply and Revert buttons on screen in this section. They do not save the map or revert the map.

Select Run Map Tool. The Map Config Tool will open in a new window and will ask you to select a map. Select a map
from the drop-down menu.

Select a Map X
Flease select a map
Config . Cancel

See the section on the Map Config Tool for instructions how to use this tool.
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Meraki

Select Network > Meraki from the left-hand list. Enter the Meraki AP key. Select Check to check the key is valid. A
notice will verify if the API key is valid.

»

€ b i bevies dcoud [Pservers _ services puReports

Meraki o
Netally
W Network
Alerts
Backup
BGP
Cisco EoX

Custor 0D & Meraki AP Key .. X
Devices Old

Devices This AFf key is valid
Diagram
Faverites

Financials
Iszues
Maps
Meraki
MetFlow
Metwork Thresholds
Palling
Private IP
Syslog
TFTP
WAN
NLT
Remotelnsight
Reports
Risks
SD-WAN
Servers
Services
VolP

A | Meraki APTKEY: |C A Check
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NetFlow

To configure NetFlow, select Network > NetFlow from the left-hand menu. Select Run Analysis Tool at the top to run a
NetFlow Analysis and adjust the interfaces displayed on the NetFlow section.
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The Run Analysis Tool button performs a NetFlow analysis (this may take up to 30 minutes depending on the size of
your NetFlow database).

3, - Running analysis...

DB has 11036462 records
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The NetFlow analysis report then gets called up in a new window and displays similar to the screenshot below.

T Flow intertace Anadyss Tool 0
In Use hgare ? riound int
O Ne Beetomm -1out pathachsons locsl %o £
@ ve -
@ ves w1
@ ves -
G e who
O N ~ ¥
O Ne Aol
O Ne Aal L3824,
O e - L
onN wl 9
O ™ " e
O N - e
@ v ham -
v Nt L
QO ves harn
o~ [ Q0%
o haped P T T
v Copy to coboard

Change the sort order, by selecting items on the list, selecting the Shift Up or Shift Down buttons. You can also assign
the sort order by entering an Interface number.

To add an interface, select something marked No from the list. Then select the Add button at the bottom. It will ask if you
are sure you want to add records to the configuration file? Select Yes or Cancel.

Flow Interface Analysis Tool x

Are you sure you want to add records to the configuration file
for IP address 10.30.0.1 en inbound interface 10017

es Cancel

To remove an interface, select something from the list marked Yes. Then select Remove at the bottom. A dialog box will
ask if you are sure you want to remove records from the configuration file? Select Yes or Cancel.

Flow Interface Analysis Tool >

Are you sure you want to remove records from the configuration file
! for IP address 10.86.0.4 on inbound interface 97

Yes Cancel
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To view the NetFlow details of any agent, select something from the list, then select the Details button.

Details for hgmx65 (10.86.0.4) it
Inbound Int  Inbound ifDescr Qutbound Int Outbound ifDescr Count
' port1 3 port3 509690
1 portl 29 4650
3 port3 1 portl 428629
3 port3 3 port3 1m
3 port3 9 portd 16116
3 port3 29 53829
9 portd 3 port3 16119
9 portd 29 2N
29 1 portl 6086
29 3 port3 55751
29 9 portd 2N
29 29 10

The Clear button asks if you want to remove all entries from the database for an address at the IP address selected?
Select Yes or Cancel.

Flow Interface Analysis Tool >

Are you sure you want to remove all entries from the database
! for IP address 10.86.0.4 on inbound interface 57

Yes Cancel
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Network Thresholds

To edit thresholds for on-screen alerts in the Web Interface, select Network > Thresholds from the left-hand menu. Set
what percentages of errors will be flagged with a red indicator on the TotalView Interface or a peak utilization rate is
greater than a specified percent.

¥ — O X

L o /»Devices il Cloud ﬂkm::: Services p= Reports

-
Network Thresholds
MetAlhy A~ Threshalds Levels

W MNetwork

Alerts Totalview tracks utlzation and emror rates for each monitored interface an your network,

Backup To help you quickly determine if your network is healthy, you can set the thresholds for ermar rates and utization.
EIG:D EoX An interface vl be flagged with a red indicator if it exceeds aither of the below threshold levels:
Customn 0ID A esror rate greater than |5 % | oercent
Devices Old h
Devices =
D""i"_”“ A peak utiization rate greater than |90 =/ percent
Faverites
Financials
IPAM
Issues
Maps
Meraki
MetFlow
Network Thresholds
Polling
Private IP
Syslog
TFTP
WAN
HLT
Remotelnsight
Reports
Risks
SD-WAN

Servers
Services
WolP

For example, if an interface has an error rate higher than 5%, the network status will be changed to 'Degraded'.

If an interface has a peak utilization rate (transmitted or received) over 90%, the network status will be changed to
Degraded.

These numbers can be adjusted to suit your specific network environment, and your tolerance for errors.

When you are finished making changes, select Apply to commit the changes to memory.
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Polling Behavior
Go to the Network > Polling section to configure polling behaviors: frequency and options.

¥ - 0O X
L o }\1M;Mﬂm§_mhm

Poling o

MNetAlly A Poling Frequency
W Netw
work = = = - =
Alerts Poll devices every |0 w | hours |5 w | mnutes 0 w | seconds
Backu
BGP ¥ Mote: If poling frequency is changed, daly graphs wil be deared.
G

EolX

Cisco EoX
Custom 0D Paling Optians
Devices Qld +
Davicas Declare & poll a5 faled if it doss not receive aresponse within (2000 | miliseconds
Diagrom el devcarevs :
I:x;'c'als Mumber of threads for poling nformaton from interfaces  |500 s
:‘::: Update Bridge Route information automaticaly every &0 3| minutes
Meraki Enable nterrogation of network Devices w
NetFlow (SSHTELMET [WEB/HTTPS RDP FTF)
Network Thresholds
Polling
Private IP
Syslog
TFTP
WAN
MNLT
Rematelnsight
Reports

Riisks
SD-WAN
Servers
Services
VelP

TotalView is network friendly and makes every attempt to prevent the network from flooding with requests. One minimum
sized SNMP packet is sent per interface.

Polling Options

TotalView will need to know how long to wait for a response before declaring an individual poll as failed. The default is
3000ms (3 seconds). If you have a network that has extremely high latencies, you may choose to increase this number.
If you want the PathSolutions TotalView to declare a device as failed if it does not respond within a smaller response
window, adjust this number down.

Polling Threads

PathSolutions’ TotalView uses 20 threads for polling devices for SNMP information. If you have a faster computer, you
may choose to increase this number. If you have a slower computer and PathSolutions TotalView is utilizing 100% of the
system’s CPU during a polling cycle, you may get better performance by reducing the CPU. This will cause less thread
overhead in the system.

Configuring the Polling Frequency

You will want to select how often the program should poll each interface. The default is 5 minutes. Less frequent polls will
decrease the traffic on your network. However, it will not provide you with as granular information on utilization and error
rates.

Note: If you change the polling frequency, all historical utilization information (daily, weekly, monthly, and yearly graphs)
will be erased when you select OK or Apply.

Note: Itis important not to poll your devices too often, as this can add to network overhead. In general, you should poll
your interfaces every 5 minutes.
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Private IP

To manually add public IP space into your internal network so it is not identified as internet.

¥

tatwnet Thaeiheoich

bidi
hdhl
MT

¥ Rpmoteirap

¥ ki
0 WAN

Sereae
Yol

= < joroem s [P | s o boen

O X

[CT
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gt Lot

Add button

3 Change Subnet
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Syslog

The system has a built-in syslog server to receive and organize syslog messages received from network devices.

& — O X
& /(+Devices i, Cloud E-'&m::: Services  pe Reports

Syslog o

o :21:}{;‘ ~ Eneble Sysogserver  Syslog kistering port: 514 (@) A () Enabled (_) Disabled
Alerts Device name | I address or group | Facility Severity Email Search string
Backup
BGP
Cisco EoX
Custom OID
Devices Old
Devices
Diagram
Favorites
Financials
IPAM

Issues
Maps
Meraki
MNetFlow
Network Thresholds
Palling
Private IP
Syslog
TFTP
WaN

MNLT

Rematelnsight

Reports

Risks

SD-WAN

Servers

Services

WolP

To enable the syslog server, select the Enable Syslog Server checkbox.

Syslog messages will be captured and be visible from the web pages. Select the Syslog link to the right of Telnet and
Web to view the received syslog messages from each device.

Note: You will have to configure each of your network devices to send their syslog messages to the PathSolutions
TotalView server.
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Add or change alerting for syslog messages by selecting the Add and Change buttons. The dialog shown below will
display.

Change syslog alert X

Email address: :mt@ﬂﬂlﬂpaﬂy-cum

IP address: {Pinot) -
Facility: [ Any =

Severity: ,&.n'y -
Search string: :ETP

Test string:

Test reguit:
Ok Cancel

Enter the search string with a regular expression to enter a test string and see if it matches.

Enter the email address that should receive the alert, the IP address where the syslog message should come from, the
facility number (or Any if it could be any facility number) the Severity number (or Any), The Search String, The Test
String, to view the Test Result.

The Syslog matching capability is ECMAScript compatible.
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Facility Levels

A facility level is used to specify what type of program is logging the message. This lets the configuration file specify that
messages from different facilities will be handled accordingly .[4] The list of facilities available are defined by RFEC 3164.

Facility Number Keyword Facility Description

0 kern kernel messages

1 user user-level messages

2 mail mail system

3 daemon system daemons

4 auth security/authorization messages
5 syslog  messages generated internally by syslog
6 lpr line printer subsystem

7 news network news subsystem

8 uucp UUCP subsystem

9 clock daemon

10 authpriv  security/authorization messages
11 ftp FTP daemon

12 - NTP subsystem

13 - log audit

14 - log alert

15 cron clock daemon

16 local0 local use 0 (local0)

17 local1 local use 1 (local1)

18 local2 local use 2 (local2)

19 local3 local use 3 (local3)

20 local4 local use 4 (local4)

21 local5 local use 5 (local5)

22 local6 local use 6 (local6)

23 local7 local use 7 (local7)

The mapping between Facility Number and Keyword is not uniform over different operating systems and different syslog
implementations. For cron either 9,15, or both may be used. The confusion is even greater regarding auth/authpriv. 4 and
10 are most common, but 13 and 14 can be used.
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Severity Levels

RFC 5424 defines eight severity levels.

Code Severity Keyword Description

emerg :

0 Emergency (panic) System is unusable.

y Alert alert Actlon.must t?e
taken immediately.

2 Critical crit Critical conditions.

3 Error err (error) Error conditions.

4 Warning warning Warning conditions.

(warn)

Normal but

5 Notice notice significant
condition.

6 Informational info Informational
messages.

7 Debug debug Debug-level
messages.

ECMAScript Regular Expressions Pattern Syntax

General Description

A "panic" condition usually affecting multiple apps/servers/sites. At
this level it would usually notify all tech staff on call.

Should be corrected immediately, therefore notify staff who can fix
the problem. An example would be the loss of a primary ISP
connection.

Should be corrected immediately, but indicates failure in a
secondary system, an example is a loss of a backup ISP connection.

Non-urgent failures, these should be relayed to developers or
admins; each item must be resolved within a given time.

Warning messages, not an error, but indication that an error will
occur if action is not taken, e.g. file system 85% full - each item must
be resolved within a given time.

Events that are unusual but not error conditions - might be
summarized in an email to developers or admins to spot potential
problems - no immediate action required.

Normal operational messages - may be harvested for reporting,
measuring throughput, etc. - no action required.

Information useful to developers for debugging the application, not
useful during operations.

(regex)

The following syntax is used to construct regex objects (or assign) that have selected ECMAScript as its grammar.

A regular expression pattern is formed by a sequence of characters. Regular expression operations look sequentially for
matches between the characters of the pattern and the characters in the target sequence. In principle, each character in
the pattern is matched against the corresponding character in the target sequence, one by one. The regex syntax allows

special characters and expressions in the pattern.
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Special Pattern Characters

Special pattern characters or sequences of characters have a special meaning when they appear in a regular expression
pattern, either to represent a character that is difficult to express in a string, or to represent a category of characters. Each
of these special pattern characters is matched in the target sequence against a single character (unless a quantifier
specifies otherwise).

|characters|| description

|| matches

|. ||not newline ||any character except line terminators (LF, CR, LS, PS). |
|\t ||tab (HT) ||a horizontal tab character (same as \u0009). |
|\n ||new|ine (LF) ||a newline (line feed) character (same as \uOOOA). |
|\v ||vertica| tab (VT) ||a vertical tab character (same as \u000B). |
|\f ||form feed (FF) ||a form feed character (same as \u000C). |
\r ?gg)lage return a carriage return character (same as \u000D).

a control code character whose code unit value is the same as the remainder of
\cletter control code dividing the code unit value of letter by 32.

For example: \ca is the same as \u0001, \cb the same as \u0002, and so on...

a character whose code unit value has a hex value equivalent to the two hex digits hh.
\xhh ASCII character For example: \x4c is the same as L, or \x23 the same as #.

Unicode a character whose code unit value has a hex value equivalent to the four hex digits
\uhhhh
character hhhh.
|\0 ||nu|| ||a null character (same as \u0000). |
\int backref the result of the submatch whose opening parenthesis is the int-th (int shall begin by a
ackreference digit other than 0). See groups below for more info.

|\d ||digit ||a decimal digit character (same as [[:digit:]]). |
|\D ||not digit ”any character that is not a decimal digit character (same as [~ [:digit:]]). |
|\s ||whitespace ||a whitespace character (same as [[:space:]]). |
|\S ||not whitespace ||any character that is not a whitespace character (same as [*[:space:]]). |
|\w ||word ||an alphanumeric or underscore character (same as [_[:alnum:]]). |

any character that is not an alphanumeric or underscore character (same as
\W not word A .

[~ [:alnum:]]).
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the character as it is, without interpreting its special meaning within a regex

expression.

\character|{|character Any character can be escaped except those which form any of the special character
sequences above.
Needed for: ~ $ \ . * + 2 () [ 1 { } |

|[c/ass] ||character class ||the target character is part of the class (see character classes below)

negated character

~class
[ ] class

the target character is not part of the class (see character classes below)

Notice that, in C++, character and string literals also escape characters using the backslash character (\), and this affects
the syntax for constructing regular expressions from such types. For example:

std::regex el ("\\d"); // regular expression: \d -> matches a digit character
std::regex e2 ("\\\\"); // regular expression: \\ -> matches a single backslash (\)
character

Quantifiers

Quantifiers follow a character or a special pattern character. They can modify the number of times that character is
repeated in the match.

|characters|| times || effects |
|* ||0 or more ||The preceding atom is matched 0 or more times. |
|+ ||1 or more ||The preceding atom is matched 1 or more times. |
|? ||0 orl ||The preceding atom is optional (matched either O times or once). |
|{int} ||int ||The preceding atom is matched exactly int times. |
|{int, } ||int or more ||The preceding atom is matched int or more times. |

|

|{min,max}||between min and max”The preceding atom is matched at least min times, but not more than max.

By default, all these quantifiers are greedy (i.e., they take as many characters that meet the condition as possible). This
behavior can be overridden to ungreedy (i.e., take as few characters that meet the condition as possible) by adding a
question mark (?) after the quantifier.

For example:
Matching "(a+).*" against "aardvark" succeeds and yields aa as the first sub match.
While matching "(a+7?).*" against "aardvark" also succeeds, but yields a as the first sub match.

Groups
Groups allow applying quantifiers to a sequence of characters (instead of a single character). There are two kinds of
groups.

| characters || description || effects

|
|(subpattern) ||Group ”Creates a backreference. |
|

|(? :subpattern) ||Passive group”Does not create a backreference.

When a group creates a backreference, the characters that represent the subpattern in the target sequence are stored as
a submatch. Each submatch is numbered after the order of appearance of their opening parenthesis (the first submatch is
number 1; the second is number 2, and so on...).

These submatches can be used in the regular expression itself to specify that the entire subpattern should appear again
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somewhere else (see \int in the special characters list). They can also be used in the replacement string or retrieved in
the match results object filled by some regex operations.

Assertions

Assertions are conditions that do not consume characters in the target sequence: they do not describe a character, but a
condition that must be fulfilled before or after a character.

| characters || description || condition for match

|" ||Beginning of line ||Either it is the beginning of the target sequence or follows a line terminator. |

|$ ||End of line ||Either it is the end of the target sequence or precedes a line terminator. |
The previous character is a word character and the next is a non-word character

b (or wce—versa)_. _ .

\ Word boundary Note: The beginning and the end of the target sequence are considered here as
non-word characters.
The previous and next characters are both word characters or both are non-word

\B Not a word characters.

boundary Note: The beginning and the end of the target sequence are considered here as

non-word characters.

(?=subpattern)

Positive lookahead

The characters following the assertion must match subpattern, but no characters
are consumed.

(?!'subpattern)

Negative
lookahead

The characters following the assertion must not match subpattern, but no
characters are consumed.

Alternatives

A pattern can include different alternatives:

|character||description||

effects |

|I ||Separator ||Separates two alternative patterns or subpatterns.|

A regular expression can contain multiple alternative patterns simply by separating them with the separator operator (|):
The regular expression will match if any of the alternatives match, and as soon as one does.

Subpatterns (in groups or assertions) can also use the separator operator to separate different alternatives.
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Character Classes

A character class defines a category of characters. It is introduced by enclosing its descriptors in square brackets ([ and ]).
The regex object attempts to match the entire character class against a single character in the target sequence (unless a

quantifier specifies otherwise).
The character class can contain any combination of:

o Individual characters: Any character specified is considered part of the class (except \, [, ] and -, which have a

special meaning under some circumstances and may need to be escaped to be part of the class).

For example:

[abc] matches a, b or c.
[*xyz] matches any character except x, y and z.
¢ Ranges: They can be specified by using the hyphen character (-) between two valid characters.

For example:

[a-z] matches any lowercase letter (a, b, ¢ ... until z).
[abc1-5] matches either a, b or ¢, or a digit between 1 and 5.

o POSIX-like classes: A whole set of predefined classes can be added to a custom character class. There are
three kinds:

| class

|| description ||

notes

[ : classname: ]||character class

Uses the regex traits' isctype member with the appropriate type gotten
from applying lookup classname member on classname for the match.

[ .classname.] collating Uses the regex traits' lookup collatename to interpret classname.
sequence

[=classname=] character Uses the regex traits' transform primary of the result of
equivalents regex traits::lookup collatename for classname to check for matches.

e The choice of available classes depends on the regex traits type and on its selected locale, but at least the
following character classes shall be recognized by any regex traits type and locale:

| class || description ||equiva|ent (with regex traits, default Iocale)|
| [:alnum:] ||a|pha-numerica| character ||isa|num |
| [:alpha:] ||a|phabetic character ||@ph_a |
[[:blank:] ||blank character |lisblank |
[[:cntrl:] ||control character |liscntri |
| [:digit:] ||decima| digit character ||M|_t |
| [:graph:] ||character with graphical representation”isgragh |
| [:lower:] ||Iowercase letter ||M |
| [:print:] ||printab|e character ||§ant |
| [:punct:] ||punctuation mark character ||§pu_nct |
| [:space:] ||whitespace character ||isspace |
| [ :upper:] ||uppercase letter ||isugger |
| [:xdigit:] ||hexadecima| digit character ||M|_t |
| [:d:] ||decima| digit character ||m|_t |
| [sw:] ||word character ||isa|num |
[[:s:) ||whitespace character |lisspace |
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e Please note that the brackets in the class names are additional to those opening and closing the class definition.
For example:

[[:alpha:]] is a character class that matches any alphanumeric character.
[abc[:digit:]] is a character class that matches a, b, c, or a digit.
[A[:space:]] is a character class that matches any character except a whitespace.

o Escape characters: All escape characters described above can also be used within a character class
specification. The only change is with \b, that here is interpreted as a backspace character (\u0008) instead of a
word boundary.

Notice that within a class definition, those characters that have a special meaning in the regular expression (such
as *, ., $) don't have such a meaning and are interpreted as normal characters (so they do not need to be
escaped). Instead, within a class definition, the hyphen (-) and the brackets ([ and ]) do have a special meaning
under some circumstances, in which case they should be escaped with a backslash (\) to be interpreted as
normal characters.

Character class support depends on the regex traits used by the regex object: the regex object calls its traits’ isctype
member function with the appropriate arguments. For the standard regex traits object using the default locale, see
cctype for a classification of characters.
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TFTP Server
The system can receive TFTP files from network devices via the built-in TFTP server.

» — O x

— 3 },iimgmﬂm_mr_m

TFIP o

Netally -~ Enable TFTP server

W Nebwork

Alerts
Backup
BGP
Cisco Bl
Custom 0ID
Devices Old
Devices
Disgram
Favorites
Financials
IPAM
Issues
Maps
Meraki
MNetFlow
MNetwork Thresholds
Palling
Private IP
Syslog
TFTP
WAN

NLT

Remotelnsight

Reports

Risks

SD-WAN

Servers

Services

VelP

TFTP Directory: | C:\Program Files (x36) \PathSalutons TotalView \TFTP Browse...

Select the Enable TFTP server checkbox. If desired, select Browse to select a different directory where the TFTP files
are saved/retrieved.
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WAN Interfaces

Go to the Network > WAN section. The WAN tab of TotalView can include any interface desired. You can also include

the Provider, Circuit ID, Support Phone, Monthly Cost, Expiration Date and Notes about a device to display on the
WAN tab.

- Jobomes i Coed nxrm - Sosey  pe Repurts
WAN
NetAlly A | Device name ® addrens e | Pagnter Cocut O | tuppont Phone | Memst
WV Netwrrt . s : - i .

L
hacty s3quanen wra
T e I

Ecuton umncwn -

To add an interface, select the Add button and add the details, then select OK.

Add WAN interface X
IP address: [#2.% 31 (Syrah) ﬂ
Interlace number: |1 _;]
Provider: AT&T

Circut 1D: \CE272-72-AB2T

Suppon phone: 1-877-555-1234

Manthly cost: 680

Expiration dale: IF Gfzef2019 q
Motes:

Paich Panel B221

OK | Cancel

Use the Change or Delete buttons to change and delete WAN interfaces and the Shift Up or Shift Down buttons to sort
the list in the order you would like to view them.

You can also configure it so that users can add WAN interfaces while in the TotalView web interface.

Page 95



PathSolutions Administration Guide TotalView 14.2

Note: The web server must be unlocked for the Favorites column to show up in TotalView. See the Section Web
Authentication for how to lock and unlock the web server.

Note: Add WAN by editing the CFG text file. See Appendix H. Changing the WAN Tab.
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NLT

NLT stands for Natural Language Troubleshooting. Go to the NLT section to add a website and to setup alias names.
Aliases allow you to refer to devices and groups by aliases when asking questions on the TotalView NLT tab.

» — O X

- ,,;m;mﬂm_mr_m

NLT 0

Internet
Metally
W Metwork

Alerts
Backup
BGP
Cisen EoX
Custom 0ID
Devices Old
Devices
Diagram
Favorites

~ Website:

Device name IP/Group Aliazes

Financials
IBAN
Issues
Maps
Meraki
MetFlow
Metwork Thresholds
Polling
Private IP
Syslog
TFTP
WAN
MLT
Remotelnsight
Reports.
Risks
SD-WAN
Servers
Services
VolP L% Add... hange Delete E——

Use the Add and Change buttons to add and change aliases. For devices, select the Device radio button, then pick an IP
address from the IP drop-down menu and give it an alias.

5P Add Alias ®
Type: @ Device O Group
IP address: | Headguarters/RuckusAP (10.0.0.6) ™
Alizses: |defau|t group

=

For groups, select the type of Group. then pick a group from the drop-down menu and give it an alias.

5P add Alias X
Type: O Device @ Group
Group: | Default v

Aliases: |dafau|t group

cance
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Remote Insight

If you have the license to the optional Remotelnsight module, you will see Remotelnsight included in the left-hand
menu. The first screen shows a short description and links to the Script Editor and Web Server subsections:

» — O P4

€& <P Jibovess dGoud ([Pervers | Serviers pReports
Remotelnsight
Alerts A | Saziot Eddtor: This configures sarpts far R
Backup
BGP
Cisco Eol
Custom: OID
Devices Old
Dewvices
Diagram
Favorites
Financials
IPAM
Issues
Maps
Meraki
MetFlow
Metwork Thresholds
Polling
Brivate IP
Syslog
TFIP
WAN
MNLT
W Remotelnsight
Script Editor
Rematelnsight Server
Reports
Risks
SD-WAN
Servers
Services

VelP

Wb Server: This configures how th Tt server operates.
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The Remotelnsightt > Script Editor section permits the launch of the Script Editor program. For this to work, a
certificate must be added to this Web Server. The field descriptions should be the same as the main TotalView > Web
Server fields.

The Script Editor configures scripts for Remotelnsight.

b - O X

L o },’-ﬁunm‘mmﬂscmu_&:mmr_m

Seript Editor
Alerts
Backup
BGP
Cisco EokX

-~ Fun Seript Editor...

Custom OID
Devices Old
Devices
Diagram
Favorites
Financials
IPAM
Issues
Maps
Meraki
MetFlow
Metwork Thresholds
Polling
Private IP
Syzlag
TFIP
WAN

NLT

W Rernotelnsight

Script Editor
Remotelnsight Server

Reports

Risks

SD-WAN

Servers

Services

VelP
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The Remotelnsight > Web Server section allows you to designate a separate listening webserver on a different port so
it can be accessed via the Internet. This Web Server will only respond to Remotelnsight requests, so it will not permit
access to the TotalView web Ul.

» - O X
.-
L o J(Devices i Clowd [P servers _ Services pe Reports
Remotelnsight Server o
::X:: A Crekinntenal: (%0 3| seconds A
V' Network
Alerts Certificate Access Control List:
> Backup
BGP Server Certificate: View Ful Info
Cisco EoX
Custom OID 7 D ald.
Devices Old 7 Private key matches the cerbficate
Devices
Diagram Vahd: :{;;,2324 5:22PM - 8/13/2026
Favorites Subject: C =US, ST = Calfornia, L = Santa
Financials Clara, O = PathSolutions Inc., OU
1PAM = IT Operations, CN =
s *.pathsolutons.local, emalAddress
= itops Spathsolubons. com
Maps Alternative names: DNS:* pathsokstions.Jocal
Meraki Issuer: OC = local, OC = pathsolutions, CN
NetFlow = pathsolutions-DAPHNE CA
Network Thresholds
Polling The kst is empty.
Private IP Any dent can access the Remotelnaght server,
Syslog Generate CSR: Generate Certificate Request...
TFIP
WAN
NUT Import Certificate: Import KEY fle...
V' Remotelnsight / Saved: wekey
Script Editor
Remotelnsight Server Import Certificate flle....
Reports # Saved: we.at
Risks
SD-WAN Valdate Certificate...
Servers
Services
VolP v Restoce Certificate: View Backup Certificate.... st
e Apoly
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Reports

The Reports section allows you to configure scheduled email report sending.

Select Add to request a report name as well as a report template file. Select Browse to display report templates that can
be selected, and a sample of the generated report will display on the right side.

The report can be scheduled to be sent on a regular basis. It uses Unix CRON formatting to define the report

schedule. Select Edit for an easy way to enter the schedule for the report to be generated. The Next launches field for
the dates and times when the report will go out. Once this is correct, you can select OK and it will generate the CRON
formatting for that scheduled report to be sent.

The Send to field allows defines email recipients who should receive the report. Enter multiple names by using commas

or semicolons to separate the recipients.

Some report templates require sending a device or an interface number. Those can be entered in the provided fields.

& O X
-
= b Opeviees i oud [Pservers _  services pu Reports
Reports
:::::: Report Mame Report File Schedule Send To .
w Metwork Backup Report BackupReport.td oowe? itops @ pathsolutions.c
Alerts Cloud Manthly Uptime Report UptimeCloudManthlyRepert bt 0010""7 eps@pathealutions.c
Backup Cloud Quarterly Uptime Repart UptimeCloudQuarterhyReport b 0010**7 itops @ pathsolutions.c
zi‘:o £ox Cloud Yearly Uptime Report UptimeCloudYearlyReport.bit gowo**7 itops @ pathsolutions.c
Custom 01D Device Monthly Uptime Report UptimeDevicesMonthlyReport.tet gow==7 itops @ pathsolutions.c
Devices Old Device Quarterly Uptime Report UptimeDevicesQuarteryReport bt 001077 itops@pathsolutions.c
Devices Device Yearly Uptime Report UptirmeDevices YearkyReport b o017 itops @ pathsolutions.c
Di"'i"_’m Services Monthly Uptime Report UptimeServiceshMonthlyFeport tet o017 itops@pathsolutions.c
i::r:::j Services Quarterfy Uptime Report UptimeSenicesQuarteryReport. et gow=? itops @ pathsolutions.c
1BAM Services Yearly Uptime Report UptimeSenvicesYearyReport. bt 0010**7 itops@pathsolutions.c
lssues 2l Server Monthly Uptime Report UptirmneServersallMonthlyReport.td o017 itops @ pathsolutions.c
Maps Al Server Quarterly Uptime Report UptimeServersAllQuarterfyReport. b gowm**7 itops@ pathsolutions.c
E:::I:Iw All Server Yearly Uptime Report UptimeServersallYearlyReport tat gow==? itops @ pathsolutions.c
Metwork Threshalds Windows Server Monthly Uptime Report  UptimeServersWindowsMonthlyReporttt 001077 ops@pathsolutions.c
Polling Windows Server Quarterly Uptime Report  UptimeServersWindowsQuarteryReporttst 0010**7 itops @ pathsolutions.c
Private IP Windows Server Yearly Uptime Report UptimeServersWindowsYeartyReport.tet gowm**7 itops @ pathsolutions.c
?;;;g Limu: Servers Monthly Uptime Report UptimeServersLinushonthhyfleport txt gow==? itops @ pathsolutions.c
WAN Linux Servers Quarterly Uptime Report UptimeServersLinuCuarterlyReport.txt LRI ops@ pathsolutions.c
MNLT Linux early Uptime Report UptirmneServersLinuYearlyReport.td ooim**? itops @ pathsolutions.c
W Rematelnsight SD-WAN Manthly Uptime Report UptimeSD-WANMonthlyReport.odt 00107 itops @ pathsolutions.c
?::::fjr'ut:;m corver 5O-WAN Quarterly Uptime Report UptimeSD-WANCuarteryReport bt 00107 ftops @ pathsolutions.c
R SO-WAN Yearly Uptime Report UptimeSO-WANYearyfeport.tit 0010""? ops@pathsolutions.c
Riskes SIP-TRUNE Maonthly Uptime Report UptirmneSIP-TRUNKSMonthlyReport.ba ooim**? itops@ pathsolutions.c
SD-WAN CID.TRIIMNK Misartarks | Infinne Ranart 1 ntirnaSID. TRI IMK S hiartarhRanadt et LLELERE] #rne @ nathenltinne v
Servers < >
Services
VelP A Chang elete hift Lip Shift Down Feset Sort
Revert Apply
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Risks Monitoring

This section is part of the optional SecOps module. If you have the license to the SecOps module, you will see the Risks
section included in the left-hand menu. It opens the Risks configuration menu with a short description of the various
settings you can change: Alerts, Certificates, Dictionary, DNS, Geographic (security map), IOT, Policies, Rogue IT,
and Whitelist.

» — O X

L o P yyebevices  Jl Cloud E-' Servers _  Services e Reports
Risks
Devices A | Aot This configures the security alerts that should be sent out.
E;"‘g"_'[’:; Certificates: This configures the certificates that should be menitored.
o

Financials Dictionary: This configures the dictionary attack alerting behaviar.
:F-‘M [phis: This configures monrtanng of publc and private DS records,
ssues
Maps (Geographic: This configures the whitelist/bladdist countries for the security map,
Meraki LT This configures the 16T devices,
MNetFlow
Network Threshalds Poboes: This configures the MetFlow communication policy alerting.
sf-‘"if‘gl . Bogue[T:  Ths configures the rogue network devices that should be detected,
rivate
Syslog \hitelst:  This configures the whitelisted communications in the network.
TFIP
WAN

NLT
W Remotelnsight
Script Editor
Rermotelnsight Server
Reports
W Rishs
Alerts
Certificates
Dictionary
DN5
Geographic
leT
Policies
Rogue IT
Whrtelist
SD-WAM
Servers
Services
VolP L¥3
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Risks Alerts

This section is to configure risk alerts that can be sent out on Risks via email. Select Risks > Alerts from the left-hand
menu and select the type of alerts to receive.

Static IP in DHCP Scope

ARP Cache Poisoning

Rogue Infrastructure Devices
New Devices

Suspicious Devices

Malware Communications

Peer to Peer Communications
Foreign Country Communications

In addition, the alerts for SSL Certificates and DNS Records are covered in the Certificate and DNS sections.

Select the security alerts you want to get and specify the email recipient for security alerts in this menu.

& - O X
- :: Devices il Cloud E-' Servers Services e Reports
Aderts o
Devices A | [ state P inDHCP scope
Diagram
Favorites ARP cachE poisaning
Financials |_|
IPAM EI Rogue Infrastructure Devices
Issues
Maps |_| hiew Devices
Meraki
NetFlow [ suspicious Devices
Metwork Thresholds
Palling |_| Malware communications
Private [P
Syslog D Peer To Peer communications
TFTP
WAN |_| Foreign Country communications

MNLT
' Remotelnsight
Script Editor
Rematelnsight Server
Reports
W Flisks
Alerts
Centificates
Dictionary
DNS
Geographic
laT
Pedicies
Rogue IT
Whitelist
SD-WAN
Servers
Services
VolP W
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Certificates (SSL)

Go to the Risks > Certificates section to configure SSL Certificate monitoring. This is where you setup the email alert of
expiring SSL Certificates.

At the top of the left-hand, enter the name of the person to get the email reports on certificate status. To make that easy,
view commonly used email addresses in the drop-down menus.

= SooDeeces s Ol [P ieceen _ Serces e Remats
Cartila st e Mol neies)
I.: - # | Cerificaie mondhiy repart e B T e e e Toemi Sl i e Bapart P
e
Favteday
Fomcheng o Larem
Mags
Wil g =
[
[T— 3 =
Poliag
Pon gt F
g
TER
AT
o Eperonpingg
[
P
Mgt
L
Cortf oy
(=201
o e
Pkt
-
Ardpinl
Lok
Serrwaay
v
edP b dachct Cranch L icwion

Add, change, and delete servers on the Certificate Monitoring list by using the buttons below the list.

If you want to check certificates, use the Check Certificates button.
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If you want to get an emailed report now, select the Send Report Now button. A small menu will confirm that you are
going to send monthly reports. Select OK.

&Y Certificate Monthly Report X
Sending a report has been
requested.

e

Below is an example of the emailed report.

lab-fred-reports@pathsolutions.com IT Operations; Tim Titus - Tue 2:59 FM
TotalView Expired Certificates Report

W

TotalView Expired Certificates as of 1/31/2023 2:59:19 PM
Status Server Start Date End Date Common Alternative
Name Names
expired |https://scooby.pathsolutions.local Mon Feb 17 14:37:18 |Wed Feb 16 14:37:18 |TotalView Ul
2020 2022

invalid |https://chi01.pathsolutions.com:54433
|invalid https://nj01.pathsolutions.com:54433
|inva|id https://seal1_pathsolutions.com:54433
|invalid https://sub02_nlsubscription.com
|inva|id https://portal pathsolutions.com
|invalid https://vpn.pathsolutions.com

|inva|id htips.//bad pathsolutions.com

TotalView 14.0 (14022) Copyright ©2022 PathSolutions, Inc.
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Dictionary

Use the Risks > Dictionary section to setup alerts for dictionary attacks. Select the email recipients, the settings for what
matches will trigger an alert, and how long to wait between sending alerts.

b — O X

[ o 3 ;,l:mM‘mﬂm_mr_m

Dictionary o
Devices A | Sand slert emai to: kil
Disgram
Favorites
Financials Trigger alert if dictionary matched |3
IPAM

-
-

Iszues
Maps
Meraki
MetFlow
Metwork Thresholds
Palling
Private IP
Syslog
TFTP
WAN

NLT

' Rematelnsight

Seript Editor
Remotelnsight Server

Reports

W Risks

Alerts
Certificates
Dictionary
DM5
Geographic
leT
Policies
Rogue IT
Whitelist

SD-"WAN

Servers

Services

VolP W

Wait atleast | 300 % | seconds after alert,

Note: Syslog must be set up for this feature to function.
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DNS (DNS Record Monitoring)
Go to the Risks > DNS section to monitor DNS records and receive an alert if a DNS record is changed.

- Pooces s Cond nm Seocey  po Resorty
o
Oevices A~ Grinp ONS Server Addvess | Type Espacied Value | Emad
[(We—— 4
Vocare . g -
Fnan “ g - . -
A = A " x
SN - A pont -
Mg
Marek - Y o e
Notf e o pothachmons ¢ orm
Vort wcet te - -
Poling ter '
Prome
—
v
WAN
M
WV Eemcteirag
Po—
Farmeteimsng Se
Reports
V' Py
At e
Oxctonary,
4 11
Lecg
Fokoe
-
50 WAN
Servens < >
Services
e v A

Add, change, and delete URLs on the DNS Monitoring list by using the buttons below the list. Below is an example of the
Change dialog box.

B Crunge w
roag Lk
O v i
Bucand Pl Luiy
— Erder B biriieaee o B BALL rpiord

rd patechSora locsl
B el v Sl T ok R Lol Banavr
e Tl Tt Sowtecissore o, Hive Boe Teol.Sore. oo
L

o Caren I

For the Add and Change dialog boxes, use the drop-down menus to select the group, DNS server address, and record

type you want to monitor. Enter the hostname for the record, complete the Expected Value field, and the Alert email
field.

If you do not know the value for the Expected Value field, select Resolve and it will fill in the field. Select Resolve to also
check and correct this field.
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Geographic

In the Risks > Geographic section, configure the Whitelisted and Blacklisted locations to monitoring communications by

geographic location. These lists will allow you to filter the communications in the web interface and sort between
Whitelisted (safer) communications and Blacklisted (riskier) communications.

The communications with countries you add to the Whitelisted are shaded light green on the web interface map. The
communications with the countries you place on the Blacklisted are to be monitored and shaded red on the geographic
map. Countries that are not whitelisted or blacklisted, will be grey on the map.

¥

v

v

L o J{sDeviees iy Coud [ servers

Devices
Disgram
Favorites
Financials
IPAM

MNetFlow
Metwork Thresholds
Pelling
Private IP
Syslog
TFTP
WAN
NLT
Remotelnsight
Seript Editor
Rernotelnsight Server
Reports
Risks
Alerts
Certificates
Dictionary
DNS
Geographic
laT
Policies
Rogue IT
Whatelist
SD-WAN
Servers
Services
VelP

-~

Scrvices  pe= Reports

Geographic
Whitelisted

Country

Blackhsted

Country

United States of America

Add...

Russian Federation

Iran (Islamic Republic of)
Nigesia

Turkiye

Cuba

Sudan

Add...

Use the Add, Change and Delete buttons to edit the Whitelist and Blacklist of countries.

Add Country dialog box.

Below is a screenshot of the

@ Add Country

Country:

Canada
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loT
In the Risks > loT section, you can configure TotalView to find loT devices by manufacturer or by VLAN name or number.

» - m| X

G b iDevices d Cowd [ servers

Services pe= Reports
B

Devices A | Dmvices: Identfies the Ouls used on ToT devices to locate them on the netwark.
E:‘z’r‘l’l: 16T WLAN: Teenfies the VLANS that are used for 16T devices b identify them on the networ.,
Finanials
IPAM
Iszues.
Maps
Meraki
NetFlow
Network Thresholds
Palling
Private IP
Syslog
TFTP
WAN

NLT

¥ Remotelnsight

Script Editor
Remaotelnsight Server

Reports

W Risks

Alerts
Centificates
Dictionary
DMS5
Geographic
leT
Policies
Rogue IT
Whitedist

SD-WAN

Servers

Services

VolP L

Revert Apply
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Devices

Devices identify the OUls used on loT devices to find their location on the network.

» D X
a. AS
| ¥ Jvbonces s Cend ﬂhu:n - SRR e Btguety
Devices K3
2 Devem MAC Out | Gescrgtion | A
’ tw”
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' "~
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oS Amason Technclopen
L Amaton Techmdoper
Vot Amaron Technclopes
Devscen y 5
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loT VLAN

loT VLAN identify the VLANSs that are used for loT devices to find their location on the network.

»
¢ P j{povices i clowd [ servers

Devices
Disgram
Faveriter

S

Financials
1PAM
Issues
Maps
Meraki
NetFlow
Network Thresholds
Polling
Private IP
Syslog
TFTP
WAN
MNLT
W Rematelnsight
Script Editor
Remotelnsight Server
Reports
W Risks
Alerts
Certificates
Dictionary
DNS
Geographic
¥ leT
Devices
loT VLAN
Policies
Rogue IT
Whitelist
SD-WAN
Servers W

Services  p Reports

ToT VLAN

WLAN Mame or Murnber

O X

loT

Guest

Add.... Change

Delete

Reset Sort

Revert Apply
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Policies

In the Risks > Policies section, Security Policy Alerting is performed by analyzing all collected flows and applying them to
a security policy template. Alerts can be generated and sent to your e-mail if a policy is not followed.

» - O X

= P j{oDovices i Clowd [ servers

- Services  pe Reports

Policies o
Devices -~ Device name Flow source Pretocel Port Source IP Source Mask Dest [P Dest
Disgram
Faverites

Financials
IPAM

Issues
Maps
Meraki
MNetFlow
Metwork Thresholds
Polling
Private IP
Syslog
TFTP
WAN
NLT
¥ Remotelnsight
Seript Editor
Rermaotelnsight Server
Reports
W Risks
Alerts
Certificates
Dictionary
DMS
Geographic
W leT
Devices
leT VLAN
Policies < >
Regue IT
Whitelist [ send serts an fiawes not matching any nue
SO-WAN
Servers W Add... Change Delete Shift Up Shuft Down Reset Sort

Revert Apply

To create a security policy, select Add, the Add Policy dialog will display.

- & 2dd policy ® |
Source: Any u
Protecsl: O Aoy ® TP O uoe O 1omp
Part; O any @ specifc |443 =]

Souroe [P: [\ 4 D |

Source mask: o '

Destnation IP: %) '

Destnation mask:* | O |

] sand slsrt ta: b Bratheakbons_ com| v

pesopton: [t Q|
oK Cancel

A single policy match can be defined on this dialog.
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The Source is the NetFlow flow generator for IP addresses. In most cases, this can be set to Any and the policy can be
defined to match traffic flows no matter where the flow came from.

Choose the protocol and port number that should match the policy.
The Source IP and Source Mask define a subnet or host of the source of the flow.

The Destination IP and Destination Mask define a subnet or host of the destination of the flow.

Note: If the Source IP or Destination IP is a host, use the Mask of 255.255.255.255.

Note: Flow records are checked from Source to Destination as well as from Destination to Source.

A single policy match can be created that addresses any communications between two |IP addresses.

If this communication occurs, choose to send an email alert to a destination.

Note: If No alert is selected and this flow is matched, it will immediately stop checking policies for this flow, as it is
defined as an accepted policy on the network.

Define all the policy matches that are appropriate for your network and change the policy match order to generate alerts
for policies that you deem unacceptable.
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Below is an example of a policy list.

Flow Protocol | Port Source Source Mask | Destination Destination Email

Source IP P Mask

Any Any Any 10.0.0.0 255.0.0.0 10.0.0.0 255.0.0.0

Any TCP Any 10.0.0.0 255.0.0.0 10.0.12.42 255.255.255.255 | noc@company.com
Any TCP 443 10.0.1.0 255.255.255.0 | 10.8.2.0 255.255.255.0 noc@company.com
Any TCP 443 10.0.0.0 255.0.0.0 45.8.0.0 255.255.0.0

In the above example, the first policy will match any traffic from any internal source to any other internal source and stop
checking after it finds match. If the Flow Source Any is going to Destination 255.0.0.0, the second and third policy will
never be checked. If the first policy does not match, then the other policies will be checked in order.

Note: Policy list ordering is important not only to make sure that alerts are generated correctly, but also to ensure that
NetFlow record processing is not slowed down by excessive policy checking or a poorly ordered list.

Once you setup a security policy, e-mail alerts will be sent when communications occur outside of the policy.
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Rogue IT

In the Risks > Rogue IT section, identify the things that are rogues in your network, by manufacturer name, OUI or Mac
Addresses, and to configure the alerts to send if one is found. Rogue device manufacturers are devices that should not be
found on the network.

For example: If you run a network and all your network equipment is manufactured by Cisco, if a D-Link device shows up
on the network, it is rogue and unapproved.

» — O X

2 . a i
L o /e Devices il Cloud nﬂ:m:: - SSrvices  pe Reports
Rogue IT L+]

Devices
Diagram
Favorites Netgear 1 manufacturer (NETGEAR), 73 Ollls
Financials D-Link 5 manufacturers (O-LINK SYSTEMS, INC., D-Link (Shanghai) Limited Corp., D-Link Corporstion, ._), 90 OUls
IPAM Linksys 3 manufacturers (Cisco-Linksys, LLC, Linksys USA, Inc, The Linksys Group, Inc.), 28 OUls
:\TUH Playstation Search string not found

aps P ). 27 OUls
Meraki Roku 2 manufacturers (Roku, Inc, Roku, Inc.), 27 OUIs

"~ Search string Manufactures

NetFlow Tive & manufacturers (Enablers Solucces e Consultoria em Dispositivos, Objetivos y Servicio de Valor Afisdido, Objetivos ...
Network Thresholds
Palliing
Private IP
Syslog
TFTP
WAN

NLT

“ Remotelnsight
Seript Editor
Rermatelnsight Server

Reports

W Risks
Alerts
Certificates
Dictionary
DM5
Geographic

W leT
Devices
loT VLAN
Palicies
Rogue IT
Whiteliist
SO-WAN
Servers W Add...

Use the Add or Change buttons to add or change manufacturer names, OUl and Mac Addresses on the Rogue IT list.

.@ Change Manufacturer et

Manufacturer name, OUI or MAC address:

|F‘Ia\,rstati|:|n Q |

care
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Whitelist
In the Risks > Whitelist section, list any devices that you do not need to monitor as a security risk.

¥ .\ A N N
L o > ,.--m;mﬂm‘mmm
Whitelist o
gwk“ l\ Type Address Protecol Business justification
iagram
F,\,Z,;,e, New Device 00-18-0A-28-D6-90 MAC Address 00-18-04-28-D6-50 checked by user swinter on 10:46:41 ..,
Financials New Device 00-18-DA-3F-BF-E0 MAC Address 00-18-DA-3F-6F-EO checked by user swinter on 10:46:41 .
IPAM New Device 00-18-0A-55-DB-30 MAC Address 00-18-04-58-DB-30 checked by user swinter on 10:46:41 ..
:““" MNew Device 0C-80-DB-82-D8-39 MAC Address 0C-8D-DB-B2-D8-39 checked by user swinter on 10:46:41 ..
laps
M.:Jaki MNew Device B88-15-44-02-43-13 MAC Address 88-15-44-02-43-13 checked by user swinter on 10:46:41 ..,
NetFlow Mew Device 85-15-44-6C-6D-50 MAC Address 88-15-44-6C-60-50 checked by user swinter on 10:46:41 ..
MNetwork Thresholds Mew Device B8-15-44-T9-2D-TA MAC Address 88-15-44-79-2D-TA checked by user swinter on 10:46:41 ...
i‘?”'"gl , New Device B8-15-44-DE-CD-2D MAC Address 88-15-44-DE-CD-2D checked by user swinter on 10:46:41 ...
5;::: New Device E0-55-3D-6D-EF-52 MAC Address E0-55-30-60-EF-52 checked by user swinter on 10:46:41 ...
TFTR New Device E0-55-30-6D-EF-53 MAC Address E0-55-3D-6D-EF-53 checked by user swinter on 10:46:41 ...
WAN Mew Device ED-55-3D-6D-EF-FB MAC Address ED-35-3D-6D-EF-FB checked by user swinter on 1064641 ..
NLT
W Remotelnsight
Seript Editor
Rernatelnsight Server
Reports
W Risks
Alerts
Certificates
Dictionary
DNS
Geographic
W laT
Devices
loT VLAN
Palicies
Rogue [T
Whitelist
SD-WAN
Servers W Add... Change. Delete
Revert Apply

To add or change items to the Whitelist, use the Add or Change buttons. The Add menu shows a list of entry types to
Whitelist in the Entry type drop-down menu such as: Unsecured Communications, Unauthorized Static IP, New Devices
and Rogues. It will ask you to specify the IP address or Mac Address, the protocol (DNS, NTP, or SMTP), and the
business reason.

& add 4
Entry type: Unseoured Communications i
P |
Protocol: v
Business reason:™  |unauthoriped
(minimium 20 chracters)
Ok Cancel

Page 116



PathSolutions Administration Guide TotalView 14.2

SD-WAN

To configure SD-WAN, select the SD-WAN section from the left-hand menu. In this section you can add, change, or
delete SD-WAN services by using the Add, Change and Delete buttons. Adding a Service Icon picture is optional.

& 1otalview Configuration Tool O *
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i~ groboms i Oewd ﬂm-m,r__m
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Setup email alerts for latency and loss thresholds on the submenu. You can also assign a sort order by using the Shift Up
or Shift Down keys.

& change x
Group: Dot .
Agdress: .
MName: HQ-ATY - Comcast
Teon: Coencast,png
Fosce: s

[C] Emaid Alerts
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Servers and Operating Systems

Select Servers from the left-hand menu. This section is to configure the different operating systems and to set server
thresholds for identifying issues.

¥ — O P

L o P jebeviees iy Cloud [ servers Services  pe; Reports

Servers

BGP A | Do youwant to monitor servers? l:‘!‘] Yes ]
Cisco EoX -
Custom 0ID
Devices Old
Devices Operating Systems: This configunes the different operating systems to be monitored.
?:z:;: server Thresholds: These are the threshokds to identify @ server as having an issue.
Financials
IFAM
Issues
Maps
Meraki
MetFlow
Metwork Thresholds
Polling
Private IP
Syslog
TFIP
WAN

MLT

Remaotelnsight

Reports

Risks

SD-WAN

W Servers

Operating Systems
Server Thresholds

Services

W \olP

Alerts
1P SLA
Phones
VelP VLAN
SIP-Trunks W

Do you want to monitor servers? Select Yes or No.
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The Operating Systems section links to Linux and Windows.

» - O Y4

—
¢ P j(iDovices i Clovd [(Pservers _  Services pu Reports
Operating Systems
BGP A oux Servers:  Configure how Linux servers are wentfied.
Cisco EoX
Custam 0ID
Devices Old
Devices
Disgram
Faverites
Financials
IPAM
lssues
Maps
Meraki
NetFlow
Network Thresholds
Polling
Private IP
Syslog
TFTP
WAN
NLT
Remotelnsight
Reports
Risks
SD-WAN
W Servers
' Operating Systems
Linuex Servers
Windows Servers
Server Thresholds
Services
W VelP
Alerts
1P SLA
Phones b4

Windorws Servers: Configure how and which Windows servers are monitored.

Revert Apply
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Linux Servers Monitoring

Navigate to the Linux Servers section from the left-hand menu. There are options to configure alerts, ignore Daemons,
ignore volumes, polling and servers.

» - O X
N }
e ¥ f(+Devices  Jiis Cloud r's.cmm - Sorvices  pe Reports
| i Sarvers
BGP Y Alerts: Configure Linux server alerts,
Cisco EaX
Custom 0ID
Devices Old Ignored Volumes: Configures Linuk ignored volumes.
Devices Eoling: Configures the polling behawior,

Diagram
Favorites Servers: Configure which L servers: should be monitored.
Financials
IPAM
|szues
Maps
Meraki
MNetFlow
MNetwork Thresholds
Polling
Private [P
Syslog
TFTP
WAN

NLT

Remotelnsight

Reports

Risks

SD-WAN

W Servers
 Operating Systems
W Linux Sesvers

Alerts
Ignored Daemans

Ignered Dasmens: Configures Linus ignored dasmens.

Ignored Volumes
Podling
Servers
Windows Servers
Server Thresholds W

Revert Apply

Page 120



PathSolutions Administration Guide TotalView 14.2

How to Identify Linux Servers

TotalView will recognize anything with a system description for Linux, as well as any IPs you identify as Linux, by following
the steps below. First, make sure the items you are going to monitor have already been added to the network devices
(see the section under Network).

Navigate to Servers > Operating Systems > Linux Servers > Servers to designate the Linux Servers (identifiers) and
build a list of Linux identifiers.

P ToiarVem Condupaimen Tool - o w0
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X idrrtan, | | 8] Desce name -
Cuthbosrd
[ ] PV gt
Hebwerk D Y e
ML S H Pl ha 140 poe
Remetrinusght RHEL L N
i) (LAl
R L o] fry
[ HO LAM Sant e ki pathichuts
SD-WaN G LAM MRS e patibabe
¥ Serven HIO LA Ruchondl
¥ Operatwsy Fyaboe
P n’_. HG b sl putivioha
w Lirm Sorert
Alarty I i s halob
Igrezred Daermang HIZ LAN Buigundy
kgrred Yolumaes k 4 B ey
Polery
2 Hg Prrect
Servert b

Wirsdiows Terven
Serear Thisihoks

Serviies
Vol Patgmans
Faerbng
) LAMPE-PTRS L
€ »

Under the middle column, select Add. The Add Identifier window will appear. In the text phrase in the description
field for add the phrase of rhel, which stands for Red Hat Enterprise License (as a common identifier for a Linux server).

&P Add Identifier 24

Identify device as Linux server by:

(®) Text phrase in the description: |rhel| ?

() IP Address:
Exdlude this IP address from match

Repeat this step and add the phrase of Ubuntu (another common identifier for a Linux server).
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To enter specific Linux devices. select the IP address radio button, select devices from the drop-down menu, and then
select OK.

P ndd identifber 5
lderedy devee a5 Lt Server By
) Tt phvaie in the descrigbion:

Hat B e ety aly
[ Exchte thin 1P scddness from match

D e

Exclude devices by adding their IP addresses. Find the IP address, select the Exclude this IP address from match
checkbox and select OK.

The Linux servers are identified in the list at the far right, with a small penguin. Edit the Linux identifiers, as needed using
the Add, Change and Delete buttons.

WP Toarveem Contaparinen Tool - o *
gt

e borces ol Clowd ﬂkﬂ:ﬂ: - SorviER e Bicports

STy -]
TatalView s idenitfen Fraared Linus: S
Chonsd [P— | | ] oece mame -
Daibroacd
Infrinet HE i heernt
Habwgrk P i g 30
HLT “wbni" HG P hag 10 poe
Remusteinsspht RHEL [

AP ¥
Reports !
Pl HED (LA Sant sl Liwn pathisduts
SO AMAM LA, L e ptiaidane
¥ Sereen HO LAM RuckinaP

¥ Dpersteg hyibon
W Lirum Sareary
Al

HIC AN e il b
HI LA MEchalob

kgmzred Diaerrang HEZ ILAML Busgunady
kgered Voluman T LR R ey
::: HED LAM Pt
Wi enciow Tarvem MG LAN Mot
Sarety Thigihold I} LA Rl sc it
Serwices HI LAMNFrand
YouP I LAR P alominss
HI LANL Faeshng
M LANPE-PTRI -

Bexdy
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Linux - Alerts

Go to the Linux Servers > Alerts section to set Linux alerts, the thresholds that trigger alerts, and the email recipients.

&

+ Jiobevices iy Clowd [ Servers _ Sorvices

Reports

Devices
Diagram
Favorites
Financials
IPAM
Issues
Maps
Meraki
NetFlow
MNetwork Thresholds
Polling
Private IP
Syslog
TFTP
WAN
HLT
Rematelnsight
Reports
Riskes
SD-WAN
% Servers
¥ Operating Systems
W Linux Servers
Alerts:
Ignored Daemons
Ignored Volumes
Polling
Servers
Windows Servers
Server Thresholds
Services
W WolP
Alerts
1P SLA

Linux Server Alerts

Server I Alert Type

Threshold Email

(@) a1 () Enabled () Disabled

[Ducrpion

Aurry server

® —
|!'I Server Communication ...

Aury server Daemon 5tatus Change: ...

Change. Delete

itops@pathsolutions.com
itops@pathsolutions.com

Enable Cisable

Lirvu Server Commn Fail
55H Down

Revert Apply

Use the Add and Change buttons to modify the alerts.

Al

Alert:

Daemon:

Threshold:

Send to:

Description

@ Linux server

&P add Alert

(::l Group

Server Communication Failure
All

10 =

| itops @pathsolutions. com

: |Iinux alert comm failure]

Cancel
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Linux - Ignored Daemons
Go to the Linux Servers > Ignored Daemons section to identify the Ignored Daemons.

» - O X

. > r\i:mm- db Cloud ns"-m . Scrvices e Reports

| Ignored Daemons

Financials
IPAM
Issues
Maps
Meraki
NetFlow
Metwork Thresholds
Folling
Private IP
Syslog
TFTP
WAN
MNLT
Remotelnsight
Reports
Risks
SO-WAN
W Servers
W Operating Systems
W Linux Servers

~ Server Daemon Action

Alerts
Ignored Daermons
Ignored Volumes
Polling
Servers
Windows Servers
Server Thresholds
Services
W VelP
Alerts
1P SLA v Add... Change

Apply

Use the Add and Change buttons to edit the list of ignored Daemons, and whether to suppress alerts or exclude each
one from monitoring altogether:

&P Add Ignored Daemon >
(::l Linux server @ Group
Boston ~
Action: (®) Suppress Alerts () Exclude from monitoring
Daemor: All v
Canc
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Linux - Ignored Volumes
Go to the Linux Servers > Ignored Volumes section to identify the Linux Ignored Volumes.

» - O x

& ' ;l'-:ngvir...-. d Cloud ns:nm . Services e Reports

] Ignored Volumes

Fanancials
IPAM
Issues
Maps
Meraki
MetFlow
Metwork Threshaolds
Polling
Private [P
Syslog
TFTP
WAN
MNLT
Remotelnsight
Reports
Risks
SD-WAN
W Servers
W Operating Systems
W Linux Servers

~ Server Volume Action

Alerts
Ignored Dagrnons
Ignored Volumes
Folling
Servers
Windows Servers
Server Thresholds
Services
W VolP
Alerts
IP SLA hd Add... Change.

Use the Add and Change buttons to edit the list of ignored Volumes and to suppress alerts or exclude each one
monitoring them.

&P ndd Ignored Volume >
() Linux server (® Group
Boston =
Action: () Suppress Alerts (®) Exclude from monitoring
Volume: all v
e
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Linux - Polling

The Linux Server > Polling section, states that polling is configured on the Network Device Polling tab and provides a

link. Set up polling there.

»

Financials
IPAM
Issues
Maps
Meraki
NetFlow
Metwork Thresholds
Polling
Private IP
Syslog
TFTP
WAN
NLT
Remaotelnsight
Reports
Risks
SO-WAN
W Servers
W Operating Systems
W Linux Servers
Alerts
Ignored Daemons
lgnored Violumes
Polling
Servers
Windows Servers
Sarver Thresholds
Services
v VolP
Alerts
IPSLA

-~

= P ieDevices i Cloud nsﬂ-m o Services e Reports

] Polling

Linux poling behaviar is configured an the Network Device poling tabh
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Windows Servers

Go to the Servers > Operating Systems > Windows Servers section. You will see the options to configure Window

Server alerts, ignore drives, ignore services, polling and servers.

»

W Operating Systems
" Linux Servers
Alerts
Ignored Daemans
Ignored Volumes
Polling
Servers
Windows Servers
Server Thresholds
Services
W VelP
Alens
IPSLA

= 3 ;l'-:ngir_u & Cloud nsﬂ-m . Services e Reports
Windows Servers
Financials Alerts: Configure Windows server slerts,
:SP:J':‘S Ignored Drives:  Configures Windows ignored drives,
Maps lonored Serviges: Configures Windows ignored services.
Meraki holng; Configures the poling behavior.
NetFlow
Metwork Thresholds servers: Configure which Windows servers should be monitored,
Polling
Private IP
Syslog
TFTP
WAN
NLT
Remaotelnsight
Reports
Risks
SO-WAN
W Servers
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Windows - Alerts

Go to Windows Servers > Alerts section to set Windows alerts, the thresholds that trigger alerts, and the email
recipients.

w - O X
— » gyeDevices i Cloud ﬂ&mﬂ - Services  p= Reports
| Windows Server Alerts
Meraki -~ (@) a0 () Enabled () Disabled
NetFlow - - -
Network Thresholds Server | atert Type Threshold Emd
Palling Any server ! |I Server Communication Failure itop
Private IP 3
Syslog Any server Service Status Change: TotalView ... itop!
TFIP Any server B, Service Status Change: Pathinsight itop
WAN Anvy server % Service Status Change: DNS itop
Ly ) Any server Ty Service Status Change: NTDS itog
Rematelnsight P Q ; h - ADW
Reports ny server Service Status Change: ADWS itop
Risks Any server By Service Status Change: DHCPServer itop)
SD-WAN Ay server Service Status Change: SMTPSVC itop|
V Servers FRED Free Disk Space on: Any disk 0% itop]
“ Operating Systems ) - ) .
Linus Servers OU: Custom Systems'Santa Clara\ TotalView Lab Systems\Development Servers Free Disk Space on: Any disk 10 % itop
' Windows Servers
Alerts
Ignored Drives
Ignored Services
Polling
Servers
Server Threshalds
Services
 Velp
Alerts
IPSLA
Phanes
VelP VLAN < >
SIP-Trunks
A Add... Change. Delete. Enable Disable
evert Aol

Use the Add, Change, and Delete buttons to set up Window Server alerts and designate the email where the alerts will
go to:

BP Change Alert >
(®) Server () Organizational Unit

All w
Alert: Service Status Change w
Service:™ w

3

Threshold: 10

4
]
&

Send to: | swinter @pathsolutions.com " |

Description: |AD D5 Stopped |

s [==]
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Windows - Ignored Drives
Go to the Windows > Ignored Drives section to identify the Windows Volumes to ignore.

» - O X
= ?jiwDevices il Cloud nsﬂ-m . Services  p Reports
Ignored Drives

Meraki ~ Server Drive Action

MetFlow

Metwork Thresholds

Palling

Private |8

Syslog

TFTP
WAN
MNLT
Remaotelnsight
Reports
Risks
SD-WAN
W Servers
W Operating Systems
Linux Servers
W Windows Servers
Alerts
Ignored Drives
Ignored Services
Polling
Servers
Server Thresholds
Services
' VelP
Alerts
IP5LA
Phones
VelP VLAN
SIP-Trumks

Apply

Use the Add and Change buttons to modify the Windows Drives on the Ignored Drives list and to suppress alerts or
exclude each one from monitoring altogether.

&P rdd ¥
D Server @ QOrganizational Unit

Custom Systems\TotalView Lab Systems w
Action: (®) Suppress Alerts (") Exclude from monitoring

Drive: all w

cancal
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Windows - Ignored Services
Go to the Windows > Ignored Services section to identify the Windows Services to ignore.

» - | X
— i r\l-.Devir_l.-i d Cloud ns:rvm - SERViCEs  peq Reports
Ignored Services

Meraki A | Server [Service [ action

MetFlow

Metwork Thresholds

Polling

Private IP

Syslog
TFTP
WAN
MNLT
Remotelnsight
Reports
Risks
SO-WAN
' Servers
W Dperating Systems
Linux Servers
W Windows Servers
Alerts
Ignored Drives
Ignored Services
Polling
Servers
Server Thresholds
Services
W \elP
Alerts
IPSLA
Phones
VolP VLAN
-Trunks
SP-Trunk v add... Chenge. Delete [+#] rainng mode

Apply

Use the Add and Change buttons to modify the Windows Services on the Ignored Services list and to suppress alerts or
exclude each one from monitoring altogether.

&P ndd X
(::l Server @ Organizational Unit

Custom Systems{TotalView Lab Systems e
Action; () Suppress Alerts (®) Exdude from monitoring

Service: | * Application Information Ed

carcel
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Windows - Polling

The Windows Server > Polling section, lets you configure the windows per poll period in seconds, and the windows
disks usage poll period in seconds. Enter values and either select Apply to save or Revert to cancel your changes.

»

Meraki
NetFlow
Metwork Thresholds
Polling
Private [P
Syslog
TFTP
WAN
NLT
Remotelnsight
Repaorts
Risks
SD-WaN
W Servers
W Operating Systems
Linux Servers
W Windows Servers
Alerts
Ignored Drives
Ignored Senvices
Polling
Servers
Server Thresholds
Services
w Vol
Alerts
IPSLA
Phones
VolP VLAN
SIP-Trunks

& /\»Devices il Cloud ns:rvm . Services  p Reports

Polling
A | Windows poling period: .J.ao

Windows disk usage poling period: 900

ar  4r

- O X
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Servers

The Windows Servers > Servers section it will allow you to select or deselect servers that should be monitored.

=P - O X
. _
= = seDevices  J Cloud ﬂ&mﬂ - SErvices  pu; Reports
+E | Windows Servers U
Mesaki ]
~ - SelectAl | | DeselectAl | Colapse Al e List
NetFlow Qlw e
g":l‘_'“mk Thresholds Should new servers in the domain be automatialy monitored? @ Yes O o pathsolutions\swinter
ofing N
Private 1P F— | Operating system Last Iogin [ A
Syslog
TFTP ~ (W] Custom Systems
WAN v [W] 7 santa Clara
NLT
v TotalView Lab
» Remotelnsight li‘ al¥iew Lab Systems
Reports COLOSSUS Windows Server 2022 Standard  06/25/2025
» PRisks ~ Development Servers
SD-WAN —
W Servers [ DEV-TOOLS-2016  Windows Server 2016 Standard  06/25/2025
W Dperating Systems DEV-WEB Windows Server 2019 Standard  06/25/2025
z :’i‘:::';“;‘m“ L] FreD Windows Server 2016 Standard  06/25/2025
Alerts SCOO0BY Windows Server 2019 Standard  06/25/2025
Ignored Drives MYSTERYMACHINE  Windows Server 2012 R2 Standard 11/28/2020
Ignored Services
Pelling SCODBY-DUM Windows Server 2016 Standard ~ 06/25/2025
Servers SCRAPPY Windows Server 2016 Standard  06/24/2025
server Thiesholds SKYNET Windows Server 2022 Standard  06/25/2025
Services.
~ Velp & veuma Windows Server 2016 Standard  06/21/2025
Alets
' QA Servers
> IPSLA (=]
Phones L Path Insight
VolP VLAN QA-PI2 Windows Server 2016 Standard  06/24/2025
SIP-Trunks
o v Qa-pITa Windows Server 2016 Standard  08/25/2025 v
Revert Apply
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Server Thresholds

Go to the Server Thresholds section to set server thresholds for Low disk space, Low RAM, and High CPU utilization.

W

Meraki
MetFlow
Metwork Thresholds
Polling
Private [P
Syslog
TFTP
WaN
MNLT
Rematelnsight
Reports
Risks
SO-WAN
' Servers
W Operating Systems
Linux Servers
W Windows Servers
Alerts
Ignored Drives
Ignored Services
Polling
Server
Server Thresholds
Services
W VolP
Alerts
IP5LA
Phones
VolP VLAN
SIP-Trunks

= ;.-:n:vm & doud o&mn . Services e Reports

| Server Thresholds
/A | Low disk space (%) :1-:|
Low RAM (MBYtes): [s00

High CPU utikzation (%): |50

JELE L)

o

— O X

Enter threshold values and then either select Apply to save or Revert to cancel your changes.ate

Services

Go to the Services section to configure the list of Services. Note there is a Find field at the top to filter the list. Find and
filter services by group, address, protocol, description and by notes through this field.

&P TotalView Configuration Tool - O x

- .

f\-.Devlces & Qoud g Servers - Services = | Reports

Search Options (Ctrl+E) | Services
TotalView F“d:|;.._\ Address, Protoco N . u |
Cloud
Dashboard Group Address Protocol Polling (seconds) | Warn Description N
Internet World google.com HTTPS 60 1 Google search €
MNetwaork R .
NLT World www.pathsolutions.com HTTPS 60 1 pathsolutions.com P
Remotelnsight World files.pathsolutions.com HTTPS 30 1 Check Files SSL Server F|
Reports World admin.microsoft.com HTTPS 30 1 Office365 Admin q
zgk;\mhl Internal fred.pathsolutions.local HTTPS 60 1 fred.pathsolutions.local Fi
Servers Internal velma.pathsolutions.local HTTPS 60 1 velma.pathsolutions.local
Services Internal scrappy.pathsolutions.docal  HTTPS 60 1 scrappy.pathsolutions.local 5
VolP Internal daphne.pathsolutions.local  DNS 30 1 Internal DNS 0

< >
Add... Change... Delete... Copy... shift Up shift Down Reset Sort
Revert Apply
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Use the Add or Change buttons to modify services on the list. Fill out the information about the group, protocol, poll
period, and email alerts in the Change Service window.

&P Change Service b4
Group: | HQ-Lab w |
Address: |daphne.paﬂnsoluﬁons.lncal |
IP version: @ Auto O IPv4 O IPvE

Protocal: SMTP ~
Port: 25 o

Paoll period: |30 > seconds

Alert after: | 1 = | failures

Description: |Daphne-SMTP |

Mote: |Daphne SMTP |

Send Alert to: | itops @pathsolutions. com A |

« | (o]

VolP

This section will appear if you have the VolP module license. To configure VolP/Telecom settings, select VolP in the left-
hand menu. You will see options to configure Alerts, IP SLA, Phones, VolP VLAN, and SIP-Trunks.
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y TotalView Cenfiguration Tool

. &
syeDevices Cloud gﬂ:wers - Services (= Reports

VoIP

TotalView

Cloud

Dashboard

Internet

NetAlly

Network

NLT

Remotelnsight

Reports

Risks

SD-WAN

W Servers
W Operating Systems
Linux Servers
Windows Servers

Server Thresholds

Services

W VolP

Alerts
IPSLA
Phones
VolP VLAN
SIP-Trunks

IP SLA: Configures alerting for IP SLA.

SIP-Trunks: Configures SIF Trunks.

Alerts: Configures alerting for phone moves/addsfchanges.

Phones:  Identifies the OUIs used on phones to locate them on the network.

VoIP VLAN: Identifies the VLANs that are used for VoIP devices to identify them on the network.

Revert Apply
VolP Alerts
On the VolIP > Alerts section, choose where to send email alerts for Phone Move Alerting.
3 TotalView Configuration Tool - O ped

2 2
/y»Devices Cloud E15ervers - Services

r‘ Reports

TotalView

Cloud

Dashboard

Internet

NetAlly

Network

NLT

Remotelnsight

Reports

Risks

SD-WAN

W Servers
W Operating Systems
Linux Servers
Windows Servers

Server Thresholds

Services

v VolP

Alerts
IP SLA
Phones
VolP VLAN
SIP-Trunks

VoIP Alerts

Phone Move Alerting

Send alerts to:

Revert Apply
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IP SLA
On the VolIP > IP SLA section, chose Alert or Ignored IP SLA

@ TotalView Configuration Tool

2 &
sywDevices i Cloud gsamers - Services e Reports

| ot ) | psia
~ Risks | Alerts: Configures alerts on IP SLA.
Alerts
Certificates
Dictionary
DNS
Geographic
¥ loT
Devices
loT VLAN
Policies
Rogue IT
Whitelist
SD-WAN
v Servers
¥ Operating Systems
~ Linux Servers
Alerts
Ignored Daemons

Ignored IP SLA: Configures IP SLAs that will be available for monitoring.

Ignored Volumes
Polling
Servers
v Windows Servers
Alerts
Ignored Drives
Ignored Services
Polling
Servers
Server Thresholds
Services
> Volp
Alerts
~ P SLA
Alerts
Ignored IP SLA
Phenes
VolP VLAN
SIP-Trunks v

Revert Apply
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IP SLA Alerts

Go to IP SLA > Alerts section to set Device, IP SLA Number, email recipients, and the MOS thresholds that triggers
alerts

& Totaliew Configuration Tool® = o
ppoBeices e Chad [Poervers | Servees e Besarts
[ ch ers [+ | 1P SLA Alerts®

 WebIntedute ] [Dedcs [ 1P 12 porriber Ernad NAOS Thiesheld

AP Keys
" [ — I L h 4
& ic HSyrab | 1] 00 Santa Claws to Sunmpeale  cadems@pathsclutsons.com

Wb Server
Cloasd
* Dmhbosrd
Weather Widget
Initermet
* Nitwor
MLT
Remotelrsight:

Reports
» Rugks

SD-WAN
w Gervers
v Operating Systerra
Y Lo Servers
Alerti
Ignared Deemens
Igneceed Wolumes
Polmg

~ IPSLA
Ignoeed IP 5LA

Vel VLAN w Y. RN Delete. .. rlt U il Dsenti Reset Sort
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Use the Add, Change, and Delete buttons to set Device, IP SLA Number, email recipients, and the MOS thresholds that
triggers alerts

&P Add 1P SLA Alert X
Device: O Al devices
@ spedfic: |HQSyreh (i ) v|

IP SLA number: () All numbers

@ Specfic: | 100: Santa Clara to Sunnyvale v|
Email: [cadm@paﬁ\sohm.com v]
MOS threshold: (4,00 <]
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IP SLA Ignored IP SLA

Go to the IP SLA > Ignored IP SLA section to identify the IP SLA to ignore.

Totafdiem Cendrguration Tool
» L
jobemcces i toud [Pueeven | Seedces p Besonts
wih otars (Giie Ignored IP SLA
iy & | P SLA Lt (o] Pl wraappon ted e

Cortificate D |'Dpifmw Piiena [Dwnﬁ I
Dictionary [ T Santa {lwes bz Summpale  noc Bpathuchion com
HSynh [ n X Sarits (s b2 Suvhny o S pathusiubann poe

Dece P 5LA rmber |

~ WEA

Vol VLAN
P Trumkol " add . Change. . Dot it ip s e, Resrt Sort

Use the Add and Change buttons to modify the Ignored IP SLA to suppress alerts for Devices and IP SLA numbers.

&P Addignore Rule X
Device: (O All devices
1 @® Spedfic: | HQ/Syrah (L.....1) v]

IP SLA number: (O All numbers

@ Specfic: | 100: Santa Clara to Sunnyvale vi

[oc 1] cone
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Phones

In the VolP > Phones section, enter the VLAN name and/or number.

B Totafira Corfiguemtion Tocl

e il Chowd ﬂm -

¢ Duthbeard
Imipena

¥ Mebasrt
(T
# Fempleiraght

b Kk
SO-WaN

W Oparabng Sysmem
3 Lisan Seroeei
¥ Wardows Sercen
Torvir Thivihakl

W WolF

Ram

B YLAN
P -Teanky

Sondees = Bcaerts

Descrphoen

gl Ebprivoris

Shei b
Padyiioon
grdnk
Libpiza
Tasedbery
[
Piokysom
Palin
Podyiom
EaeyiCall
Grasetitican
Mgl
alagy
nter: Tel

Talchaiich
LG

[ .

Tekeaed
Takead

Crange. e et Sart

Use the Add and Change buttons to add and edit VLAN names or numbers.

.@ Change VLAN Mame

WLAN name or number:

phone

OK

Cancel

Use the delete button to delete one.

.@ Delete

0 Are you sure you want to delete selected service?

s

Yes

Cancel
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VolP VLAN

The VolP VLAN section allows you to add, update, or delete a VLAN name or number.

@ TotalView Configuration Tool

-
f\»Devices g Cloud gﬁemers - Services = Reports

VoIP VLAN

TotalView
Cloud
Dashboard vl
Internet phone
NetAlly
Network

NLT
Remotelnsight
Reports

Risks

SD-WAN

W Servers

VLAN Name or Number

telecom

W Operating Systems
Linux Servers
Windows Servers

Server Thresholds

Services

v VolP

Alerts

IPSLA

Phones

VolP VLAN

SIP-Trunks

Add... Change... Delete... Reset Sort

Revert Apply

SIP-Trunks

To configure SIP-Trunk interfaces, select SIP-Trunks from the left-hand menu.
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9 TotalView Configuration Tool

L
(\»Devices iy Cloud gsamers - Services = Reports

Search Options (Ctrl +E) ‘ SIP-Trunks
TotalView
Cloud
Dashboard |Latanry,mi |Lns;,% |Rnuta |DSCP ‘Ema\l
E:’A"'Iﬂ ® Default 100021 Pinot - QA No
NE'EWO);k @ Default  10.0.0.33 Muscat - QA
NLT @ Default 10.0.0.22 Merlot - QA
Rematelnsight
Reports
Risks
SD-WAN

V' Servers

W Operating Systems

Linux Servers
Windows Servers
Server Thresholds

Services

W VolP

Alerts

IPSLA

Phones

VolP VLAN

SIP-Trunks

Find: ‘GI(-UD. Address, Name ‘

H‘Grnup ‘Addra;s Name

No
No

Add... Change... Delete... Copy... Shift Up Shift Down Reset Sort Enable Disable

Revert Apply

You can add, change, or delete any service by using the Add, Change, and Delete buttons and entering the group,
address and name. Adding an lcon (a service picture) is optional.

When you add or change the devices, you can also setup email alerts for latency and loss thresholds, by checking the
Email Alerts button and filling out those fields:

BP Change *

Group: |TEst Group

Address: |g\oba|.tr.sk\,'pe.cnm |

MName: |5ky'pe for Business |
Icon: |5kypeF0rBuswness‘png
Ooscr: 4

[ Email Alerts

Email:

Latency threshold: 0
Loss threshold: 0

Route change

o | o]
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Using the Device Configuration Wizard

The Device Configuration Wizard is a 3-step wizard designed to make it quick and easy to change network equipment
configurations on a large number of network devices, or extract operational information from multiple network devices.

The program can be launched on the server’s console by selecting Start, choosing PathSolutions > TotalView >
TotalView Device Config Wizard.

The wizard will launch and show you the first step. This step will ask you to enter the configuration change password.
This password is set in the Config Tool on the Backup section.

@TotalView Device Config Wizard X

Step 1 of 3: Authorization

Please enter the configuration change password:

<<Previous Next>> | ‘ Cancel

Select Next to continue.
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Step 2 will permit you to select devices. Check the appropriate device or devices that you want the configuration to apply
to.

& TotalView Device Config Wizard x
Etep 3 ol X Device Selection
Select the devices
Hame IP address System Descriplio ~
HQ Firewall
[CIngtwt san ¢ EdgeOSv1109f
[ hqpasoo (Mel.  Palo Alo Network:
HQ
[]syrah ¥R Cisco 105 Softwa
[] Michelob W o Cisco NX-0S{m)
[ Burgundy e ProCurve JOOSTA
[]riesing Wes . Brocade Commun
[ zamay - Metanta 1224,V
[] Jagermeister Wawe_d Cisco NX-03(m)
Boston =
< ¥
Maich Select
<cheis cines

If you want to do global selects, this can be done with the Match Select option. For example, you can select Match
Select and choose all devices that have Cisco in the system description. Then you can do another match select and
choose De-select to remove all references to Nexus. At this point, it will have all Cisco devices that are Not Nexus
selected.

En-masse device select X

Select or de-select devices en-masse based on a matched sysDescr string.

@ Select () De-Select

Match System Description String: ‘ | ‘

G e
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Then in step 3, enter the configuration change script. If needed select Load or Show Help. When finished, select Next.

@TotalView Device Config Wizard X

Step 2 of 3: Script

Enter the configuration change script below:
@PROMPT={#/
show ip arp

‘ <<Previous H Next>> | ‘ Cancel ‘

Note:

The “@PROMPT=/#/" must be the first or second line, as this tells the program how to identify that the console is
ready to accept input. This may be different depending on the device being connected to.

Additional options can be entered in the configuration. Select Show Help to open a non-modal dialog box that can help
with the configuration input.

Configuration Options

The "@PROMPT=/#/" command must be the first line of the configuration, as it will
tell the tool how to find the prompt on the device.

On most devices, this would be a '#' sign, but should be changed to match what
your device(s) require.

The string between the slashes can be a standard regex expression to permit
searching for different options.

Options:
%ASCII:25% Sends ASCII code 25
%ASCII:LF%

%-- comment --%
%WAIT:5%

Sends the Line Feed character

Comments that are not sent to the remote device

Wiaits 5 seconds before continuing to send

Select Next to continue.
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A final confirmation will appear. Select Finish if everything looks correct.

4 TotalView Device Config Wizard X

Flesdy o bogin

Scrip to be applied:
@PROMPT=/#] .
show ip arp

[ Logfie: :
C:\Program Files (<B6)\PaihSehsions\TotalViewlLoglles\Device Change

cooms [ ] coen

The wizard will then start applying the configuration query to the devices and show a status of each. When completed, it
will open the device change log to show the results of each communication.
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Re-Configuring TotalView When Your Network Changes

If you have new interfaces on your network, you can re-run the QuickConfig Wizard to scan your network and determine
what changes have occurred.

To re-run the QuickConfig Wizard, select Start. Then choose Programs > PathSolutions > TotalView > QuickConfig
Wizard.

You don't have to change any configurations already set with the QuickConfig Wizard. Select Next on every screen and
the network will be scanned for new devices.

Step 1 of 8: SMTP Server

Tokaleew can emal reports and skerts b help you keep radk of your network health.
Ml Server Address: Port:

l | Iz

Encrypion: () Nene Omns ) ss

[ awthenscate

Usermame:

Pampword:

Send from:  |LAB-Velma Reports SPathSoltons. com |
Example: no Soompany..com
Send test emad to:

Example: jdoe Shotmal.com, fbfad.com

|ccprevious || Mext>> | | Cancel
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Automatic Re-Configuration

The QuickConfig wizard can be run in automatic mode from a scheduled task if it is desired for new devices to be
automatically discovered on a regular basis.

MonitorWizard.exe /a

When run in automatic mode, the program will not ask any questions but will scan the previous IP address ranges, will
use the previous SNMP community strings, and add any new devices to the service. The service will then be stopped and
then re-started to have the new devices added.

To change what IP address ranges and SNMP community strings are used in the automatic scan, edit the wizard.ini file:

/#10.100.47.1 - 10.100.47.254 [Default]/
/#10.100.56.1 - 10.100.56.254 [Default]/
/#192.168.136.1 - 192.168.136.10 [Edge Network]
/#192.168.110.1 - 192.168.110.10 [Edge Network]
/public/

/
/

Make sure all slashes /' and pound signs ‘# are maintained.
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Other Network Program Configuration Tools

These are the config tools for TotalView deployment and use: In TotalView 14, the config tool has been completely re-
designed to be faster and easier to navigate. It also includes configuration options. It also has been changed to make it
faster/easier to set up SSH device backups on multiple devices faster.

Interface Discovery Tool

The Interface Discovery Tool is a three-step wizard designed to find new devices on the network and fine-tune which
interfaces are monitored. This can help reduce the number of monitored interfaces to fix license limitation problems.

Go to C:\Program Files (x86)\PathSolutions\TotalView and select IntDiscoveryTool to launch the Interface Discovery
Tool on the server’s console.

It will launch and show the first step.

& TotalView Interface Discovery Tool x

Step 1 of 5: Select Work Options

There is an existing device list and interface ignore list.
Do you want to destroy this configuration and re-create the device list as well as interface ignore list?

[ Discover new devices in the netwaork

(® Append to existing device list
(O Rebuild device list from scratch

[ Rebuild interface ignore list
[] Restart TotalView Monitor service at the end

cermm

This step will allow you to select work options.
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The second step allows you to enter network address ranges.

& TotalView Interface Discovery Tool

Step 2 of 5: Network Address Ranges

The Interface Discovery Tool can scan your network for devices to monitor. Al interfaces on each
device will be monitored.

Specify the network address ranges that should be scanned.

Mew Address Range

Starting IP address: | |

Ending IP address:* | || add

Group: |Deﬁ!ult |

Address ranges to be checked

i

|<<Previnus| | Nextss>

Enter the appropriate IP addresses and select Next to continue.
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The third step permits selecting which types of interfaces should be included in monitoring.

@TotaIView Interface Discovery Tool X

Step 3 of 3: Include Interfaces

@ Al Operationally UP

[v <10 Megabit [v Admin Down
[+ 10 Megabit [v Ethernet type
[v 100 Megabit [v Serialtype

[v 1 Gigabit [v VLAN type
[v 2.5 Gigabit [T Loopback type
[v 5 Gigabit [v Othertype

[v 10 Gigabit

[v 25 Gigabit

[v 40 Gigabit

[v 50 Gigabit

[v' 100 Gigabit
[v > 100 Gigabit

<<Previous Finish Cancel

If an interface type is not checked, it will not be included in TotalView’s configuration.

When you select Finish, it will scan the network for new devices, add them to monitoring, and then remove interfaces that
don’t match the interface types.

The service will then be restarted.

This tool is designed to also run from and command-line as a nightly task if desired. It includes the following command-
line options.

TotalView Interface Discovery Tool X

TotalView Interdface Discovery Tool Close
Copyright ® 2018 PathSalutions, Inc.
Command line options:
-a  Runthe wizard in automatic mode
-5 Skip device scan (use existing configuration)

-t Restart service after scan
-?  Displays command line help

Page 151



PathSolutions Administration Guide

TotalView 14.2

Config Editor

This tool can be used to free-form update configuration files. It can be launched by selecting
Start/Programs/PathSolutions/TotalView and choosing Config Editor. It will show the default screen.

é’}' Configuration editor (Administrator) lgnoreErrorCounter.cfg

AutoRefresh.cfg
BGPPeer.cfg
Blacklist.cfg
BlacklistCountries.cfg
CDPDisable.cfg
Certificates.cfg
CiscoCBWFQDisable.cfg
CiscoDisable.cfg
Cloud.cfg
ConfigEditer.cfg
CustomReports.cfg
DeviceAuth.cfg
DeviceBackup.cfg
DeviceBackupVariables.cfg
DeviceDebug.cfg
DeviceType.cfg
Diagraml3.cfg
DiagramL3lgnore.cfg
DiagramL3Mask.cfg
DNSMenitor.cfg
EntityDisable.cfg
Favorites.cfg
Financials.cfg
IgnoreErrorCounter.cfg
lnnarel ict cfn

10
10
10

10

Boad % hlsh

.50.0.174 g Inbound Discards

.50.0.174 il Inbound Errors

.50.0.174 g Outhound Errors

.0.0.27 4 Frame Too Longs

.51.0.1 5 Inbound Discards
* Inkhound Unknewn Protocols
* Outhound Queus Length

FYY )

Choose a config file in the left column and it will show the contents of the file in the main window.

The file can be edited and saved by selecting the disk icon in the toolbar.

The service can be restarted by selecting the far-right toolbar icon.

Note:

Some configuration files will take immediate effect and do not require a service restart.
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Map Config Tool
The Map Config Tool can be used to create and update the Map tab on the web user interface. It can be launched from
the Configuration Tool. It can also be run from the console where TotalView is installed.

To run from the console, go to Start/Programs/PathSolutions/Map Tool.

When you first start the app, it will ask you to select a map. Select from the drop-down menu then select OK. The default
map is Config but others may be available if they were created and saved.

&9 MapTool — O X
QM % QQ@Q
Config 3

After the map is chosen, the Map Tool will load the map and show any previously configured ping points and links.

1t MapTool — m} X

Q’ o E OO & °\ °\ Editing: Config

A ping point or link can be added by right-clicking anywhere on the map and choosing the element type you want to add.
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The toolbar across the top contains these tools:

The pointer with a plus sign allows you to add and name a new map:

Select this pointer symbol top select and open a map:

Select the floppy disk symbol to update the dynamic map:

[E ©O L

To add a device ping, use the Add Device Ping symbol:

O
Q
To add a link, use the Add Link symbol: ﬁp
4]
To change magnification up or down, clock on the magnifying icons: Q Q

How to Add Maps

Select the Add Map icon and this popup menu will ask you to name the map and select a map background image
'q} from computer files. Select a map from your TotalView Graphics folder. Multiple Maps can be created this way.
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£2 MapTool — O X
QoML QQ
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How to Add Links

dp To add a link connection between coordinates, select the Add Link icon. It will ask you to select the device IP
L

address and interface that should be associated with the link:

&Y Link properties x
Dewvice:

| e
Interface Shaw Only Up

QK

Cancel

After selecting the device and interface, it will start a line draw that will allow you to position the remote endpoint of the

link. Position it with a select.

Then, it will ask you to select the device IP address for that ping point.

If you save the map, you can immediately check the web page’s map to see the change automatically updated
no need to restart the service or refresh the browser window).

. (There’s
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How to Add Ping Points

O For a Ping point, select the Ping Point icon, and then enter the Device’s IP address. This represents that the
Device can be pinged. In TotalView, the point will display as a green dot (can ping), a red dot (cannot ping), or a
black dot (device is down).

&3 Device Ping properties ot

Device:

How to Change Items on the Map

Hover your mouse over one of the endpoint dots of a link. The element will turn from red to blue.
Right-click on the element, then select Edit from the pop-up menu.
It will allow you to choose a new IP address and move the point.

L

HQ LAN/DRAC-149XCV2 (10.0.0.137) / INT#7 bond0

“  Edit link
© Deletelink ‘
v - Atlant
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How to Delete Items on the Map

Hover your mouse over one of the endpoint dots of a link. The element will turn from red to blue.
Right-click on the element, then select Delete from the pop-up menu.

"HQ LAN/IDRAC-146XCV2 (10.0.0. 137) / INT#7 bond0.
@ Editlink

© Deletelink .
: Atlant

How to Save the Map

When finished adding Links and Ping Points, select the Save icon to save the changes in the map. If you save the
map, immediately check the web page’s map to see the change automatically update (no need to restart the
service or refresh the browser window).

After saving, close the Map Tool.
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MIB Browser

A full-featured MIB Browser is included for easily finding and selecting SNMP variables from devices. It can easily be
launched from the Configuration Tool. It can also be run from the console where TotalView was installed.

To launch the MIB browser from the console, select Start/Programs/PathSolutions/MIB Browser (MIBBrowser.exe).

The first time it launches, it will download the latest MIB database from the PathSolutions website.

¢ MIB Browser / 10.0.0.1 - Syrah
@ @ % 6 @ ‘ * (_& IP Address: [10.0.0.1-Syrah | [] view Full OID ﬁ * *
v B3 iso iflumber
B std Path: 1.3.6.1.2.1.2.1
By member-body E;:aiﬁ. ;sljot;anésr.ggd.|nternet.mgrnt.m|b 2.interfaces.iflumber
v B3 org Access: read-only
v By dod Module: IF-MIB (rfc2863.mib)
iy E‘ internat Last updated: 2000-06-14
@ directory The number of network interfaces (regardless of their
v E‘ Mgt current state) present on this system,
v B3 mib-2
£ system
v b5 interfaces
@ itumber
E> ifTable
By at
Esip
B3 icmp
B top
B3 udp
B3 eap v

Most all manufacturer’'s MIBs have been automatically added into the database so variables can be immediately queried
without the need to find and compile MIBs. Live and historic graphing and tracking of variables are also available to see
inflection changes.

If you right-click on a variable, it shows information about the variables in the top right panel, and offers the following
options from a drop-down menu:

Add OID: Add this OID to TotalView to monitor and alert continuously.

Get: Get the variable (one fetch)

GetNext Get all of these variables until it reaches the end

GetBulk Get all of these variables using a bulk request until it reaches the end
Monitor... Monitor this variable live (updates every 5 seconds to every 5 minutes)
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If you need to search for items by OID name or path, select on this search symbol in the top menu.

6 If you select it, the search menu will popup. Enter a search string, then select Find Next.

¢ Find OID by name or path >

Find: || ~| | Find Next
[ ] Match case cancel
[ ] search in descriptions

Search from Search for

(® Current O g OID Name
() Root @] E‘ Group Name
() Vendor MIBs ® [J Both
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OID Lookups

The left navigation panel allows you to navigate and choose an OID variable. Once you select a variable, the description
of the OID is displayed in the upper right panel.

If you right double-click on the variable in the left panel and select Get. it will fetch that variable and display the name of it
in the lower right panel.

rowser ra
MIB B /10.0.0.1 - Syrah

T ey Sl

v B3 iso ifllumber
> B7 std Path: 13612121
3 &' member-body TextPath: iso.org.dod.internet.mgmt. mib-2.inter faces.ifMumber
Type: Integer32
v B3 org Access: read-only
~ 7 dod Module: IF-MIE (rfc2863.mib)
v BJ intemet Last updated: 2000-06-14
@ directory The number of network interfaces (regardless of their
v B3 mgmt current state) present on this system.
v B3 mib-2
> B3 system
v B9 interfaces
@ it
s By 1. @ Add EO/
> Bat Get
. .
g P GetNext
> icrm
. GetBulk
> B3 tep
> B3 udp Monitor...
> B3 eap v
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View the full OUI value in the lower right panel by selecting View Full OID.

Vi
¢ MIB Browser / 10.0.0.1 - Syrah / — m| X
@ @ % 6 @ * @ IF Address: | 10.0.0.1-Syrah ~ | [+] View Full OID # * *
v B3 iso * || ifNumber
> By std Path: 13612121
y B mesmber-body i::zath: ;iot.eoégr.:;d.|nternet.mgn1t.mlb-.'?_'.lnterhces.lﬁ\iumber
v B3 org Access: read-only
v B3 dod Module: IF-MIE (rfc2863.mib)
v E‘ internat Last updated: 2000-06-14
@ directory The number of network interfaces (regardless of their
iy &I, mgrrit current state) present on this system,
v B3 mib-2
> B3 system
v B3 interfaces
@ ifMumber
> By ifTable
> By at
> Baip
> B9 icmp
> B3 tep
> B3 udp
> B3 eap v

OID Monitoring
When you right-click on an OID, it has a drop-down menu that allows you to choose Monitor...

v B7 interfaces

a' IIENI '__'L -

B ﬂ;@ Add OID
By at Get
Esip GetNext
B icmp GetBulk
g Ef:lpp Monitor...
E7 egp
P9 transmission

Select Monitor... and the dialog box for the selected Interface’s OID Index will popup.
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If you select Get values, it will refresh the values on screen, to show any updated information since the last query.

 Select OID index *
ifInOctets 1.3.6.1.2.1.2.2.1.10
Type: Counter
Entry: ifInOctets.1 1.3.6.1.2.1.2.2.1.10.1 @
Index Value “
1 Counter32: 0
2 Counter32: 0
3 Counter32: 759097097
4 Counter32: 0
5 Counter32: 0
5} Counter32: 1068848505
7 Counter32: 0
8 Counter32: 0
9 Counter32: 0
10 Counter32: 0
11 Counter32: 0
12 Counter32: 0
13 Counter32: 0 v
Get values Monitor OID
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If you select Monitor OID, a window opens that charts the current values on the device over time. The chart is updated at
set intervals. You can set the intervals from every 5 seconds to every 5 minutes.

Tip: We recommend setting intervals to monitor less frequently, if your device does not update its SNMP counters as

often.
¢ MIB Browser / 10.0.0.1 - Syrah
@ @G D @GR (5 P Address: [10.0.0.1 - Syr +| O View Full OID # * *
P . -
@ 10.0.0.1 - ifinOctets (1.3.6.1.2.1.2.2.1.10.6 — O H
800000 7 5 seconds  ~
] v
600000
- ~
400000 -
200000 —-
04
r— - T T T T T T T T T T T
11:11 AM 11:20 AM 11:28 AM 11:36 AM
@ ifoutOctets ifSpeed.53 = Gauge32: 4294967295
: ifSpeed.54 = Gauge32: 4294967295
g E”fﬂfmﬁﬁ .| |ifSpeed.55 = Gauge32: 4294967295
p — T > | |ifSpeed.56 = Gauge32: 4294967295 =
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OID Graphing

Run the MIB Browser and select a variable in the lists on the left to monitor and graph.

When you right-click on the variable, it has a drop-down menu that allows you to select Add OID.

The Add OID wizard will appear. In the first dialog, add the specific interface or index to monitor.

# Add OID to maonitoring/ W ™ ¥ - Syrah

Spedfic interface: | Any interface
OID

iflumber 1.3.6.1.2.1.2.1
Type: Integer32
Instance: fNumber.0 1.3.6.1.2.1.2.1.0

Index

Choose the OID instance that should be associated with the monitoring.

0 INTEGER: 55

Get Value
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The second step is to decide whether to transform the returned value to a different result.
For example: if the device returns Fahrenheit values but you want the results to be converted to Celsius, you can enter
the conversion formula in the Transform formula field.

@ Add OID to monitoring / ¥* ™ %1 - Syrah X

Should the OID value be converted to a different output?

® nNo
O Yes

Transform formula: Not used @

exponentiation, and parentheses.
X is not present, it is automatically added to the
beginning of th

Suppor ted functions: min(a,b), max(a,b), round(a)

fultiply result by S

F : Convert value to Fahrenheit

C: Convert value to Celsius

round(-5 + max(V~2, F)/1.27) : more complex example

T Conce
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The next step is to determine if you want to track the history of this value over time and present the graph on the web UI.
This is normally recommended, but for certain queried values you might only want to generate an alert and not display the
values.

‘ Add 01D to menitering /£ 10.0.0.1 - Syrah X

Should the 0ID history be tracked over time and displayed on the web interface?

D Mo
@ fes

' -Axis label: | |

Legend label: | |

<< Previous Mext == Cancel

Define the triggers for the custom OID alert. You can enter thresholds high as well as low and a range that it should exist
in.
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@ Mo
D Yes

Trigger expression:

Motification email:

‘ Add 01D te monitering £ 10.0.0.1 - Syrah

Should this 0ID trigger an alert?

Supported functions
Q0 : Trigger if value exceeds 90.

40,90 : Trigger if value is below 40 or exceeds 90,

LESS(A) : Trigger if value less than A.

LESSEQUAL(A) : Trigger if value less than or equal to A.

GREATER(AY) : Trigger if value greater than A.

GREATEREQUAL(A) : Trigger if value greater than or equal to A.

IN(A, B, C:D) : Trigger if the value is in the range from C to D induding range boundaries or matches
other passed values.

MOTIN(A, B, C:=D) : Trigger if the value is outside the range of C to D and doesn't match other passed
values,

Multiple functions can be used simultaneously, Separate them with commas: GREATER({30), LESS({50)
The alert will be triggered if at least one function returns true.

<< Previous | | Save OID Cancel
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SNMP Trap Receiver Configuration

The MIB browser includes a SNMP Trap receiver to trigger alerts for received event traps. Simply select the device,
specific trap, variable that will trigger the alert, and who to receive the notification, as described here.

Note: The SNMP Trap Receiver service must be installed before it can be used. To install the SNMP Trap Receiver
service, refer to the following KB entry: https://support.pathsolutions.com/support/solutions/articles/14000128376-
totalview-12-installing-totalview-snmp-trap-service

Alerting on a Specific Trap
Find the SNMP trap that you want to monitor in the MIB Browser. For example, the search for dsx1LineStatusChange
then select Find Next several times to see all the instances of that string.

¢ Find OID by name or path >
Find: || ~ | | Find Next
[ ] Match case cancel
[ ] search in descriptions
Search from Search for

(® Current O {F OID Name
I:::I Foot l:::' E‘ Group Mame
() Vendor MIBs @ [ Both

On the second instance, in this example, a bell icon next to the line item indicated it has a trap.

£5 dsx1FarEndTotalTable
£ dsx1FracTable
£ dsiConformance
v B3 dsiTraps
~ B3 anonymous#10 RS
£ dsx1lineStatusChange
£ dsx1ChanMappingTable
E7 isdnMib
7 dialControlMib
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Right-click on the trap (the line item with the bell icon) and select Add Trap Alert. Alternatively, select the line item, then
select this bell-and-plus-sign symbol in the top navigational bar:

&

This will allow you to add a trap for this SNMP Trap on this device.

IP Address l*oxi © | [J Any IP address
Trap OID dsx1LineStatusChange |

1$3.6.1.2.1.10.18.15.0.1 © |0 Any OID
Trap Value B4 Any value
Emai | |
Alert Description

Cancel

Modifying Trap Alerts
First select a line item with a trap alert you wish to modify. Then select this bell-and-pencil symbol in the top navigational

bar.

@

A submenu of trap alerts will display as shown in the screenshot below.
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@ MIB Browser - Trap Alerts

L%

10.0.0.1 - dsxiLineStatusChange (1.3.6.1.2.1.10.18.15.0.1) - Any value
10.0.0.1 - dsx1LineStatusChange (1.3.6.1.2.1.10.18.15.0.1) - Any value

From IP: 10.0.0.1

Trap OID: dsx1LineStatusChange (1.3.6.1.2.1.10.18.15.0.1)
With any value

Send email to: person@company.com

Description: dsx1line alert

A dsx1lineStatusChange trap is sent when the value of an instance
dsx1LineStatus changes. It can be utiized by an NMS to trigger polls.
When the line status change results from a higher level ne status change
(i.e. ds3), then no traps for the ds1 are sent.

Close
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Select the line item you wish to edit and select the bell-and-pencil symbol to modify it.

2%

10.0.0.1 - dsx1LineStatusChange (1.3.6.1.2.1.10.18.15.0.1) - Any value
10.0.0.1 - dsx1LineStatusChange (1.3.6.1.2.1.10.18.15.0.1) - Any value

From IP: 10.0.0.1

Trap OID: dsx1LineStatusChange (1.3.6.1.2.1.10.18.15.0.1)
With any value

Send email to: person@company.com

Description: dsx1line alert
- - ent when the value of an instance
e utiized by an NMS to trigger polis.

Its from a higher level ine status change

IP Address [10.0.0.1 © | O Any IP address o1 are sent.
Trap OID dsx1LineStatusChange
[1.3.6.1.2.1.10.18.15.0.1 © | O any 0D
Trap Value Any value
Email |person@company.com [x) |
Alert Description |dsx1line alert ] |

Save Cancel

Close

You may also delete any trap alert previously set up, in this submenu.

Contact support@pathsolutions.com for assistance with setting up SNMP Traps.
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Poll Device Tool

This is a simple test tool to verify that SNMP is communicating correctly. It is a stand-alone program and is run from the
Start/Programs/PathSolutions/TotalView/Poll Device menu.

& TotalView Poll Device X

TN

Enter a device IP address and SNMP credentials and select Submit to test communications. The tool will attempt to ping
the remote device to see if it responds to a ping before doing the SNMP query.
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Syslog Viewer Tool

This is a file viewer for syslog files that includes filtering and search capabilities. It is a stand-alone program and available
to run from the Start/Programs/PathSolutions/TotalView/Syslog Viewer menu.

SL10.0.0.1.txt - Syslog Viewer — Od X
SL10.0.0.1.txt Search Fiter
stooo2et | = | =
$L10.0.0.20.txt _ | . — e
SL10.0.0.21.txt
5L10.0.0.22.txt ot I ”
SL10.0.0.23.txt 12/28/2017 10:10:53 AM <190>1438: 10.553: %SYS-6-LOGGINGHOST_STARTSTOP: Logging to host 10.10.0.10 port 0 CLI Request Triggered
SL10.0.0.26.txt 12/28/2017 10:10:54 2M <180>1438: +Dec 28 .554: 45YS-6-LOGGINGHOST STARTSTOE: Logging to host 10.10.0.10 port 514 started - CLI initiated (N
et 12/28/2017 10:11:59 AM <189>1440: *Dec 28 : APASSWD-5-DEPRECATED: passwd syntax has been deprecated; please use password encryption or key config-key CLIs ir
SL10.0.0.27.txt 12/28/2017 10:13:098 2M <190>1441: *Dec 28 84: ¥5YS-6-CLOCKUEDATE: System clock has been updated from 18:05:28 UIC Thu Dec 28 2017 to 19:05:28 PST Wed Dec 27 2¢
el 12/28/2017 10:13:08 2M <180>1442: +Dec 29 : 45YS-6-CLOCKUEDATE: System clock has been updated from 19:05:28 PST Wed Dec 27 2017 to 12:17:09 BST Thu Dec 28 2¢
SL10.0.0.33.txt 12/28/2017 10:13:10 AM <189>1443: Dec : LSYS-5-CONFIG I: Configured from comsole by veyd
Ebiieiety 12/28/2017 10:13:55 AM <189>1444: Dec : LWEBSERVER-5-LOGIN PASSED:Switch 1 RO/ Login Successful from host 10.51.0.38 by user 'swinter'
SL10.0.0.5.txt 12/28/2017 10:14:12 AM <180>1445: Dec 8: ¥SYS-6-CLOCKUPDATE: System clock has been updated from 12:18:11 PST Thu Dec 28 2017 to 03:13:11 UIC Fri Dee 20 201
Ity 12/28/2017 10:14:12 AM <190>1446: Dec : £5YS-6-CLOCKUPDATE: System clock has been updated from 03:18:11 UTC Fri Dec 29 2017 to 12:18:53 UIC Thu Dec 28 201
SL10.0.0.7.txt 12/28/2017 10:14:12 AM <189>1447: Dec : 45YS-5-CONFIG I: Configured from console by vey0
Bt 12/28/2017 10:14:44 AM <189>1448: Dec : SWEBSERVER-5-LOGIN PASSED:Switch 1 R0/0: : Login Successful from host 10.51.0.38 by user "swinter'
SL10.10.0.1.txt 12/28/2017 10:16:02 AM <190>144%: Dec : L5YS-6-CLOCKUPDATE: System clock has been updated from 12:20:43 UTC Thu Dec 28 2017 to 21:20:43 UIC Wed Dec 27 201
sl 12/28/2017 10:16:02 AM <180>1450: Dec 0: %5¥S-6-CLOCKUPDATE: System clock has been updated from 21:20:43 UTC Wed Dec 27 2017 to 06:15:00 UTC Thu Dec 28 201
SL10.255.13.2.txt | |12/28/2017 10:16:03 ax <189>1451; Dec : LSYS-5-CONFIG I: Configured from comsole by veyd
. e 12/28/2017 10:16:44 AM <189>1452: Dec : LWEBSERVER-5-LOGIN PASSED:Switch Login Successful from host 10.51.0.38 by user 'swinter'
SL10.50.0.1.txt 12/28/2017 10:26:03 AM <180>1453: Dec : LWEBSERVER-5-SESS_TIMEGUT:Switch Session timout from host 10.51.0.38 by user “swinter'
It 12/28/2017 10:29:56 AM <189>1454: Dec 0: WEBSERVER-5-SESS_TIMEQUT:Switch Session timout from hest 10.51.0.38 by user 'swinter'
SL10.86.0.2.txt 12/28/2017 10:31:28 2M <1980>1455: Dec : £5Y5-6-CLOCKUPDATE: System clock has been updated from 19:31:22 UTC Wed Dec 27 2017 to 10:31:22 BST Thu Dec 28 201
IR, 12/28/2017 10:31:46 AM <1B0>1456: Dec : &SYS-5-CONFIG_I: Configured from censole by vty0 (10.51.0.38)
12/28/2017 10:31:56 AM <189>1457: Dec : LWEBSERVER-5-SESS_LOGOUT:Switch 1 RO/0: : Successfully logged out from host 10.51.0.38 by user 'swinter'
12/28/2017 10:33:28 AM <180>1458: Dec : 5YS-6-CLOCKUPDATE: System clock has been updated from 10:33:23 BST Thu Dec 28 2017 to 18:33:23 UIC Wed Dec 27 201
12/28/2017 10:33:29 AM <190>1459: Dec : LSYS-6-CLOCKUPDATE: System clack has been updated frem 19:33:23 UTC Wed Dec 27 2017 to 10:37:55 UTC Thu Dee 28 201
12/28/2017 10:33:30 AM <189>1460: Dec : ¥5YS-5-CONFIG_I: Configured from console by vbyl
12/28/2017 10:33:43 AM <189>1461: Dec : 45YS-5-CONFIG I: Configured from console by wvty0 (10.51.0.38)
12/28/2017 10:34:29 AM <190>1462: Dec : L5YS-6-CLOCKUPDATE: System clock has been updated from 10:38:53 UZC Thu Dec 28 2017 to 09:38:53 UIC Fri Dec 29 201
12/28/2017 10: M <190>1463: Dec : £5Y5-6-CLOCKUPDATE: System clock has been updated from 09:39:09 UTC Fri Dec 29 2017 to 01:39:08 BST Fri Dec 29 201
12/28/2017 10: AM <180>1464: Dec : &SYS-5-CONFIG_I: Configured from censole by vty0 (10.51.0.38)
12/28/2017 10: M <189>1465: Dec : LWEBSERVER-S-LOGIN PASSED:Switch 1 RO/0: : Login Successful from host 10.51.0.38 by user 'swinter'
12/28/2017 1 M <190>1466: Dec : £5Y5-6-CLOCKUPDATE: System clock has been updated from 01:43:15 BST Fri Dec 29 2017 to 16:36:0 28 201
12/28/2017 1 aM <180>1467: Dec : £5¥S-6-CLOCKUPD: System clock has been updated from 16:36:45 PST Thu Dec 28 2017 to 10: 28 201
12/28/2017 10: AM <189>1468: Dec : LWEBSERVER-5-SESS_TIMEC! Session timout from host 10.51.0.38 by user 'swinber'
12/28/2017 11:00:30 AM <189>1468: Dec : AWEBSERVER-5-SESS_TIMEG Session timout from host 10.51.0.38 by user 'swinter'
12/28/2017 11: M <189>1470: Dec : LWEBSERVER-S-SESS_TIMEC! Session timout from hest 10.51.0.38 by user 'swinter'
12/28/2017 11: AM <189>1471: Dec : LWEBSERVER-5-SESS_TIMEC! Session timout from host 10.51.0.38 by user 'swinber'
12/28/2017 11:46:20 AM <1B7>1472: Dec : LFED_FNF_ERRMSG-3-WDAVCATTACHERROR:Switch 1 R0/0: fed: Failed to attach IP NBAR to interface GigabitEthernet1/0/1
12/28/2017 11: M <189>1473: Dec : LWEBSERVER-S-SESS_TIMEC! Session timout from hest 10.51.0.38 by user 'swinter'
12/28/2017 12:01:17 PM <189>1474: Dec Session timout from host 10.51.0.38 by user 'swinter'
12/28/2017 12:31:44 PM <189>1475: Dec Session timout from host 10.51.0.38 by user 'swinter'
12/28/2017 12:46:08 PM <189>1476: Dec : LWEBSERVER-5-SESS_TIMEC! Session timout from host 10.51.0.38 by user 'swinter' 2
< >

The viewer allows you to select a logfile from the left column and review the received syslog messages contained.
Filtering can be performed by entering the information into the filter and selecting Filter.
Searching for text can be performed by entering text in the search field and selecting Search or Next.

If you want to view newly received syslog messages from a device, select Live update to turn this feature on or off.
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Remotelnsight Script Editor Tool

You can configure and create your own Remotelnsight batch scripts using this tool. To open the tool, select Start and
then choose Programs > PathSolutions > TotalView > SOMETHING.

The Script Editor dialog box will open. Note the available pre-written scripts, and on the right, the buttons to create new
scripts, edit an existing script, copy, and delete scripts. The scripts will appear in the left pane.

Use the buttons to select scripts and activate or deactivate scripts, and to make one default.

&3 RemoteView Script Editor - | X
Level 4 Diagnostic (System tests) New...
Level 3 Diagnostic (System + Network)

Level 2 Diagnostic (System + Network + Wireless) Edit...
Level 1 Diagnostic (System + Network + Wireless + Web)
System (System related information) .
Network (Network tests)
. . . . Delete
Wireless (Wireless information)
Hourly 5-minute test to 8.8.8.8 for 24hrs e
Continuous test to 8.8.8.8 for 24hrs -
Export...
Activate
Deactivate

Make defauit

1 Up

¥ Down

< > Alerting
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To edit a script, select the script (the Level 4 Diagnostic is shown below), and select Edit. A dialog box will appear that
allows you to name and describe scripts, the place that script results are logged, and what tests the script performs. You

can also setup notes and notifications.

& Edit script — O X
Name: ‘ Level 4 Diagnostid|
Description: ‘ System tests
Logging: @ Server O Local QO Both
Active:
Add Test: System Info PEIE IR
Test: Processes note ‘
Delete - Li
Test: List Adapters e i
Test: IP Config
Test: Route Print notify ‘ |
tuw
‘v Down
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Add new commands to a script using the Add button, then select a new command from the drop-down menu that will
appear and select OK.

The screenshot below shows an example of adding an end-to-end test.

&3 Create new script — O X

Name: ‘Call quality test script |

Description: ‘Script that tests for various call quality performance metrics |

Logging: @ Server O Local QO Both
Active:
Add Parameters
Copy.
Dalete &> Add new command X
1 U
Command: |Test: End To End v
& Down

Save | Cancel

Page 177



PathSolutions Administration Guide TotalView 14.2

The screenshot below shows an example of setting the parameters for the end-to-end test.

& Create new script — O X

Name: ‘Call quality test script

Description: ‘Script that tests for various call quality performance metrics

Logging: @ Server O Local QO Both
Active
..Add | TestEndToEnd Parameters
duration ‘ 60 =
Copy
— address* ‘
Lt codec G.711(64) v
calls ‘10 =
T up dscp ‘46 =
4 Down failed_if*
note ‘

save_remote

save_local

notify ‘ |

Save Cancel
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The screenshot below shows an example of setting the fail parameters on an end-to-end test.

ﬁ’.‘?ﬁtz new script — O pd

Name: ‘Call quality test script |

Description: ‘Script that tests for various call quality performance metrics |

Logging: @ Sserver O Local QO Both
Active:
Add '\ Test: End To End & Edit parameter X
e failed_if - |
Delete | QOS . ‘4‘0 ‘ 11{64) &
[0 woss|> v o5 | 3|
LR [ aTeENcY > |50 | =
¥ Down [0 JTTER > v 110 |
Save Cancel
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Appendix A. Email Report Templates and Variables

Existing email report templates are in the MailTemplates directory. They can be edited with a text editor and copied to
create new templates. The format of the templates includes standard MIME encapsulation headers and definitions for
multipart messages (HTML and embedded graphics).

PathSolutions TotalView will pre-process the template and add data elements using the %ELEMENT% replacement
strings.

Available replacement strings are as follows:

Server Variables (new in TotalView 12):

%% Prints percent sign

%ADMINDOWN#% Prints the number of admin down interfaces

%ADMINDOWNY% Prints a text table of admin down interfaces

%ADMINDOWN*% Prints an HTML table of admin down interfaces

%ANALYZETICKCOUNT% Prints the number of ticks (ms) required during the last poll to analyze all data
%ANALYZETICKCOUNTAVG%  Prints the average number of ticks (ms) required to analyze all data
%BACKUP-STATUS% Status of Last backup

%CAPTURE-FULL%" device backup

%CAPTURE-SHORT% first 5 lines of capture-full

%CLOUD-PATH-DETAILS-LINK%
%CLOUD-PATH-HOPS%
%CLOUD-PATH-LATENCY %
%CLOUD-PATH-LOSS%
%CLOUD-SERVICE-DNS%
%CLOUD-SERVICE-IP%
%CLOUD-SERVICE-LATENCY-THRESHOLD%
%CLOUD-SERVICE-LOSS-THRESHOLD%
%CLOUD-SERVICE-NAME%
%CLOUD-SERVICE-PORT%

%COMMENT-END% Ends a comment area

%COMMENT-START% Starts a comment area that won’t be sent in the email
%COMPANYNAME% Prints the company name

%CUSTOMERLOCATION% Prints the licensed customer location

%CUSTOMERNUMBER% Prints the licensed customer number

%DATE% Prints current date

%DEVICE-ADMINDOWN% Prints the number of admin down interfaces on the device
%DEVICE-AGENT% Prints the device agent (IP address)

%DEVICE-CONTACT% Prints the device configured contact (sysContact)
%DEVICE-CONTRACT-DATE%  Prints the configured device service contract date
%DEVICE-CONTRACT-ID% Prints the configured device ID number associated with the service contract
%DEVICE-CONTRACT-PHONE% Prints the configured device service contract phone number
%DEVICE-CPU% Prints the device current CPU utilization graph (Cisco 10S only)
%DEVICE-DAILY-CPU% Prints base64 encoding of the daily CPU utilization graph (Cisco I10S only)
%DEVICE-DAILY-JITTER% Prints base64 encoding of the daily jitter graph (VolP only)
%DEVICE-DAILY-LATENCY % Prints base64 encoding of the daily latency graph (VolP only)
%DEVICE-DAILY-LOSS% Prints base64 encoding of the daily loss graph (VolP only)
%DEVICE-DAILY-MOS% Prints base64 encoding of the daily MOS graph (VolP only)
%DEVICE-DAILY-RAM% Prints base64 encoding of the daily RAM utilization graph (Cisco IOS only)
%DEVICE-DAILY-UTIL% Prints base64 encoding of the daily device overall utilization graph
%DEVICE-DESCRIPTION% Prints the configured device description
%DEVICE-DIFF-FROM-LAST-BACKUP*% Diff from Last Backup

%DEVICE-GROUP% Prints the configured group for the device
%DEVICE-INT-DESCRIPTION%  Prints the device internal description (sysDescr)
%DEVICE-INTERFACES% Prints the number of interfaces for the device

%DEVICE-LOCATION% Prints the device configured location (sysLocation)
%DEVICE-MONTHLY-CPU% Prints base64 encoding of the monthly CPU utilization graph (Cisco 10S only)

%DEVICE-MONTHLY-JITTER%  Prints base64 encoding of the monthly jitter graph (VolP only)
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%DEVICE-MONTHLY-LATENCY % Prints base64 encoding of the monthly latency graph (VolP only)

%DEVICE-MONTHLY-LOSS%
%DEVICE-MONTHLY-MOS%
%DEVICE-MONTHLY-RAM%
%DEVICE-MONTHLY-UTIL%
%DEVICE-NAME%
%DEVICE-NUMBER%
%DEVICE-OPERDOWN%
%DEVICE-RAM%
%DEVICE-SERIALNO%
%DEVICE-WEEKLY-CPU%
%DEVICE-WEEKLY-JITTER%
%DEVICE-WEEKLY-LATENCY %
%DEVICE-WEEKLY-LOSS%
%DEVICE-WEEKLY-MOS%
%DEVICE-WEEKLY-RAM%
%DEVICE-WEEKLY-UTIL%
%DEVICE-YEARLY-CPU%
%DEVICE-YEARLY-JITTER%
%DEVICE-YEARLY-LATENCY %
%DEVICE-YEARLY-LOSS%
%DEVICE-YEARLY-MOS%
%DEVICE-YEARLY-RAM%
%DEVICE-YEARLY-UTIL%
%EMAILADDRESS%
%ENDIF%

%ENDIF-CISCO%
%ENDIF-VOIP%
%ENTITY-NAME%

%FAVORITES%
%FAVORITES*%

%GUID%
%IFDEVICE-CISCO%
%IFLICENSE-VOIP%
%IFSTATUS-DEGRADED%
%IFSTATUS-GOOD%
%INT-ADMINSTATUS%
%INT-ADMINSTATUSLAST%
%INT-ALIAS%
%INT-CURRERRPCT%
%INT-CURRRXUTIL%
%INT-CURRTXUTIL%
%INT-DAILY-BCSTS%
%INT-DAILY-BPS%
%INT-DAILYERRORRATE%

Prints base64 encoding of the monthly loss graph (VolP only)

Prints base64 encoding of the monthly MOS graph (VolIP only)

Prints base64 encoding of the monthly RAM utilization graph (Cisco 10S only)
Prints base64 encoding of the monthly device overall utilization graph

Prints the device configured name (sysName)

Prints the device number

Prints the number of oper down interfaces on the device

Prints the device current RAM utilization graph (Cisco 10S only)

Prints the device serial number (Cisco 10S only)

Prints base64 encoding of the weekly CPU utilization graph (Cisco IOS only)
Prints base64 encoding of the weekly jitter graph (VolP only)

Prints base64 encoding of the weekly latency graph (VolP only)

Prints base64 encoding of the weekly loss graph (VolP only)

Prints base64 encoding of the weekly MOS graph (VolP only)

Prints base64 encoding of the weekly RAM utilization graph (Cisco 10S only)
Prints base64 encoding of the weekly device overall utilization graph

Prints base64 encoding of the yearly CPU utilization graph (Cisco 10S only)
Prints base64 encoding of the yearly jitter graph (VolP only)

Prints base64 encoding of the yearly latency graph (VolP only)

Prints base64 encoding of the yearly loss graph (VolP only)

Prints base64 encoding of the yearly MOS graph (VolIP only)

Prints base64 encoding of the yearly RAM utilization graph (Cisco 10S only)
Prints base64 encoding of the yearly device overall utilization graph

Prints the email address(es) that this email will be sent to

Ends a conditional IFSTATUS section

Ends conditional for Cisco device

Ends conditional for VoIP License

The name of the device, interface that is generating the alert. This can be used to correlate
multiple alerts together that are all associated with a single problem.

Prints a text table of favorite interfaces

Prints an HTML table of favorite interfaces

A unique identifier for this specific alert. This can be used to de-duplicate alerts.
Prints the following if it is a Cisco device

Prints the following if the system is licensed for VolP

Prints the following if there are issues

Prints the following if there are no issues

Prints the current admin status of the interface

Prints the last admin status of the interface

Prints the interface alias

Prints the current (last poll) error rate of the interface

Prints the current (last poll) receive rate of the interface

Prints the current (last poll) transmit rate of the interface

Prints base64 encoding of the daily broadcasts graph

Prints base64 encoding of the daily bits per second graph

Prints the daily peak error rate

%INT-DAILYERRORRATECOLOR% Prints the daily peak error rate color

%INT-DAILY-ERRORS%
%INT-DAILY-PCT%
%INT-DAILY-PKTS%
%INT-DAILY-PPCT%
%INT-DAILYRXRATE%
%INT-DAILYRXRATECOLOR%
%INT-DAILYTXRATE%
%INT-DAILYTXRATECOLOR%
%INT-DESCRIPTION%
%INT-DUPLEX%
%INTERFACES%
%INT-MONTHLY-BCSTS%
%INT-MONTHLY-BPS%
%INT-MONTHLY-ERRORS%
%INT-MONTHLY-PCT%
%INT-MONTHLY-PKTS%

Prints base64 encoding of the daily errors graph

Prints base64 encoding of the daily percentage graph
Prints base64 encoding of the daily packets graph

Prints base64 encoding of the daily peak percentage graph
Prints the peak daily receive rate

Prints the peak daily receive rate color

Prints the peak daily transmit rate

Prints the peak daily transmit rate color

Prints the interface description

Prints the interface duplex of the interface

Prints the number of monitored interfaces

Prints base64 encoding of the monthly broadcasts graph
Prints base64 encoding of the monthly bits per second graph
Prints base64 encoding of the monthly errors graph

Prints base64 encoding of the monthly percentage graph
Prints base64 encoding of the monthly packets graph
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%INT-MONTHLY-PPCT%
%INT-NAME%
%INT-NUMBER%
%INT-OPERSTATUS%
%INT-OPERSTATUSLAST%
%INT-POEMAXDRAW%
%INT-POESTATE%
%INT-POESTATELAST%
%INT-RXBROADCAST%
%INT-SPEED%
%INT-TXBROADCAST%
%INT-WEEKLY-BCSTS%
%INT-WEEKLY-BPS%
%INT-WEEKLY-ERRORS%
%INT-WEEKLY-PCT%
%INT-WEEKLY-PKTS%
%INT-WEEKLY-PPCT%
%INT-YEARLY-BCSTS%
%INT-YEARLY-BPS%
%INT-YEARLY-ERRORS%
%INT-YEARLY-PCT%
%INT-YEARLY-PKTS%
%INT-YEARLY-PPCT%
%ISSUES#%

%ISSUES%

%ISSUES*%
%LICENSEDAYSLEFT%
%LICENSEDINTERFACES%
%LICENSEEXPIRATION%

%NETWORK-SERVICE-DESCRIPTION%

Prints base64 encoding of the monthly peak percentage graph
Prints the interface name

Prints the interface number

Prints the current oper status of the interface

Prints the last oper status of the interface

Maximum power draw of an interface

Current PoE state

Last PoE state

Prints the receive broadcast rate of the interface

Prints the interface speed of the interface

Prints the transmit broadcast rate of the interface

Prints base64 encoding of the weekly broadcasts graph
Prints base64 encoding of the weekly bits per second graph
Prints base64 encoding of the weekly errors graph

Prints base64 encoding of the weekly percentage graph
Prints base64 encoding of the weekly packets graph

Prints base64 encoding of the weekly peak percentage graph
Prints base64 encoding of the yearly broadcasts graph
Prints base64 encoding of the yearly bits per second graph
Prints base64 encoding of the yearly errors graph

Prints base64 encoding of the yearly percentage graph
Prints base64 encoding of the yearly packets graph

Prints base64 encoding of the yearly peak percentage graph
Prints the current number of issues

Prints a text table of current issues

Prints an HTML table of current issues

Prints the number of licensed days remaining

Prints the licensed interface count

Prints the license expiration

Service Description

%NETWORK-SERVICE-GROUP% Service Group Name

%NETWORK-SERVICE-NOTE%

Service Note

%NETWORK-SERVICE-NOTIFY% Service Monitor Email Recipient

%NETWORK-SERVICE-PORT%
%NETWORK-SERVICE-PROTOCOL%

%OID-DESCR%
%OID-DEVICE-IP%
%OID-DEVICE-NAME%
%OID-INTERFACE%
%OID-NOTE%
%OID-THRESHOLD%
%OID-VALUE%
%OPERDOWN#%
%OPERDOWN%
%OPERDOWN*%
%OUTPUTTICKCOUNT%
%OUTPUTTICKCOUNTAVG%
%POLLDELAY %
%POLLFAILSECONDS%
%POLLFAILTABLE%
%POLLFAILTABLE*%
%POLLHOURS%
%POLLMINUTES%
%POLLSECONDS%
%POLLTICKCOUNT%

%POLLTICKCOUNTAVG%
%PRODNAME%
%PRODNUMBER%
%RESELLERNUMBER%
%REVISION%
%SAVESTATSTICKCOUNT %

Service Monitored Port

Service Protocol

OID Description

OID Device IP address

OID Device name

OID Interface number

OID Note

OID Threshold

OID Value

Prints the number of oper down interfaces

Prints a text table of oper down interfaces

Prints an HTML table of oper down interfaces

Prints the number of ticks (ms) required during the last poll to write output information
Prints the average number of ticks (ms) required to write output information

Prints the current configured poll delay

Prints the number of seconds that the last poll failed by

Prints the text version of the poll fail table

Prints the HTML version of the poll fail table

Prints the configured poll delay hours

Prints the configured poll delay minutes

Prints the configured poll delay seconds

Prints the number of ticks (ms) required during the last poll to collect SNMP information from all
devices

Prints the average number of ticks (ms) required to collect SNMP information from all devices
Prints the product name

Prints the product license number

Prints the reseller number

Prints the revision of the program

Prints the number of ticks (ms) required during the last poll to save statistics to disk

%SAVESTATSTICKCOUNTAVG% Prints the average number of ticks (ms) required to save statistics to disk
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%SERVER-AGENT% Server Agent Name

%SERVER-NAME% Server Name

%SERVER-OU% Server OU name

%SERVER-SERVICE-DESCRIPTION% Server Service Description
%SERVER-SERVICE-DISPLAY-NAME%  Server Service Display Name

%SERVER-URL% - direct link to individual sever page

%SESSION-OUTPUT% - all terminal output

%SSH-LOG% - libssh library log

%STATUS-COLOR% Prints “#008000” or “#FF0000” depending if there are any issues
%STATUS-ERR% Prints the configured error threshold level
%STATUS-PERCENT% Prints the current health percentage

%STATUS-RESULT% Prints “Good” or “Degraded” depending if there are any issues
%STATUS-UTIL% Prints the configured utilization threshold level

%SYSTEM-DAILY-ERRORS% Prints base64 encoding of the daily overall errors graph
%SYSTEM-DAILY-INTERFACES% Prints base64 encoding of the daily interfaces graph
%SYSTEM-DAILY-ISSUES% Prints base64 encoding of the daily overall issues graph
%SYSTEM-DAILY-UTIL% Prints base64 encoding of the daily aggregate utilization graph
%SYSTEM-MONTHLY-ERRORS% Prints base64 encoding of the monthly overall errors graph
%SYSTEM-MONTHLY-INTERFACES% Prints base64 encoding of the monthly interfaces graph
%SYSTEM-MONTHLY-ISSUES% Prints base64 encoding of the monthly overall issues graph
%SYSTEM-MONTHLY-UTIL% Prints base64 encoding of the monthly aggregate utilization graph

%SYSTEM-WEEKLY-INTERFACES% Prints base64 encoding of the weekly interfaces graph
%SYSTEM-WEEKLY-ISSUES%  Prints base64 encoding of the weekly overall issues graph
%SYSTEM-WEEKLY-UTIL% Prints base64 encoding of the weekly aggregate utilization graph
%SYSTEM-WEEKLY-UTIL% Prints base64 encoding of the weekly overall errors graph
%SYSTEM-YEARLY-ERRORS% Prints base64 encoding of the yearly overall errors graph
%SYSTEM-YEARLY-INTERFACES% Prints base64 encoding of the yearly interfaces graph
%SYSTEM-YEARLY-ISSUES% Prints base64 encoding of the yearly overall issues graph
%SYSTEM-YEARLY-UTIL% Prints base64 encoding of the yearly aggregate utilization graph

%TIME% Prints current time

%TOPCOUNT% Prints the number of interfaces configured for the Top list

%TOPERRORS% Prints a text table of top interfaces with errors

%TOPERRORS*% Prints an HTML table of top interfaces with errors

%TOPJITTER% Prints a text table of the top devices with the highest daily jitter sorted by jitter
%TOPJITTER*% Prints an HTML table showing top devices with the highest daily jitter sorted by jitter
%TOPLATENCY % Prints a text table of the top devices with the highest daily latency sorted by latency
%TOPLATENCY*% Prints an HTML table showing top devices with the highest daily latency sorted by latency
%TOPLISTENERS% Prints a text table of top listeners

%TOPLISTENERS*% Prints an HTML table of top listeners

%TOPLOSS% Prints a text table to the top devices with the highest daily loss sorted by loss
%TOPLOSS*% Prints an HTML table showing top devices with the highest daily loss sorted by loss
%TOPRECEIVERS% Prints a text table of the top Interfaces with highest daily received rates
%TOPRECEIVERS*% Prints an HTML table showing the top Interfaces with highest daily received
%TOPTALKERS% Prints a text table of top talkers

%TOPTALKERS*% Prints an HTML table of top talkers

%TOPTRANSMITTERS% Prints a text table of the top interfaces with the most data transmitted by utilization
%TOPTRANSMITTERS*% Prints an HTML table showing the top interfaces with the most data
%URL-ADMINDOWN% Prints the full URL to the admin down page

%URL-DEVICE% Prints the full URL to the specified device page

%URL-FAVORITES% Prints the full URL to the favorites page

%URL-GRAPHICS% Prints the full URL to the graphics directory

%URL-HEALTH% Prints the full URL to the health page

%URL-HOME% Prints the full URL to the home page

%URL-INT% Prints the full URL to the specified interface page

%URL-ISSUES% Prints the full URL to the issues page

%URL-OPERDOWNY% Prints the full URL to the oper down page

%URL-TOPERRORS% Prints the full URL to the top errors page

%URL-TOPJITTER% Prints the full URL to the current top devices with the highest daily jitter
%URL-TOPLATENCY % Prints the full URL to the current top devices with the highest daily latency
%URL-TOPLISTENERS% Prints the full URL to the top listeners page

%URL-TOPLOSS% Prints the full URL to the current top devices with the highest daily loss
%URL-TOPRECEIVERS% Prints the full URL to the current top receivers web page

%URL-TOPTALKERS% Prints the full URL to the top talkers page
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%URL-TOPTRANSMITTERS% Prints the full URL to the current top transmitters web page
%VERSION% Prints the version of the program
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Appendix B. SMTP Email Forwarding

Most companies use SMTP gateways to allow email from the Internet to reach internal users.
This gateway is typically set up to receive emails that are destined for mailboxes on the company's system.

If you configure the PathSolutions TotalView to use your company's SMTP mail gateway, the gateway should accept
SMTP messages destined for internal users, but should not accept SMTP messages destined for outside addresses.

For example:

If you configured TotalView to use "mail.company.com " as the SMTP mail gateway, and set the Globally send to field to
jdoe@company . com, the mail gateway would accept emails sent to this address because it exists on the same domain.
If the Globally send to field was set to jdoeRoutside. com, then the gateway would refuse this request because most
mail systems do not allow relaying of messages from one to another.

This is done by mail administrators to prevent abuse by spammers. Email spammers will search the Internet for
anonymous SMTP mail forwarders that they can use to send their emails out.

This allows them to send untraceable emails.

To allow the PathSolutions TotalView to send emails to different domains, there are a number of solutions:

o Ask your ISP if they have an SMTP relay server that can be used by your machines. They may have a server set
up that will relay only your messages. In this case, you would configure TotalView to use their SMTP relay
server.

e Ask your email administrator to configure the SMTP gateway to allow relaying from the server that TotalView is
installed on.

Create a mail alias on your email system (for example: jdoe@company . com) that forwards to an outside address
(jdoeRoutside.com).

A free SMTP mail relay agent (SMTP forwarder) is included with many Windows server's 1S implementation.
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Appendix C. Overriding Displayed Device Icons

The automatically determined device icon may display incorrectly with certain devices. This can be overridden by
modifying DeviceType.cfq file:

C:\Program Files (x86)\PathSolutions\TotalView\DeviceType.cfg

This file requires entering two fields, each separated by one or more <TAB> characters.

;This is the device icon configuration override file. It can be used
;to change the displayed icon in front of a device.

;IP Address

;Enter the IP address of the device

;DeviceType

;Enter the number associated with the device type that should be
;displayed:

= Layer-2 Switch

= Layer-3 Switch (Multilayer switch)
= Router

WiFi AP

= Server

= Cloud

= Firewall

~
o U WwN e
Il

;IP Address DeviceType

Enter the IP address of the device and a <TAB> character and the numeric that refers to the type of device icon to use.
After the file has been modified and saved, stop and restart the PathSolutions TotalView service to have the changes take
effect.
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Appendix D. Changing Interface Names and Speed

Many device manufacturers do not allow interface names to be changed to a descriptive name to help document the
network. In this case, PathSolutions’ TotalView can be configured to ignore the interface description in the device and
use information from a Config file.

Use a text editor such as Notepad to open the IntDescription.cfg file in the directory where the PathSolutions TotalView
is installed.

You should see a document with a description of how to enter the switch interfaces and descriptions.

The file is composed of a number of columns or fields; each separated by one or more <TAB> characters.

Note: The fields in the configuration file need to be separated by at least one <TAB> character, not spaces.

Here is an example of a configuration file:

;This line 1is commented out

’

; IPAddress Interface Speed Description
192.168.1.10 1 / Internet connection
calvin.company.com 156 1544000 FEO/6

192.168.2.2 3 / Connection to New York

Semicolons can be used anywhere in the file to indicate that the rest of the line is a comment.
IP Addresses

The IP address of the switch must be entered to identify the device. If the Config file has a DNS name, then that identical
name should be used here to identify the same device.

Interface #

The interface number (as listed in the web reports) should be entered here. If you are unsure of the exact number to use,
reference your device manufacturer's documentation to map the SNMP interface numbers to the physical addresses on
the device. Then use your network documentation to determine what device is physically connected to the interface on
the device.

Speed

To override the reported interface speed, enter the speed in bits per second here. For example: To change the reported
interface speed of a router interface connected to the Internet from 100 Mbps to the actual capacity of the link it is
connected to (1.544 Mbps for a T1 connection). This will help to determine when the link utilization is exceeded. If you do
not want to override this information, enter a slash “/” to skip this field.

Description

Enter the description here. The description field should not contain a semicolon character.

Note: The service must be stopped and re-started after this file is modified in order to have the descriptions take effect.
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Appendix E. Configuring Multiple Locations

If you have multiple PathSolutions TotalView implementations, TotalView can be configured to make it easy to navigate
between the sites.

Each web page will display tabs across the top of the web page indicating the site that you are viewing:

San Francisco [ Dallas |

To configure multiple sites, use a text editor like Notepad to open the MultiSite.cfg file in the directory where you installed
the program:

C:\Program Files (x86)\PathSolutions\TotalView\MultiSite.cfg
You should see a document with a description of how to enter the site names and URLs.

The file is composed of several columns or fields; each separated by one or more <TAB> characters.

Note: The fields in the configuration file need to be separated by at least one <TAB> character, not spaces.

Here is an example of a configuration file:

;Example for the San Francisco server:

’

;Current Site Name URL

YES San Francisco http://sfserver.company.com: 8084
NO New York http://nyserver.company.com: 8084
NO Chicago http://chicago.company.com:8084

;Example for the New York server:

’

;Current Site Name URL

NO San Francisco http://sfserver.company.com: 8084
YES New York http://nyserver.company.com: 8084
NO Chicago http://chicago.company.com:8084

Semicolons can be used anywhere in the file to indicate that the rest of the line is a comment.

Current

This field identifies which site should be highlighted. Only one site should be highlighted per Config file. The Config file
on the New York server should have Yes for the New York entry.
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Site Name
This is the name that is displayed in the tab.

URL

Enter the server's full URL and port here. This will allow linking from the other PathSolutions TotalView servers.

Note: The service must be stopped and re-started after this file is modified to have the links work.

The order of the listed sites should be similar for each deployed site so the tabs will display correctly for each site.
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Appendix F. Custom OID Monitoring

The user-friendly graphical method is with our MIB Browser, but this is how to do it by editing the OIDEntry.cfg file:

PathSolutions TotalView can monitor custom OIDs such as CPU utilization, memory usage, and temperature if the device
provides this information via SNMP.

The configuration file OIDEntry.cfg is used to configure custom OID monitoring. This file is found in the directory where
the program was installed.

C:\Program Files (x86)\PathSolutions\TotalView\OIDEntry.cfg

Edit this file with a text editor like Notepad.

You will need to enter the following information to be able to set up monitoring of a custom OID:
e |P address of the device (“10.0.1.16")

Interface to be associated with or “/” if you want to associate it with the device instead of an interface (“23”)

Unique filename for storing the data collected for this OID (“FRAMERELAY”)

Description of this graph (“Frame Relay FECN & BECN”)

Y Axis description (“Packets”)

OID #1 Description (“FECN”)

OID #1 ("GAUGE:1.3.6.1.2.1.2.2.1.17.1")

TRANSFORM field (math to be applied to convert numbers)

Alert threshold (number to not exceed)

Alert notification (“{doe@company.com”)

Note: When entering the OID value, enter the prefix GAUGE:, COUNTER:, or COUNTER:8 in front of the OID to
identify how the OID should be tracked.

Note: After saving this file, stop and restart the TotalView service for the changes to take effect.
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Appendix G. Configuring Additional OUls for Phones

Several OUls (Organizationally Unique Identifiers) for various VolP equipment manufacturers have been added to the
OUIFilter.cfg file. This file can be edited with a text editor (like Notepad) to add additional OUls. It is located in the
program files:

C:\Program Files (x86)\PathSolutions\TotalView\OUIFilter.cfg

An OUI is the first three bytes of an Ethernet MAC address. The first three bytes are called the OUI because they are
unique to the equipment manufacturer. Thus, any MAC addresses that share the first three bytes all come from a
common manufacturer.

The OUIFilter.cfg file will require you to enter the OUI (each byte separated by a period “.”), then a <TAB>, then the
name of the manufacturer.

Note: After saving this file, stop and restart the PathSolutions TotalView service for the changes to take effect.
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Appendix H. Changing the WAN Tab

The user-friendly graphical method is in the Config Tool, but this is how to do it by editing the WAN.cfg file.

The WAN tab can include any interface desired. This involves changing the WAN.cfg file with a text editor (like Notepad).
It is located in the program files:

C:\Program Files (x86)\PathSolutions\TotalView\wan.cfg

This file requires entering two fields, each separated by one or more <TAB> characters.

;This is a list of WAN interfaces to display on the
;"WAN" tab.

;Interface numbers are entered in the following format:
;IP Address<TAB>Interface number

;For example:

;IPAddress Interface #

;192.168.12.15 43

;Enter your IP addresses and interface numbers below.
; IPAddress Interface #

After the WAN.cfg file has been modified and saved, stop and restart the PathSolutions TotalView service to have the
changes take effect.
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Appendix |. Adding a Static Route to the Call Path

If there is an unmanaged device (or set of devices) in the network, a static route can be added to allow the Call Path
mapping to ignore these devices and show a continuous map through the network.

Many times, this may be required if a network provider does not permit SNMP access to their routers.

Adding a static route involves changing the StaticRoute.cfg file with a text editor (like Notepad). It is located in the
program files:

C:\Program Files (x86)\PathSolutions\TotalView\StaticRoute.cfg

This file requires entering five fields, each separated by one or more <TAB> characters.

;Router Address Router Subnet Route Mask NextHop
10.0.1.254 255.255.255.0 44 .44 .44 .44 255.255.255.255 38.102.148.163
10.100.36.60 255.255.255.0 10.100.37.1 255.255.255.0 10.100.37.1
10.100.37.1 255.255.255.0 10.100.36.1 255.255.255.0 10.100.36.60

The first and second fields reference the router’s IP address and subnet that should be used for the static route. This is
typically the unmanaged router’s IP address where packets are sent.

The third and fourth fields reference the route and subnet mask for that route.

Note: Enter a default route by using the route of 0.0.0.0 and mask of 0.0.0.0.

Note: Static routes take priority over any actual routes that exist on the network.

The fifth field references where the call path mapping should continue. This is typically the far-end router’s LAN IP
address.

Once the file is saved, the static route takes effect immediately. This will help speed up troubleshooting and debugging of
static routes in the environment. No need to stop and restart the service or re-collect information from switches & routers.

Note: Two static routes will likely need to be created. One static route will need to be created for the outbound traffic
and one for the return traffic.
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Appendix J. Automatic Update Scheduling

Updating the bridge table, ARP cache, and routing table information can be automated to occur on a regular
frequency. The following registry entry can be used to update the bridge table.

UpdateAutoFrequency=0
By default, this entry is 0 (zero). This means that the information is not collected on any schedule.

The variable can be changed to any of the following recommended intervals:
300000 (decimal) = 5 minutes

600000 (decimal) = 10 minutes

1800000 (decimal) = 30 minutes

3600000 (decimal) = 1 hour

86400000 (decimal) = 1 day

Other intervals can be used, as the number is the number of milliseconds to wait between automatic updates.

Note: The service must be stopped and restarted for this variable to take effect.
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Appendix K. Changing the Map Fetch Variables to Improve
Map Stability

You may be seeing white lines going from white to green to white or red dots going from red to green to red. White lines
mean there was no SNMP response from the device. The red dots mean there was no response from the ping. There may
be a problem with packet loss to/from the device or the device may have a small CPU that causes the 2 pings to fail.

We have 5 seconds to respond to the web browser’s request for information. If a device is up, we would send a ping and
receive a response within 5 seconds so it's easy to show that it's green.

If we send a ping, we must wait for a response. If we wait 2 seconds and don’t receive a response, we can send a second
ping and then wait 2 seconds to get a response. If we don’t get a response from the second ping, then assume it is down.

TotalView’s default performs 1 ping and then waits 2500ms (2.5 seconds) for a response. If it does not see a response,
then it assumes it is down.

TotalView’ s default performs 2 pings and then waits 1500 (1.5 seconds) for a response. If it does not see a response,
then it assumes it is down.

This can be adjusted in the registry with the following variables to help improve the stability of the map.
Example of Variable Entry change in Bold below
Computer > HKEY_LOCAL_MACHINE > SOFTWARE > Wow6432Mode > Netlatency > SwitchMonitor

DestWebMapPingRetries = 1
DestWebMapPingDelay = 2500

In this case, set the following:

DestWebMapPingRetries = 2
DestWebMapPingDelay = 1500

It should improve the reliability/stability of the pings on the network.

For fetching the SNMP information, the following registry variables can be adjusted:

DestWebMapSNMPRetries = 1
DestWebMapSNMPTimeout 1000

In this case, set the following:

DestWebMapSNMPRetries = 2
DestWebMapSNMPTimeout 1000

The service should be stopped and restarted for these variables to take effect.
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Glossary

IETF — This acronym stands for the Internet Engineering Task Force and is the governing body for all standards that
relate to Internet and associated communications technologies. Website: www.ietf.org

MAC — Media Access Control: This is a unique address that is used by Ethernet adapters to transmit and receive frames
on the network. They are only used for conveying layer 2 frames between nodes on a LAN.

MIME — Multi-Purpose Internet Mail Extensions: This is an email standard that defines how different content is handled
inside email messages. This allows graphics, audio, HTML text, formatted text, and video to be displayed
correctly inside email messages. MIME is defined by the IETF's RFC1521 document, and is available on the
IETF's website: http://www.ietf.org/rfc/rfc1521.ixt?number=1521

Network Weather Report — System Monitor can email network reports to you daily. The network Weather Report helps to
keep you informed of the overall health of your network.

OSI/ - Open Systems Interconnect: This is a standard description or "reference model" for how services are provided on a
network.

OUI - Organizationally Unique Identifier: This is the identification of the first three bytes of an Ethernet MAC address. The
first three bytes are called the OUI because they are unique to the equipment manufacturer. Thus, any MAC
addresses that share the first three bytes all come from a common manufacturer.

SNMP read-only community string — This is an SNMP password with the rights to be able to read statistical information
from a device.

SNMP — Simple Network Management Protocol. This protocol allows network management software (like System
Monitor) to communicate with network devices to read statistical information.

SMTP email address — This is a standard Internet email address. For example: jdoe@company . com.

SMTP Simple Mail Transport Protocol. This protocol allows email clients and servers to communicate over the Internet.
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