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Conventions

The following conventions are used in this manual:

Italic
Used for emphasis and to signify the first use of a glossary term.

Courier
Used for URLs, host names, email addresses, registry entries, and other system definitions.

<TAB>
Used for the tab character on the keyboard.

Bold
Used for calling out buttons, file paths, tabs, fields, checkboxes, links and windows.

Note: Notes are called out to inform you of specific information that is relevant to the configuration or operation of
TotalView. Notes may occasionally be used to describe best practices for using the system.

Technical Support

For technical support:

Support@PathSolutions.com

(877) 748-1444 (7x24 tier 1 telephone support)
(408) 748-1777 Select 1 for tier 2 support
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Acti vat iQum c &n @Minzfairgd

The simplest way to deploy and start TotalView is by using the Quick Config Wizard. Follow the instructions in the
Deployment Guide to activate and use the Quick Config Wizard.

The QuickConfig Wizard will auto-configure the PathSolutions TotalView and begin monitoring in minutes.
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Using the Configuration Tool

The Configuration Tool can change the general configuration options of the product as well as add or remove devices
from monitoring.

Note: The Interface Discovery Tool is an alternate tool used to scan for devices and cut down interfaces that are
monitored. See the section_Interface Discovery Tool.

Running the Configuration Tool

The Configuration Tool can be | aunched on tsklecting Startyohaose $rogramne $ Bdth&olubops
>TotalView > Config Tool.

Navigation

The menu on the left-hand side displays all the categories for configuration. Expand or contract the sections on the list to
see options for each area.

» - O 'Y
. -
(‘I‘.Devices ¢ Cloud gﬁer\rers - Services [ — Reports
Search Options (Ctrl+E) | TotalView o
i Li Informati
+ TotalView A icense Information A
v E:::”Retentlon Customer Number: | |
Alert Options soluﬂons’ Customer Location: | |
Storage
Tech Support Contact Mame: |Sheue Winter |
W Web Interface
- Contact Phone: |555—555—5555 |
APl Keys -
- Totalview
Authentication Contact Email: |5winber@paﬂ150|uﬁons.com |
Multi-Site PathSolutions
Web Server X MAC Address: |007507564)24265 |
www.PathSolutions.com
Cloud
% Dashboard Change [ Validate License
Weather Widget Total Network Visibility ®
v :Sternetk License Count
VEt:flmrt 795 Licensed interfaces x 1 795
e . 23 Servers x5 115
Device Alerts e 1 3
Parent/Child T
Route Alerts Service version: 14.2.14238 1 Cloud x3 3
W Backup S?nﬁ%mol verlsion: 1:;3‘;0 0 SD-WAN x3 0
Credentials Z8rC VErson: i 0 SIP-Trunks x 3 d
N Call Simulator version: 8.0.8151
Devices X X Total used 914
Remotelnsight version: 14.1.14120 - "
Schedule L 250000
Variables Copyright 2025
R ight License Count
v BGP o :
Alerte Copy version info to dipboard Remotelnsight Agents 100
Peers v v
Criebape AIO
Revert Apply
The | ist can be filtered to search for specific entaties.

have that configuration option.
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Buttons

Multiple sections include buttons on the bottom of the screen to add, change, or delete settings and to organize the
display.

Add... Change... Delete. .. shift Up Shift Down

1 Use the Add button to add new items like device config and alerts to settings.
1 Use the Change button to change items listed in each section.

1 Use the Delete button to delete an item listed in each section. For safety reasons, a dialog box will appear
requesting confirmation to delete it.

1 Use the Shift U p and Shift Down buttons to shift the order of items in list up and down.

At the very bottom right of all screens, there are also Revert and Apply buttons that will be available if you have made
any edits.

Revert Apply

1 Usethe Apply buttontoapply all the settings youbve comMpplygitwiled du:
stop and restart the TotalView service. This could take up to 5 minutes.

1 Use the Revert button to revert to the last saved configuration.

Toolbars
You can add menu items on the left to the toolbar at the top by right-c | i cking on a menu item and
You can remove a toolbar fromthe top byright-c | i cki ng on the tool bar and choose @R

Restart Icon

In the upper right corner of many screens is a yellow restart icon. This icon will prompt a notification for changes that will
require a service restart. It is generally best to make multiple changes and then apply all of them at once to have the
service only restart once.
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TotalView License Page
This page will allow you to review and update the license information for TotalView:
| 8@ - o X
| 7oDevices & Clowd fJServers . Services 1o Reports
earch Opt ‘ TotalView o
~ YotalView Ucerrie Information
Data Retenton Customes Nambes
v Emad
Nert Opticrs Customes Location: |
?w* Contact Narrw: T Tius
Toch Suppont
v Web ieterface Contact Phoce: 4087481777
AP| Keys
Authentication PattGobtions Cortact Umad SemoSpattnoi Aiore. com
Wb Server e PaSSCh 08 Corn MAC Addrons:
Couvd
v Dashboard Change [ Validate Licerse
eathee Widget Total Network Visbilty®
nter et LUcense Count
v Network 34 LUoonsed mtefoces x1 54
¥ Nerts O Servery x5 [
Device Alerts 1 x1 1
‘ fovie Ay 1 Cowd x3 3
Y &"c“"’m& Service version 14134140 0 SDWAN x3 0
| o e e N = -
| Schundde Call Simadator version:  8.0.8551 Total used L
Variables Ramotelnioht werson: 14114115 Ucensed 10000
BGP
Custom OID St 2 Remotelasight License Count
v Devices Cogy version il 10 ipbowd femotcinught Agods 3
Ignoeed Eror Counters
Ignoeed intertaces
ignceed Type Names
v Dagam
Layer-3 Extludes
Laywr-3 ignotes
Layer3 Static Links
Click fAChange/ Validate Licenseo to mavalieategheticengaenge t o he

w License Information
Enter your license information. All fields are required for validation.

Customer Number:

X

Customer Location:
1

Contact Name:
Tim Titus

Contact Phone:
408-748-1777

Contact Email:

demo@pathsolutions.com

MAC Address:

Check License

Cancel

Enter your subscription information and then select Check License to validate the license.

If you purchase additional interfaces for your growing network, just give us a call or email sales@pathsolutions.com. After
purchasing additional licenses, use this to re-validate the license.
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Data Retention

The Data Retention section allows you to determine how much storage is taken up with each data element and control
the retention days for each.

» - o X
0
/\»Revices il Cloud Servers . Services pe= Reports
. : Data Retention
v TotalView Assocstons Database: 2 s e
Data Retention :
> Emad Cloud Information Datsbase:  |§ vl doys v
Shnpe { :
Tech Support Device Badups Database: % o] days v
Web Interface = ,,:
Coud Device/interface Database: |56 o1 doys ssIme
Dashboard o
Internet Urux Servers Database: » <] doys wve
Network =
NUT NetFow Database: 12 ol days 518
» Remoteinsight o -
Reports Network Services Database: X - days 78
SO-WAN Remote Insight Tests Database: (90 : days 138
' Servers f =
Sorbens SD-AWAN Database: is vl days 2% K8
Vol f ~
SIP-Trurks Database: s ol days 12413
Windows Servers Dotsbase: |0 s M
Revert Aoty
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Email Configuration

This section configures the email communications along with the automated Network Weather Report and the Nightly
Security Report.
¥ - o x

:rr:owxn & Coud ﬂm Services pe=; Beports

temad o
v TotalView Mad Server Address: | 30.0.0.10 Port
Dats Retention
- Encrypton: (@) Nore ns SS LJ Authenticate

Sorage
Tech Suppont Sord fom:  LAS vetma Reports SRt SOl tons. com

Web Inteface

Clowd
Dathbosed
Internet 3 .
. ] Send daly network "Weather Report
Network
N The "Weather Regort” can help you keep Track of your network health on a dally bass. Send Weather Report Now
Femoteinught
Reports Cerd to:  pwiriter Boothech ore com Test
Faks
SO-WaN
Servers

Services Ths report can be astomiaed % ndude specfic niormaton, or smply provide an overview of general health 3¢ Report

] Send Nghtty Secunty Repert
A gy secunity report showing 0ot exgonres and wirer sbdities 1 the ervronment Send Seounty Report Now

Serd sarier SO0k S0ns. com: 180 SOa T eok tons. com Test

Enter your SMTP relay server IP address. This address can be your SMTP mail Internet gateway server's IP address
(depending on your mail server configuration). If you are uncertain, check with your email server administrator. See
Appendix B. SMTP Email Forwarding for additional information on SMTP relay server configuration.

You should select the type of encryption and what type of authentication (if any).

Enter the email address where the emails should be sent from.

Configuring the Weather Report

If you want to receive a daily network Weather Report, select the Send d aily network fAWeather Report dcheckbox and
enter one or more email addresses. Separate each email address with a space, comma, or semicolon.

Select Test to send a test email to all users listed.
If you want to modify the network Weather Report, select Edit Report . You will be able to modify the default report

template to include your company logo, custom information, or shrink the email to display only the information selected.
See Creating Email Report Templates for a full list of the objects that can be included in emailed reports.

Note: The report uses MIME encoding to allow email readers to respect the content as HTML formatted content. If you
need assistance with modifying this report, and do not understand MIME encoding, refer to the IETF's RFC1521
(www.ietf.org) or contact PathSolutions Technical Support for assistance support@pathsolutions.com.

Note: Do NOT put a period (".") on its own line anywhere in this file.
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Configurin

g the Nightly Security Report

If you have the Security Operations Manager module, you can get a nightly security report sent to your mailbox that has a

summary of your security posture. If you want to receive the Nightly Security Report, select the Send Nightly Security
Report checkbox and enter one or more email addresses who should receive the report. Separate each email address

with a space, comma, or semicolon

Select Test to send a test email to all users listed.

Alert Options
The Alert Options section allows you to change how alerts work.
¥
prpermes e cowd [Poeoens | servces ) Beserts
Abert Options
= Totaliure D Prefo Ebert AMar Ernasl Printy
- E_'::Pﬁ":""' del sl 1 poll hiod Sat
Aberr Dipteesrri
hoepage
Tech Suppea
Wieh inderface
lensd
Dabbaosd
FReTrat
Hatari
MLT
Femaheraight
Repaiti
Raicy
SO-NAN
Srrsem
SerwiEh
velP
Al
For example: Alerts are triggered the first time an event happens (the default).
I f you want alerts to trigger only after the thi
@ Change Alert Option X

Prefix: default

) Alert every poll

Send alert every poll while the value exceeds the threshold, then once when

the value normalizes.

°Alertafter 1 : polls

Send alert once after the value exceeds the threshold for specified number of

polls, then once when the value normalizes.

Email priority:  Not Set 4

o [oma |

r d

t

me

Page 12



PathSolutions Administration Guide TotalView 15

Set the alert to trigger only after X number of successive failed polls, and the once when the condition recovers.

For example, if every 5 minutes an alert is sent on low disk space on one drive, the frequency of the alerting can fill your
mailbox with alerts. In that case, set it to send just the Low disk space on Fred drive C  alert and then it will be silent until
the disk space problem is fixed. Once fixed, it will send out the Disk space on Fred drive C has recovered alert.

Note: There are also many other alerts to set up for different conditions and events, available to you when you start to
navigate the sections. Create a filter on the word alerts to quickly get to the sections for setting Network alerts,
Risk alerts, Server alerts, and VolIP alerts. The screenshot below displays an example of the alerts filter.
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Storage

The Storage section allows you determine how much disk space is taken up for various parts of the product as well as to
make it easy to move a section to a different drive on the server.

& E O X

s(wDevices i Cloud nsemeri = Services = Reports
~ Storage o

Data Retention A | Applcation folders:

Emnail

Storage

Tech Support

Web Interface
Clowd
Dashboard
Internet
Metlly NetFlow 10.4 GB | 91.9 GB free on drive Ct)

W Network C:\Program Fes (x85)\PathSclutons TatalView\DATA

Alerts

Backup

RER Syslog 302 MB / 91.9 GB free on drive C:Y

Custom OID Clear

Darwiions Ct'\Program Fies (x85) \PathSolutions TotalView \DATA

Disgram

Faverites

Financials Device Backup Logs O KB [ 91.9 GB free on drive C:\ Meve
W PAM

IPAM Subnets C:\Program Files (xB5)\PathSclutions Tatalview \DeviceBackup Clear

lsgues

Maps

Meraki

MetFlow TFTP 33 KB | 91.9 GB free on drive C2) Move

Data (including NetFlow, Syslog) 13.0 GB [ 91.9 GB free on drive C:) Mave

Ci'Program Fies (x85)PathSolutons Totalview\DATA Clear

Metwork Thresholds
Polling
Private IP
Syslag
TFTP
WAN

MNLT

Remotelnsight

Reports

Rizles

SD-WAN

Servers

Services

VolP

C:Program Fies (x85)\PathSolutons Totalview \TFTF Clear

Revert Apply

Select Move to relocate the folder to a new location or select Clear to empty the folder.

Note: If you move a folder, you must specify a local drive on the server, you cannot use a network share.
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Tech Support

The Tech Support section allows you to change the service account and validate various connections to different

external sites that the product uses for external data.

y .

ipevices i Cloud [Pervers _ services o Reports

—1
i+ Tech Support
Data Retention Service Account:
> Email
Storage Service account: I Change
Tech Support
» Web Interface Account groups: |Errur:Tl!RF‘Csa'uE'=uuvddt.
Cloud
» Dashboard
Intemet
Metilly Service Status
W Network Service is running
> Alerts 5
S Backup Start Service Restart Service top Service
» oGP Smmwmandymnsmmnm
Custom OID
> Devices
> Diagram URL Check
Favorites +
N : b0 ninbsiotion. com
Financials License server
W IPAM Network Device OS Vulnerability chedks:  hittps: [fvd nist. gov o®
IPAM Subnets TP Blacklist LRL: oK
- IP Country List LRL: ps: orilnad, o dloe oK
Maps
Meraki Gealocation nformatian: it fapi. petack.com o
NetFlow OUl Manufactrer et Dtipe: fetandarde-oul jees. crg foui bt oK
Nmrk Thresholds Meraki AP1: obos: i, ’ oK
Polling
Private IP
Sysleg EventLog
TFTR evel
Log 0|0 0|00 000 OO0 00000 00000000 00001111
WAN sk
NLT
» Remctelnsight Tum on Al Debugging  Default Debugging
Reports
» Risks
SD-WAN e
> Servers CollectMAC Intalert NLTLog SecurtyWatch WatchContracttd
Services
> VolP DeviceBackup ToTMACFiter Fhvdimport ServerAlert ‘WatchService:

Apply
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Web Interface

The Website Interface section controls the built-in webserver that is part of TotalView. Select the Web Interface section
from the left-hand menu and it will show three different areas: API Keys, Authentication, and Web Server.

9 - o X

:r.f:nevices & cloud ﬂservers o Services e Reports
[ Web Interface

Diata Retention A | ABLEEys: ‘This configures APT keys for the web server,
Ernail

Shoiage Aythentication: This configures how users are permitted to login to the web server.

Tech Suppert Diti-Site: This configures different sites and their LRLS that wil alow easy between muitple
' Web Interface
AP Keys
Authentication”
Multi-Site
Web Server
Cloud
Dashboard
Intemnet
Netally
W Network
Alerts
Backup
BGP
Custom OID
Devices
Diagram
Faverites
Financials
W IPAM
IPAM Subnets
lssues
Maps
Mergki
NetFlow
Metwark Threshelds
Polling
Private IP
Syslog
TFTP
WAN
NLT
Remotelnsight
Reparts
Risks
SD-WAN

\Web Server:  This configures how the web server aperates.

Revert Apply

Page 16



PathSolutions Administration Guide

TotalView 15

API Keys

The API Keys section allows you to

create

account s

t hat

JSON API in a controlled fashion. This can be used for CURL requests, Postman requests, or any other mechanism.

¥

:,,i:new.es &b Cloud ﬂsenm . SERViCES [ Reports

AP Keys

Data Retention A

Name AP Key Expires Role

— O X

Ermail

Dashboard Unlimited

Storage
Tech Support
W Web Interface
API Keys
Authentication”
Multi-Site
Web Server
Ooud
Dashboard
Intemet
Hetilly
W Network
Alerts
Backup
BGP
Custom QID
Devices
Diagram
Favorites
Financials
W IPAM
IPAM Subnets
lssues
Maps
Meraki
NetFlow
Metwerk Threshelds
Polling
Private IP
Syslog
TFTR
WAN
NLT
Rematelnsight
Reports
Risks
SD-WAN

TatalViewAdmin

To create a new key, click Add. You will see the following dialog:

B Change API Key X
Key Name: |Dashhnard NOC View |
APLKey: |Eaﬁb7aab'7d434bf6ﬁ99U'ZESUaEbfﬂ 157 | Generate
Bgress (@) Unimited

() umited  10/31/2025 11:52 8 s
Role: [ ashioard oriy hd
x

You must give the key a name. The API key string is automatically generated. You can re-generate the key string if

necessary.
You can also set an expiration date on the key.

Each key should have a role identified as to what data is available. The role is defined on the Authentication tab.

Page 17
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Authentication
This section allows you to control how the webserver authenticates users, and what type of authentication should be

performed. Select from None, Internal, Active Directory

Wh e n

fiNoneod is

sel ected,

Below is a screenshot of the None authentication option.

, or Other.

t her e

Wi

be

no

aut hent

/"

9 .

Devices g Cloud ﬂserum -senme; P-M

Data Retention
Email
Storage
Tech Suppert
W \Web Interface
APl Keys
Authentication”
Mhulti-Site
Web Servet
Cloud
Dashboard
Intemet
Netilly
Network
Alerts
Backup
BGP
Custom OID
Devices
Diagram
Favorites
Financials
W IPAM
IPAM Subnets
lssues
Maps
Meraki
MetFlow
Metwork Thresholds
Polling
Private IP
Sysleg
TFTR
WAN
HLT
Rematelnsight
Reports
Risks
SD-WAN

| Authentication®
Al Ot Omiemd (@) Actve Drectory

AD Security Group Access

TetalViewAdmin

() Radus

Reset Sart

*, Bpscan, @pcentrel, @vulnerability, @svecontrel, @bekpeontrel, @seripteontrel @agentderegister

Revert

cat

on
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When dl

nternal o

s selected,

a | ist of

account

Below is a screenshot of the Internal authentication option. Accounts and roles can be added, changed, or deleted in this

section.

¥

Data Retention
Email
Storage
Tech Suppert
W Web Interface
APl Keys
Authentication”
Multi-Site
Web Server
Oloud
Dashboard
Internet
Hetdlly
W Network
Alerts
Backup
BGP
Custom QID
Devices
Diagram
Favorites
Financials
W IPAM
IPAM Subnets
lssues
Maps
Meraki
NetFlow
Metwork Thresholds
Polling
Private IP
Sydlog
TFTP
WAN
NLT
Remotelnsight
Reports
Risks
SD-WAN

JyoDevices il Cloud gseruers &

—
-y

) mctive Dractory

| Rale

add... Change... Delete...

Rele

Reset Sort

Access

TV-Users
TotalViewAdmin

Add... Change. Delete.

®, @pscan, @pcontrol, @vulnerability, @svceentrol, @bckpeontrol, @scriptcontrol, @agentderegister
*, @pscan, Ppcontrol, @vulnerability, @svcoontrol, @bckpeontrol, @scriptcontrol, @agentderegister

Reset Sort

Revert Apply
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Wh e n

fiAct

vV e

Directoryo
be created on the domain that reflect the users who have different rights to TotalView. The AD Security Group name will

be used to assign access rights to those users.

i s

selected,

t

wi ||

p .

Ermail
Storage
Tech Support
W \Web Interface
API Keys

Mehulti-Site

Cloud

Dashboard

Intemet

Netilly

W Network

Alerts
Backup
BGP
Custem OID
Devices
Diagram
Favorites
Financials

% IFAM

lssues
Maps
Menki
MetFlow

Polling
Private IP
Syslog
TFTR
WAN
HLT
Rematelnsight
Reports
Risks
SD-WAN

Data Retention

Web Server

:f.‘:nevm db Cloud nserum

Authentication”

IPAM Subnets

Metwork Threshelds

-

Services e Repors

| Authentication®

A O Nane Q Internal
AD Security Group

TotalViewddmin

(@) netive Drectory

Access

*, Bpscan, @peontrol, @vulnersbility, Bovecontrel, @bekpeontrol, @seripteontral, Bagentderegister

Reset Sort

Revert Apply

have

AD

nteg
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Below is a screenshot of the Radius authentication option. You will need to enter the Radius server IP address and port
and the Radius secret. You will need to have the Radius server send back the group field name to use to identify which
security group the logged in user should be assigned to.

» - o X
:r.f:nevices b Cloud ﬂs«vm o Services e Reports

Authentication® o

Data Retention Al Onone  (Omemd () acvedrecory  (8) Radus
Email -
Storage Server address:
Tech Support
W Web Interface Poet: 1812
AP Keys .
Authentication® Group field name: | Callback umber
Multi-Site
Web Server Radus seaet: sranen
Toud
Dashboard
Internet Rale Access

Netally
W Network TV-Users *, Dpscan, Dpcontrol, Bvuinerability, Psvecontrol, @bckpoontrol, Pscnptoontrol, Pagentderegister

Roles

&

Alerts TotalViewAdmin *, @pscan, , @ 3 ! | @scrpteontrol, @agentdsregister

Backup
BGP
Custom OID
Devices
Diagram
Faverites
Financials
W IPAM
IPAM Subnets
lssues
Maps
Meraki
MetFlow
Metwork Threshelds
Polling
Private IP
Syslog
TFTP
WAN
NLT
Rematelnsight
Reports
Risks Add... Change. Delete Reset Sort
SD-WAN
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Multi -Site

TotalView has the ability to link Multiple TotalView Instances together within the TotalView WebUI.

w

= ? ;\::Devices & Cloud

g Servers

Servi Reports
- rvices P- epol

Search Options (Cirl+E)

| multi-site*

Alert Options
Storage
Tech Support
W Web Interface
APl Keys
Authentication
Multi-Site”
Web Server
Cloud
' Dashbeard
Weather Widget
Internet
W Network
W Alerts
Device Alerts
Parent/Child
Route Alerts
% Backup
Credentials
Devices
Schedule
Variables
' BGP
Alerts
Peers
Cisco EoX
Custorn OID
% Devices

Ignored Error Counters
Ignored Interfaces
Ignored Type Names
Interface Description

Diagram
Layer-3 Excludes
Layer-3 Igneres
Layer-3 Static Links

Favorites

Financials

IPAM
IPAM Subnets

lssues

Maps

Meraki

NetFlow

Metwork Thresholds

Polling

Private [P

Syslog

TFTR

WAN

NLT

~

Sites

Import...

Export...

i(-lDl Current Site name URL

[ ] Google https://www.google.com/Tzx=17619362795928n0_sw_cr=1
[ ] Glenlivet Distillery https://www.maltwhiskydistilleries.com/theglenlivet/age-gate

[ ] PathSolutions https://www.pathselutions.com/

Change... Delete...

Make current

Shift Up Shift Down Reset Sort

Revert
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Add the Site Name (Name to be displayed on the Tab)
Add the URL for the Additional TotalView Current and Additional Instance

&P Add New Site e

|:| This is the current server

Site name:™

URL:* | |

K, Cancel
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Web Server
This section controls how the webserver will host the pages out and assists with creating a website certificate for the site.

You can also add an access control list to only respond to requests from a specific subnet or IP address.

.
¢(»Devices i) Clowd ﬂse“ers - SERViICES r Reports
=
Web Server o
Data Retention A Wb Server Options A
Email r ry
Storage Wieb Page Reload: o w | seconds
y T:‘;‘ I‘“:P;"" Uriock Web Configuration: _i] Unlock
Web Interface
API Keys Records to kst on the Top-10 tab: |10 s View Wieb Page
Authentication® = —
H“umc';t:" © Bult Wieb server type: @) ures () wrm
Web Server Buit-n Web server port number: | 443 H
Cloud
Dashboard
Intemnet Certficate Access Control List:
Netally
' Network Server Certficate: View Ful Info
Alerts
Backup the certficats,
BGP
Custom QID Valid: ?EE&H 5:22PM —B/13/2026
gm“ Subject: € =S, ST = Calfornia, L =
ki i Santa Clara, O = PathSolutions
Favorites Inc., OU = IT Operations, CN =
Financials ‘.pa't:dsgluums.local.
emaifddress =
W IPAM
itaps @pathsclutions. com
IPAM Subnets . - —== sl
Issues The listis empty.
Maps Any chent can access the web server.
Meraki Generate C5R: Generate Certificate Request...
MetFlow
Metwork Threshelds
Polling Import Certificate: Import KEY file...
Private IP
Syslog Impart Certificate fie...
TFTR
WAN
NLT
Remoteinsight
Reports Restore Certificate: View Backup Certificate...
Risks
| W W
SD-WAN Restore Certificate from Badwo... Bk ik
Revert Apply

The Web page reload allows for global setting to have web pages refresh after a set number of seconds. This will affect
al | pages viewed on the site. To change an individual pag
page and refresh interval for that page.

The web front-end can be unlocked with the checkbox to permit removing individual interfaces from being monitored as
well as add interfaces to the WAN and global Favorites list.

The next field controls howlQOmanlyi stecords to |list on the AT

The built-in webserver can use either HTTPS (recommended) or HTTP for communications. The webserver port can be
overridden to be any port desired as long as it is not used on the server.

There are certificate handling capabilities on this page allowing you to create a certificate request and then import the
KEY file and certificate file after they are generated by your certificate authority.

You can add an access control list to only permit certain IP addresses or subnets to use the web pages.
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Cloud Monitoring

To configure Cloud interfaces, select Cloud from the left-hand menu. Here, you can add, change, or delete any websites
by name and IP address. Assign a sort order, by using the Shift Up or Shift Down buttons.

¥ O
Coed o
A fre
) pevam Name Latwncy o [Lo % [Rowe 050 |fmat I A
S i e i == i J
® Q0w Ne
® S H0Gew e
® e Na
@ o Hlem e
® 2100w s
[ *
® -G o
® 2 H00ew tee
[ R tee
@ -G Ne
@ >+ e
@ MG =
® M0 [
@ o raw "%
® 00w NG
0 S law o
P . > e e
P @ 50w .
yshos 0 G *
! ® 0w "
.‘,. ® S H00ew N
Pamctencghe ® -G re
Kegaaty ® -G &
fata ® 5 H0Ge "
:”;“ ® HH0Gew ’e:
Sorvices @ 5 H0Gw v Y
P S o
e L

Setup email alerts for latency and loss thresholds when you add or change the address on the cloud list: Select an
address on the Cloud list, then select Change. If you want email alerts, select the Email Alerts checkbox and fill out
those fields. Select OK to save.

& Change Cloud Service = |
Group: O-HOGesr v
Agdress:
- i
L ] Googs DNS Seoondary
Tcor: Googhelicnud prg
] psce
] Emanil sierts )
o
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Dashboard Settings

The Dashboard page allows controlling dashboard widgets.

¥

Data Retention
Email
Storage
Tech Support
Web Interface
Cloud
Dashboard
Internet
HetAlly
W Metwork
Alerts
Backup
BGP
Custom QID
Devices
Diagram
Favorites
Financials
W IPAM
IPAM Subnets
lssiies
Maps
Meraki
HetFlow

Polling

Private IP

Syslog

TFTPR

WAN
MLT
Remaotelnsight
Reports
Risks
S0-WAN
Servers
Services
VolP

yyoDevices il Cloud E15en-ers o

Netwerk Threshelds

Services

= Reports

Dashboard
A | Mzather Widget: Moy sites for the weather widget.

Uiplaad default dashboard Ravert dashbaard

Revert

Apply

If you want to change the default dashboard that all new users see, create the dashboard on your local browser and then

choose
then cl

fiSavebo
i ck

and

AUpl oad

the dashboard
def aul t

wi

dashboar do

be
to

downl

oaded

i mport it

to
as

y
t
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Weather Widget Page

The Weather Widget page allows you to add locations to the weather dashboard widget. These locations are typically
office locations and datacenters so you can correlate when weather events will affect these sites.

»

)
{‘:\Devices @ Cloud gsarvers -

Services

|SEE'1"- Options (Ctrl+E)

r- Reports

| ‘Weather Widget

v

Alert Options
Storage
Tech Support
¥ Web Interface
API Keys
Authentication
‘Web Server
Cloud
Dashboard
Weather Widget
Internet
Metwork
v Alerts
Device Alerts
Route Alerts
~ Backup
Credentials
Devices
Schedule
Variables
~ BGP
Alerts
Peers
Custom QID
' Devices
Ignored Error Counters
Ignored Interfaces
Ignored Type Mames
Interface Description
~ Diagram
Layer-3 Excludes
Layer-3 Ignores.
Layer-3 Static Links
Favorites
Financials
~ IPAM
IPAM Subnets
Issues
Maps
Meraki
MetFlow
MNetwork Thresholds
Polling
Syslog
TFTP
WAN
MLT
Remotelnsight
Script Editor
Web Server

~

Site name

Coordinates

Santa Clara
‘Washington
The Alamo

37.3784579, -121.9678433
38.8076667, -77.0365371
28.4260629, -98.4861715

Add...

Change... Delete...

Reset Sort

Revert

Apply
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The resulting weather dashboard widget will look like this

UNITEC

RERL
== | eafiet | Map datas ® CARTO, Weather data @ Open\WeatherMap

Optionally:

You can create a

Dashboard

URL

t hat

doesndt require

Create a role (TotalView -> Web Interface -> Authentication) with Dashboard Only view

¥

}\‘:Be_ms s Cloud ﬂsﬂv_m_mp_m

Data Retention
Email
Storage
Tech Support
W Web Inerface
AP Keys
Authentication”
Mult-Site
Vieb Server
Cloud
Dashboard
Intermet
Netally
¥ Network
Blerts
Backup
BGP
Custom OID
Devices
Disgrem
Favorites
Financials

Network Thresholds
Paling
Private P
Syslog
T
WaN

Ty

Remotelnsight

Reports.

Risks

SD-WAN

Authentication®
Al Qe Omend (@) seweorecnry () rais
4D Secuity Group Access

TotalViewAdmin

*, @pscan, @peortiol, @vulnerabiity, @svecontrol, @bckpeontrol, @seripteontiol, Eagertderegister

Aut he
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Create an API with the view selected

Refer to TotalView -> Web Interface -> APl Document section

Create and API Key with a Dashboard only Restricted View

Then you can use the APl in a HTTP call to display the Dashboard Information without Login required.

If you create an API key and then use it as part of the URL for the dashboard, a logged in user on a NOC monitoring
machine should have continuous access to the dashboard information after the service is restarted:

Example: https:/<totalview server no brackets>/dashboard.html?api_key=<API Key with no brackets>

Metwork Health ’ Device Manufacturers ’ Interface Speed
00

20

i \‘ .

70 .

g &

50 . .
10

20
20 ]
10

0 [ ]

Network Health

Interface Duplex

Daily Errors ’ Daily Utilization
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Internet Settings

The Internet page configures the external DNS and remote connection that should be tested to validate Internet
connectivity on the Internet tab.

¥

pipoces e gl [Psoen | seoes e Resem

:-l'lF'I‘l"'-.' A et oD Mame e oog Do
rmad
i it st [ arver
T aapptt
Weh el noe

4 ko

Trthipngrd

PEd

Yurla

W Marteod

Sty

Haciug

The name will be used to do a local DNS check as well as a remote DNS
to validate that Internet connectivity is working smoothly.
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NetAlly Settings

Select NetAlly from the left-hand menu, then select the Enable NetAlly Integration checkbox and the section on NetAlly
link-Live Integration will become available.

Then enter your NetAlly login and password in the Login and Password fields.

9 - 0o X
;:\;:Dew:es b Cloud ﬂsen-ers k. Services E Reports

HetAlly o

Data Retention A L Enable Metally integration
Email
Storage
Tech Support
Web Interface
Ooud
Dazhboard
Internet
Netally
W Network
Alerts
Backup
BGP
Custom OID
Devices
Disgesm
Favorites
Financials
IPAM
IPAM Subnets
Issues
Maps
Meraki
NetFlow
Netweork Threshelds
Polling
Prvate IP
Syslog
TFTR
WAN
MNLT
Rematelnsight
Reports
Rigks
SD-WAN
Servers
Services
VolP

<

Revert Apply

Note: If the NetAlly tab does not show up on your deployment, contact support@pathsolutions.com for it to be enabled.
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Network Monitoring

Select Network from the left-hand menu. This section configures network related communications and alerts. The top
menu provides a short description of each subsection.

¥ - O X
[ Devices d Cloud ﬂserum - Services = Reports
Metwork Configuration Group
Data Retention A | This ssctien configures netwark related communications and alerts.
Email
Storage Merta: This allows communications alerts relating to netwerk devices and interfaces.
Tech Suppert Backup: This section configures S5H communications with network devices to perform device badeups and configuration management.
Web Interface
Cloud BGP: Ths configures BGP alerting for peers.
Dashboard Custom QID: Configures custom OIDs to be monitored and sssodated with & devies fnterface.
Intemet
Ne:.:llly Devices: This configures SHMP communications with netwark devices.
W Network Dagram: This configures the dynamic network diagram to indude or exdude subnets and devices.
Al
n:::P Evorites: This configures interfaces to show on the Favorites tab.
BGP Finendials: This configures informatian to show an the Financials tab.
Eun_omOID Taguee: This shaws what types of iseues wil shaw up on the Tssues tab,
evices
Diagram Maps This configures network maps an the Mags tab.
Favorites
[hrak: Configures Merald APl ey,
Financials o .
W IPAM MetFiow: This configures interfaces that are NetFlow enabled.
IPAM Subnets Nebvork Thveshokds: This changes the network viualsert threshold evels.
lasues
Maps Paling: This configures the poling tmeframe and behavier.
Mechh Private IP: This configures the list of private subnets.
NetFlow
Netwerk Threshelds Sygogt This ensbles snd configures sysiog slerts.
Polling IEIR: This enables and configures the TFTP server,
Private IP
Syslog WAN; ‘This configures the interfaces to show on the WAN tab.
TFTP
WAN
NLT
Remotelnsight
Reports
Risks
SD-WAN
Servers
Services
[
Vol v
Revert Apply
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Alerts
Select Network > Alerts from the left-hand menu. This section allows for you to set Device A lerts and Route Alerts .

» - i X

r:.-.Devices b Cloud nsenrets = Services = Reports

Alerts

Data Retention A | Desice Mlerts; This configures network device and nterface related dlerts.
Ernail

Storage Parent/Chid: This configures parent and child relationships between devices.

Tech Support Route Alerts: Thes configures routing table change alerting,
Web Interface
Cloud
Dashboard
Intemet
Hetdlly
V' Network
W Alerts
Device Alerts
Parenit/Child
Route Alerts
Backup
BGP
Custorn OID
Devices
Dsagram
Favorites
Financials
W IPAM
IPAM Subnets
lssues
Maps
Meraki
NetFlgw
Metwark Threshalds
Palling
Private IP
Sysleg
TFTR
WEN
NLT
Remaotelnsight
Reports
Risks
SD-WAN
> Servers

Note: There are other network alerts to set up for different conditions and events, available when you start to navigate
the sections.
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Device Alerts

Go to Networks > Alerts > Device Alerts
levels of utilization or errors.

. The system can generate alerts if interfaces change status or exceed set

‘9 .

7 (= Devices d Cloud ﬂserum = P-M

Data Retention
Ernail
Storage
Tech Support
Web Interface
Oloud
Dashboard
Intesnet
MetAlly
W Network
W Alerts
Device Alerts
Parent/Child
Route Alerts
Backup
BGP
Custem OID
Devices
> Diagram
Favorites
Financials
W IPAM
IPAM Submnets
lssues
Maps
Meraki
HetFlow
Metwork Threshalds
Pelling
Private IP
Sysleg
TFTR
WAN
NLT
> Rematelnsight
Reports
Rigks
SD-WAN
> Servers

Device Alerts

Device name I_IF address Alert type Email
Any Communication Failure  itope@pathsolutions.com
Any Infrastructure itops@ pathsolutions.com
Any 'WAN Interface itops @ pathselutions.com
HQ Any Interface wsukhorukev@pathsolutions.com

<

Add.. Changy Delete. .. Res=t Sort rable Disabis

Apply

Add or change alerting for interfaces or devices on the Alerts section.
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For Device Alerts, if you select the Add button, you should see the following alert configuration dialog.

& rdd Aert w
Emai address:*
Description:
IP address: &2 Pathsolutions: unknown (10.0.0.1)
levices fr his I X ] ]

Aert type: (O Device Communications Failure

() Cisco CPU Utiization L g,

(O Csco free RAM } bytes

(O MOSscore 3.4 o

(@ Device reboot

() Device OS change

() Spanning-Tree topology change

() Any Interface

() Interface Number(s) (ie. 1,5,7-10)
(O Interface Description

() Interface Type

() Infrastructure Interface

() WaN Interface

Cancel

Enter the email address that should receive the alert and a short description of the alert.

Enter the IP address of the device or select Any from the IP address field to match any device or device group.

Choose a device-related alert like the following:

f
f
f
f

il

Device Communications Failure : This will trigger if the device does not respond to the initial SNMP query at the
start of a poll. If it does not respond, it will attempt to ping the device to see if it is completely unreachable and
then send the appropriate alert.

Cisco CPU utilization : This will trigger if the Cisco device shows its 5 minute average CPU utilization above the
threshold level.

Cisco free RAM : This will trigger if the amount of free RAM on the device drops below this level.

MOS score: This will trigger if the MOS score to/from the device drops below this level. This option will only be
enabled if you have the Telecom Ops package as part of your license.

Spanning -tree topology change : This will trigger if the spanning-tree topology changes for the layer-2 domain.

Choose an interface-related alert. The interface related alerts allow selecting interfaces based on the following criteria.

f
f
il

=A =4

Any interface : Any interface on the selected device(s)

Interface number: This allows selecting a specific interface number

Interface description : This allows entering an interface description that will match with text that exists on the
interface description or interface alias.

Interface type : This allows selecting a specific interface type that would match interfaces.

Infrastructure Interface : This type of interface matches any interface that is a switch interface that connects to
another switch (more than 4 MAC addresses on an interface), or connects to another monitored device (switch,
server, or router), or is an interface -wnera swirtveh
with one selection.

Page 35

iomt 4



PathSolutions Administration Guide

TotalView 15

For interface alerts, trigger thresholds can be set for one or multiple conditions.

M Transmit Utilization Rate
1 Receive Utilization Rate
I Error Rate
1

Status Change: PoE change or up/down change

Group Alerting

To setup an alert for devices in a group, select the dropdown menu for IP address and select Any from group
NAME. For example, if you want to know when any device in the Chicago group has an interface with high utilization,

select the IP address drop-d o wn

me n u, and sel

ect

Chicago Group Alert and fill out the parameters that will trigger the alerts.

fi Avmitg a doncieendesgriptiorny quch@C h i ¢ a g ©

&P add Alert

Email address:
Description:
IP address:

Alert type:

Status change:

[] Tx utilization:
[] Rx Utilization:

[ Error percentage: i0

| itops @pathsolutions. com

|poe

Any from group "Chicago™

O Device Communications Failure
() Cisco CPU Utilization 80 5 %
() Cisco free RAM 4096

() MOS score 3.4 %

(") Spanning-Tree topology change
(® Any Interface

() Interface Mumber(s)
() Interface Description
() Interface Type  other
() Infrastructure Interface
80 - percent utiized
80 -  percent utilized

= percent packet lost

PoE change

bytes

{i.e. 1,5,7-10)
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PoE Alerts

If you want to set an alert when a PoE-enabled device is connected or disconnected from your network, go to the
Network Alerts section and select Add .

Setup an email address from the drop-down menu for the alert.

Add a concise description, such as PoE alert, and complete the Alert type field and the settings that will trigger the
alerts.

Select PoE change from the Status Change drop-down menu and then select OK.

Note: You must first select an option in the Alert type field for the Status Change field to become active.

&P add Alert *
Email address: | itops @pathsolutions. com hal |
Description: ||:u:e |
IP address: Any from group "Chicago™ W
Alert type: () Device Communications Failure

{O) Cisco CPU Utilization 80 = %

() Cisco free RAM 4096 bytes
() MOSscore 3.4 %

(C) Spanning-Tree topalogy change

(® Any Interface

() Interface Number(s) {i.e. 1,5,7-10)
() Interface Description

() Interface Type  other 1
() Infrastructure Interface
[] T utilization: 80 -  percent utilized
[ rx Utilization: 80 - percentutiized

[ Error percentage: 10 % percent packet lost

Status change: PoE change w
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Parent/Child

This feature is used to establish relationships between devices for alerting notifications. If the parent is unresponsive the
children will not alert.

| # asouns

Wty Clara Yemge pndo pathichtscni o< ol

socal

»
Jopomes duced [PJieoen | seome g Besen
| parentsconas
v el A | Device name
w“‘: Optises ~ Santa Clana/ Sy
Teh Suppont Sonta Clara SantaClars pathaciutions Jocel
V- Webtadoce Sats Clasa Michelod
AP Kays Sonts Claa Sungundy
Ahecsion Sonts Claea Chardonnny
s Santa Clava Prmet
Wb Suver Santa Clava/ Markct
o0 Sants Claea Masicat
Oushbosnd Santa Claa Palommeng
Weither Wbt Sonts Clava Farshong
nterrat Sents Claea Dubonnet
v Naesk Santa Clwa Taddeywine
v A Saeta Clawa Asace
Oevice Alerts Sants Clavadef 1204 poe
Porent/Chig Santa Clarahqops!
i St Claen 5 Openoas
Backup v's "
Credentan < fﬂ:l o o
Oevices Surerprle/ Ton's pywl-ed
Sichateln Sureryvale up ) oMe
" wv"‘u" Surrryveie/seapd Phed
Taravyesie HardC cder
Aerts Saarrryvtle Charts
Peens Surerpvale/Tan's pean oM
Cotom OO Sorevyvale/ USNT
v Devices Surrpvate/ et
Ignered Ener Counteny
Igncred ntedscen
Ignored Type Names
Interfoce Descrption®
v Dagram
Layer-) Lchodes
Layer-3 ignanes.
Layer3 Suste Lnks
Vovortes
LE
v M
PAME Suboety
o
Mags
Mersbs
Nortf bow
Natwors Threthabds
Poling
Prrvaee 9
Sysiog
W
WAN
v Remcteinught
gt [ oo
Web Server
Reports
v Faky
Lerts
Cotficates
Ouctionany
Mo.'m < v o Addeplrwidever A A8 Beas
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Select the top level(parent) and then choose the children devices.
&P select top-level devices x
Select devices
Group | Device name IP Address A
[SantaClara | Syrah =
Santa Clara SantaClara.pathsolutions.local
:Santa Clara -
Santa Clara ternpranillo.pathsolutions.local *
Santa Clara Michelob
ISmta Clara Burgundy
:Snnta Clara Chardennay
Santa Clara Pinot
Santa Clara Merlot
ISanta Clara Muscat
:Snnta Clara Paloemineo
Santa Clara Riesling -
Santa Clara
ISmta Clara Dubonnet
:Snnta Clara barleywine
Santa Clara Alsace —
ISanta Clara hgf140d-poe
Santa Clara hqups1
:Santa Clara el
Santa Clara P5_OpenGear
Sunmyvale sviwl
I Sunnyvale Sunnyvale pathsclutions.local
: Sunmyvale Tim's svsw2-shed
Sunnyvale svapl-office i
Sunmyvale svap2-shed -
I Sunnyvale HardCider .
: Sunmyvale Chianti -
Sunnyvale Tim's svsw1-office v
Su nnyvale UBNT ——
ISu nnyvale sviwl ::_;
m-l titos mﬂh ¥
Cancel
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Route Alerts
Go to Network > Alerts > Route Alerts to configure route alerts. This displays the list of configured Route Alerts.

Tetalivew Cond Tewd = 0 X

» s

a4

fbome s Oowd ﬂm - SOACE e Rty
. B Routs Alerts

Cloud | [Cicaname [Whddes Jhowe Mk [1pe [ e [ ote

’ w’ . _—_— ' sl ArgrSpathsobibonnoom  Chesge o 15506 net
gty : 1 alli doprepthahtionioom  Chunge tn 10 nat Route

W Mtk - HE = E - ACD Bopelipathechtionicom  Chasge to any Reuts
W et - T @ ACD Ap G pehsehsoem  Chisge Lo Hewiten

Devare bty
el Bl L B s &
: v iy Al 0 Roprfpathsobdbont.oom  Change to Atlpsts

L
¥ Bachsp
bl
Cestom 00
¥ Devios
¥ Daginen
Froorites

> mPaM

Hatflgw
Hitwetrk Thiciokd

[Frronte IF

TFTP

S0WEN W L. Crare.. Cueiene. Ruenet Sart Ertie Dibier

Use the Add and Change buttons to add and change the route alerts (IP address and mask), the type of alerts to send,
and the email recipient.

&P Change Route Alert 5 |
IP Address: | Any w
Rioute: e ]
M . |
Type: Fadd [cange [Deete
alert emad: | tops Gpathsgltons.com v
higte: |Change o Houstan Routes ]
S
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Backup Configuration

Go to Network > Backups . This section permits network equipment configurations to have scheduled backups. TotalView
shows backup configurations can also do a diff against previous versions to see what has changed. Also, view the logdfile
of backups and initiate a manual backup from the web interface.

» - o x
;.‘i Devices il Cloud E" servers _ Services [u Reports
§SH Authorization
Data Retention A The authorization password has been configured.
Email
This password is requined to be used anytime changes are made
?0'09: to device: configurations ith the Config Change Wizard,
ech Suppert
ﬂm:;'h Interface Change password | Reset passward
Dashboard
Intemet
NetAlly Credentisls: This configures the SSH credentials used to login to network devices,
W Network Devices:  This configures the devices to use the S5H aredentials.
Aerts
Vv Backup Schedue;  This configures the schedule and saipt to perform badkups,
Credentisls Varishles:  This configures custom varisbles to be used in scripts.
Devices
Schedule
Variebles
BGP
Custom OID
Devices
Diagram
Favorites
Financials
W IPAM
IPAM Subnets
Issues
Maps
Meraki
NetFlow
Network Thresheolds
Poliing
Private 1P
Sysiog
TFIP
WAN
T
Remoteinsight
Reports
Risks
v
5D-WAN
Revert Apply

To use the device configuration backup capability, a master password must be set. This master password is used to
protect the device login credentials from being used illicitly.

Once the master password has been set, it must be used for any changes made to the configuration, or anytime that the
Device Configuration Wizard is used.

Note: If you must reset the password because it was lost, all credentials will be deleted in the system and will need to
be re-entered.

Once the master authorization password is set, select the Credentials section.
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Credentials

The first time you select Backup > Credentials in the menu (or any other Backup subsection), you will get a message
that states Enter the Device Autho rization password field.

» - ] X

}.‘:% il Cloud nserv_m - SETViCEs  p Regorts

Credentials L2]

Data Retention
Email
Storage
Tech Support
Web Interface

Cloud

Dashboard

Internet

HetAlly

HNetwark
Alerts

W Backup

Credentials
Devices
Schedule
Variables

BGP Enter the Device Authorization password:

Custom OID
. |

Devices

Diagram e

Financials

W PAM

IPAM Subnets

Issues

Maps

Meraki

NetFlow

Netwerk Threshelds

Polling

Private IP

Syslog

TFTP

WAN

LT

Remotelnsight

Reports

Risks

SD-WAN

<

Revert Apoly

Enter the password and select Authenticate . This displays the list of configured credentials.
w - O X

JoDevices il Cloud nser\im o Services = Reports

Credentials 2]

Data Retention A | | Credential name I
Email i
Storge psadmin
Tech Support HP Manager
Web Interface swinter

Coud

Dashboard

Internet

Hetilly
~ Network

Alerts

W Backup

Credentials

Devices

Schedule

Varables
BGP
Custom OID
Devices
Diagram
Faverites
Financials
PAM

IPAM Subnets

<

Issues
Maps
Meraki
NetFlow
Network Threshelds
Palling
Private IP
Sysleg
TFTP
WAN
LT
Remotelnsight
Reports
Risks
SD-WAN

Revert Apply
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Select Add to add credentials to the system. The dialog box asks you to enter the username and password that you
would use for SSH connect to a switch or router. Typically, this would be your Radius server credentials or a set of
credentials created on the system for TotalView to use.

»

/y»Devices ) Cloud nsenrers - Services = Reports

Credentials o
Data Retention

Email
Storage

Tech Support
Web Interface

Credential name

psadmin
HP Manager

swinter

Cloud
Dashboard
Internet 1
Netlly 3 Add Credentials b'd
W Network
Alerts
W Backup Credential name: || |
Credentials
Devices Username: ~
Schedule
Vanables Password: *
BGP
Custom OID Confirm password: *
Devices
Diagram
Favorites
Financials
W IPAM
IPAM Subnets
lssues
Maps
Meraki -
MetFlow oK Cancel
Metwork Thresholds
Polling
Private IP
Syslog
TP
WAN
NLT
Remotelnsight
Reports
Risks
SD-WAN

Revert Apply

Page 43



PathSolutions Administration Guide

TotalView 15

Devices

Go to Backup > Devices section to assign device backups. This displays the list of devices with backup configurations.

Cats Vaternco

P~
Toch Suppent
) Wt wtertace
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0 man

Jobore s Owd ﬂl-m - HONE g Resurty

0 X
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~ Covce mama lm— lm ](-n-.- ]
Baim i | A bt Lanns v e 3 e
O 0e- hngr Lot garsihscr i ol o [t
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Vasdgaaten, harderns, u Frasma
Fessguaten, Dtonmes P H Wanager
Hesdquatery QA4 Grovp Markce 2 W Lo per
Hesdpuatan, My hetcd u° [ el
Peedpaator Mo o - B Mamager
Padpaatan OA Crog Poae P [
] a2 pebdman
Munsguanen, lartsl \wa pathichmcn o sl 3 A
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Fasdguatan Fromel Ny 1508 poe u Janter
Fesdguanars Fremel Napadi) 1 P el
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Select Add if you need to add a device to the configuration.

&P ndd Devices .4

Credentials: | psadmin b

sHPort: |22 |

IQ' Group [ IP Address [Harne [ Description ] GK]

] Headguarters SantaClara.pathsolutions.local Cisco MOS Software, 2800 Software ...

[ Headguarters Chardonnay ProCurve J90854 Switch 2610-24, ...

[J Headquarters Pinot HP 197264 2920-246 Switch, ...

[ Headquarters Grenache Cisco Internetwork Operating ..

] Headguarters Ribella Cizco 105 Software, C3560 Softwar...

[J Headquarters Merlot HP 197264 2920-246 Switch, ...

] Headgquarters Riesling Brocade Communications System..,

[0 Headguarters Muzcat HP J9T264 2920- 246 Switch, ...

[J Headquarters Framc Cisco Internetwork Operating ...

] Headquarters Palomina Cisco 05 Software, £3550 Softwar...

[ Headguarters J P5-P1-OpenGear Linux P5-P1-OpenGear 3.10.0-ucD ...

Select the credentials from the Credentials drop-down menu to show you a list of devices, so you can use the

Test connection

appropriate credentials for the device and use the Filter field to filter the list.

It is recommended to select the device then select Test connection to verify those credentials and ensure the security
token is read and stored. If this is the first time communicating with the device, it will ask you to verify the hardware

security token.
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The screenshot below displays an example of testing a connection.

&P Test SSH Connection

Tests finished

Testing SSH Connecton ta __._.______
Connecting to the hast...

0K

Verifying the host key...

0K

Attempting password authentication. ..
Unable to login: Access deried

Attempting
Login faled: Access denied

Show log

Schedule Backup

Go to Backup > Schedule section to create a backup schedule of network devices. This displays the list of devices with

schedules.
g - o X
.
J(vone @ Owd 0-' - FOOKES e femerta
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> :::"“—"‘ A Dedce same ]lﬁ- ]M [k-u ll-d
Dersge Somse, Boctemse ! MU partichlon ko 000 Lvermals urrng ool oy 0t oo pemichLcm (om ne
Touh S Ch o gy B p ot Poih iy b ¥ 000 Cai o Rmmang( ooyl 1t P D) EN ATy e MO
> Wk ntedtuce ressgunm bupandy 000 VO By crbig) ta eoprGenachrcrs com of
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tamet P gurters Dbonrat 004! [l e opnd panacascns (om, Bl
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Select Add to add backup schedules for devices. Then select the backup type, set a schedule, pick a script (browse from
the scripts provided with TotalView), and an email to notify once finished.

B 2ss Senedute X
va | P Address | Mame Descpton ]
[0 Haan J Dutonnet HP JST254 2920-83G-POE« Switch, revision WB,16.10.0022, ROM WEB.16.03 (/wa/swhbuldm/rel_ajanta_arenal_qaoft/code/..
[0 Haan whay Muscat | Dubonnet | HP J9726A 2920- 246 Switeh, reviscn WE16.10.0022, ROM WE.14.03 (/wi/swhuildmy/rel_ajents_asremal_gacH/code/buid/...
[J HQLAN Pt HP 7204 2920-24G Switch, revitscn WEL1A10.0022, ROM WE.16.03 ('wa/swbulldm/rel_sjants arenal qeof/code/buid/ .,
[ narw ' hapai®d Palo Alto Networks PA-300 series firewall
[J Chcage it AngryBatis. pathsolutions docal Cisco 105 Softwaee, C3550 Software (C3550-PSERVICESKS-M), Version 12.2(30)5E1, RELEASE SOFTWARE (fc2)..

O waan MPLSCore pathachutons.iocal Cisco 105 Software, 2200 Software (C2200NM-IPVOICEXS-M), Version 15.1(1)T, RELEASE SOFTWARE (f¢1)..

O HawN - Michelob Cisco N-OSitm) 9000, Seftware (nS000-di5), Version T30 1{1b), RELEASE SOFTWARE Copyrght (<) 2002-2013 by Cisc..
[J HQLAN SentaClace pathsolhutions local Cisco 105 Seftware, 2300 Softwace (C2300NM.IPYVOICEXS- M), Verson 15.1(1)T, RELEASE SOFTWARE (f¢1).

O nQLan tempraniic pathsolutions Joc s Cisco 105 Software, ASRI000 Software (X35, 68_LINUX_IOSD-UNIVERSALKS-M), Version 15.5(3)51a, RELEASE SOFTWARE .
[0 svian —_— Sunevyvale.pathsolutions local Cisco 105 Software, 1041 Software (C1341-ADVENTERPRISEXS-M), Version 15.0(1)M10, RELEASE SOFTWARE (fc1).

[ 8osten - b 1-stout pathsel Jocal £ A0S (X440-8p) version 162.3.5 16.2.3.5 by release-manager on Tue Ape 4 161334 EOT 2017

[ HaaN Syreh Cisco 105 Software [Denalil Cotalyst L3 Switch Software (CATIK CAAUNIVERSALKS-M], Veron 16,350, RELEASE

Type: ® Reccorry O Onetme O Sysop Match

Schedue: 000**7 Eae..

oot Browee...

Noaty: B onfehre [JOntuccmss  Emaki | .

Sysin match: onfigured from

O Canced

For the selected device, it will show the internal system description to help you determine what schedule and script to use
to perform the backup.

The Script should be chosen based on the device manufacturer and OS.

Enter an email address that should be notified of backup success or failure.
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The schedule information is entered in CRON tab format but can easily be modified by selecting Edit to see the full set of

timing options.

Cron siring:

@ Backup Schedule

|DDD"?

Mext launches: |2j8f2023 12:00 AM, 2/9/2023 12:00 AM, 2/10/2023 12:00 AM, 2/11/2023 12:00 AM, 2(12/2023 12:00 AM, ...

Seconds: O Every 1 > | second(s)
® specific III 5 10 15 20 25 30 35 40 45 50 55
Minutes: O Every 1 > | minute(s)
® Specific IIl 5 10 15 20 25 30 35 40 45 50 55
Hours: O Every 1 > | hour(s)
® Spedific |I| 1 Z 3 4 5 & 7 8 ] 10 11
12 13 14 15 18 17 18 19 20 21 23
Days of month: () Any
O sperific 1 2 3 4 5 & 7 8 g 10
11 12 13 14 15 16 17 13 19 20
21 A 23 24 25 25 27 23 29 30 31
Months: (® Every I:I monthis)
O Spedific Jan Feb Mar Apr May Jun
Jul Aug Sep Oct Mow Dec
Days of week: (@ any
() specific MO TU WE TH FR. SA su
Cancel
Note the fANext Launcheso fi el as t will show when

Select OK to completed the schedule changes.

t

he
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Variables

Go to Network Backup > Variables section for setting up backup variables for the backup scripts. This calls up the list of
variables.

In some cases, you may want to use a variable in a script and have TotalView fill in the variable when the script runs. This
variable may be a password (for security reasons it will not save the variables to the files made during backup). Or the
variable may be a variable that you may want to use in multiple scripts, such as a domain name.

» — O X

},‘:De'es &b Cloud nsen-m Services = Reports

Variables o

Data Retention A
Email
Storage
Tech Support
Wieh Interface
Clowd
Dashboard
Internet
Hetdlly
W Metwork
Alerts
W Backup
Credentials
Devices
Schedule
Variables
BGP
Custom OID
Devices
Diagram
Favarites
Financials
W IPAM
IPAM Subnets
lssues
Maps
Meraki
MetFlow
Network Thresholds
Polling
Private IP

Variable

enable

Syslog
TFR
WAN
NLT
Remotelnsight
Reports
Risks
SD-WAN

Revert Apply

Add or change variables by selecting the Add and Change buttons and filling out the Variable and Value fields.

&P Change Variable x

Variable: ‘Enable |

Value: ‘iiiiil |

o | o]
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BGP

Go to Network > Alerts > BGP Alerts

, choose Alert s or Peers

»

}é:nevkgs d Cloud E"sewefs . Services

Data Retention
Ermail
Storage
Tech Support
Web Interface
Cloud
Dashboard
Intermnet
Metally
Network
Alerts
Backup
v BGP
Alerts
Peers
Custom OID
Devices
Diagram
Favorites
Financials
W IPAM
IPAM Subnets
lssues
Maps
Meraki
MNetFlow
Metwork Thresholds
Polling
Private IP
Syslog
TETP
WAN
NLT
Remaotelnsight
Reports.

7 Risks

SD-WAN
Servers
Services

= Reports

| BGP

Alerts: This configures BGP alerts,

Peers: Configures BGP peers that will be available for monitoring.

Revert Apply
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BGP Alerts

Go to BGP > Alerts If a BGP peer gets disconnected or changes status, you can receive alerts.

»

Jiebemes de Ol [ 5eeen Mo e Rewel

Dieds Rebambac
5 i
R
Tk it
LU R ot
e
Derened
e
bbby
W bt
]
» by
W
Lt
-
Lo 40
b Drwhi v
) [epgam
Fpowritn
Vit
L
FARE Dokl
Mlagi
(LR
Yo b
Hutaorh Thenboldy
Bty
[—)
fryidaing
e
win
t
b Rt
Erguary
» Rty
- WA
b Sy
S

Use the Add or Change buttons to add or modify agents and peers on the list, and email for the alert.

&P AddBGP Alert

*

Agent [P address: | Haadouarters/Syrah (09.5.5.1)
Peer IP address: | _. 2
Alert emad: itops Bpathsolutions. com
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BGP Peers

Go to BGP > Peers If a BGP peer gets disconnected or changes status, you can receive alerts.

ke et Dot B Mo Peaw lgraes Pew
g Bk

] [ pwm

Bt a1

Use the Add or Change buttons to add or modify devices and peers on the list.

9 Add Ignore Rule

Device: () all devices

@ specific: | ISR

Peer: () All peers

© Specific: | . .. . :Established

(] Only in Established state

[ ]
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Cisco EoX

TotalView can display pertinent End of Life/Sales/Support information for Cisco Devices once configured with the Cisco
APlIs.

This link will guide you to set up the APIs that are needed.
https://support.pathsolutions.com/a/solutions/articles/14000159831

¥ - 0o X
. 2
- /y»Revices i Cloud nm‘mr_m
Cisco EoX 0
Internet A | []Enebie cisco Eoxintegration
Metilly
~ Metwaork Cisco Eol Integration
Alerts AP1 Ky
Backup
EGP Secet: sensns
Cisco EoX
Custom OID
Device: o
Devices Old s L Check
“ Devices

Ignored Error Counters
Ignored Interfaces
Ignored Type Mames
Interface Description
“ Diagram

Layer-3 Excludes
Layer-3 Ignores
Layer-3 Static Links

Favorites

Fimancials

' PAM

IPAM Subnets

Issues

Maps

Meraki

MetFlow

Metwork Threshaolds

Polling

Private IP

Syslog v

zrrn
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Custom OID

PathSolutions TotalView can monitor custom OIDs such as CPU utilization, memory usage, and temperature if the device
provides this information via SNMP. The Config Tool has a button Run MIB Browser to specify the custom OID to
monitor and associate it with a device/interface.

W — O X

/yeDevices i Cloud nsen-eﬂ - SETViCES = Reports
Custom OID

Data Retention ~ Run MIB Browser.
Email

Storage
Tech Support
Web Interface
Ooud
Dashboard
Intemnet
Hetally
W Network
Alerts
Backup
BGP
Custom OID
Devices
Diagram
Favorites
Financials
v IRAM
IPAM Subnets

Use the MIB Browser to specfy the custam OID to monitor and assodate it with a device interface,

lssues
Maps
Meraki
NetFlow
Metwork Thresholds
Polling
Private IP
Syslog
TFTP
WAN

NLT

Rematelnsight

Reports.

Risks

SD-WAN

Servers

Services

VolP

Revert Apply
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The MIB Browser will open in a separate window. See the section MIB Browser for OID lookups, OID monitoring and OID

graphing.

(' MIB Browser / 10.0.0.1 - Syrah

6% DEE ER G - v

[] view Ful OID

SR

v 7 cpeExtPsePortTable

v 7 cpeExtPsePortEntry
l’j’ cpebExtPsePortEnable
@ cpeExtPsePortDiscoverMode
G_' cpeExtPsePortDeviceDetecte
@ cpeExtPsePortleeePd
@ cpeExtPsePortAdditionalstaty
l’j’ cpeExtPsePortPwrMax
@ cpeExtPsePortPwrallocated
G_' cpebxtPsePortPwrAvailable
@' cpeExtPsePortPwrConsumpti
(;’ cpebExtPsePortMaxPwrDrawn
l’j’ cpeExtPsePortEntPhyIndex
@’ cpeExtPsePortPolicingCapabl
G_' cpeExtPsePortPolicingEnable
G’ cpeExtPsePortPolicingAction
@ cpeExtPsePortPwrManAlloc
l’j’ cpeExtPsePortCapabilities

7 cpeExtMainPseTable

E7 cpebxtPdstatistics

(@ cneFxtPalicinaNntifFnahle

L]

cpeExtPsePortPwrConsumption

Path: 1.3.6.1.4.1,9.9.402.1.2.1.9

TextPath: iso.org.dod.internet. private. enterprises. dsco. dscoMgmt. dscoPowerEther
netExtMIB, cpeExtMIBObjects. cpeExtPsePortTable. cpeExtPsePortEntry.c
peExtPsePortPwrConsumption

Type: Unsigned32

Access: read-only

Maodule: CISCO-POWER-ETHERNET-EXT-MIB (CISCO-POWER-ETHERMNET-EXT-
MIB.my)

Last updated: 2013-07-09

This indicates the actual power consumption of the PD
connected to this interface. It may not necessarily
be equal to the value of cpeExtPsePortPwrAvailable.

Note:

Customize OID monitoring reports by editing the cfg file. See Appendix F. Custom OID Monitoring.
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Devices Configuration
Go to Network > Devices section, to see the list of currently monitored devices.

Note: All interfaces for each switch are monitored by default, ignore individual interfaces from being monitored on the
web interface.

Note: If SNMPv3 is not enabled and is desired, contact support@pathsolutions.com.

E — O X
&« =3 l,.f:Devil:es i Cloud gServers = Services = Reports
‘Eea ch Options (Ctrl+E) ‘ Devices
Device Alg'ﬁs Al 8| X Find: ‘G"auJ, IP, Name, Int#, SNMP, Description, Contract Update | General | Support
Parent/Child
Route Alerts Device ‘ Name | Int ‘ SNMP ‘ Description ()
v Backup v HQ
Credentials v
Devices ﬁ'DRAC 149XCV2 2 2 Devi
Schedule Ei - vZc evice
Variables v
v BGP Ehamx6s 12 v Device
Alerts €hapads0 18 3
Peers €hqf140d-poe 9 v2c Device
Cisco EoX
v
Custom OID
v Devices LPS-PTR1 2 vZ2c Device
Ignored Error Counters thupﬂ 0 vac Device
Ignored Interfaces v
Ignored Type Names v
i Interface Description dev-ubnt-lts01 2 vZe Device
v Diagram
dev-rhel85-01.pathsolutions.local 4 vac Device
Layer-3 Excludes
Layer-3 Ignores h
Layer-3 Static Links scrappy.pathsolutions.local 8 v2c Device
Favorites v
Financials ps-esx2.pathsolutions.local 9 v2c Device
v IPAM ) ) v
1 th. L uts i} 1 e} 2, in}
IPAM Subnets
lssues v Add Group Add Device Change Delete Shift Up Shift Down
Revert Apply
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Change the sort order for TotalView web display if desired. To move items on the list up or down, select on the item, and
then select Shift Up or Shift Down . TotalView can organize devices into Device Groups.

? Change Device “hgmaf5” X
Groug: Headguarbers Firewal |i|
Headguarters
[P address: Headouarters'Frevwal
Headouarters \VMware
Devvice Type: Headguarters\OMZ
HeadguartersyJA Group
Headouarters\Printers
Baston
Surnyvale
Surryvale Wi
ShP :
WErsan | Chiage
Community string: puiblic
Modwth
ot Fass
MoPrre
Contract date: I:l
Contract ID: |
Confract phone: |

Descripbon (optional): Device |
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Adding Devices
To add a device, select Add. The Add device dialog will display.

&P Change Device X
Group: | Santa Clara v/
IP address: | |
Device Type: O A Linux server B8 Layer-3 switch v

O MNon-linux server
(®) Dynamic detection

SMNMP version: (O snMPvl (@) suMPv2e () SNMPY3

Community string: ||

AuthProt: AuthPass:
MoAuth

PrivProt: PrivPass:

MoPriv

Contract date: [0 | 12/10/2024

Contract ID: | |

Contract phone: | |

Description (optional): |De'u'ice |

Enter the IP address and SNMP read-only community string for the device.

Optionally, add the support contract date, ID, contract phone and contract description for the device. This contract
information will &yppogdab. on Total Vi ewds

Select OK to add the device or select Cancel.
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Deleting Devices
To delete a device, select the device and select Delete. The Delete Device dialog will display.

F-Q Delete Device X
You are about to delete ; from the configuration.

[ Delete all data for this device

[] prevent this device from being discovered by the wizard

Are you sure?
[ ]| cone

If you select on the Prevent this device from being discovered by the wizard checkbox, the device will no longer be
discovered when running the wizard.

Note: Deleting a device from monitoring will not delete the previously collected graph data. Add the device back to
monitoring and it will continue to use the same data file for graph data storage.

Note: Any device prevented from being re-discovered when the QuickConfig Wizard runs can be added back again by
removing the device from being ignored in the SwMonlgnore.cfg file or by adding the device to be monitored
again in the SwitchMonitor.cfg file. These files can be found in the following directory:

C:\Program Files (x86) \PathSolutions \TotalView \

Save the file after any modification.
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Changing Device Information

To modify a device, double-select o n

The Change Device dialog will display.

an existing device

I P addr es sselextrChasigel e c t

9 Change Device

Group:
IP address:

Device Type:

SNMF version:

Community string:
AuthProt:

MNoAuth
PriviProt:
MNoPriv

Contract date:
Contract ID:
Contract phone:

Description (optional):

Headquarters

O & Linux server
Orktlhmmar
() Dynamic detection

O svpvl @ suvPvae (D) SNV

AuthPass:

PrivPass:

O |2/742023

The only required fields for a device are the Group, IP address, and SNMP community string fields.

Configuring the Support Tab
If you add the support contract date, ID, contract phone and contract description for devices, this information will appear

on

T ot a $Suppore tatd s

Page 60



PathSolutions Administration Guide TotalView 15

Ignored Error Counters

Select Network > Devices > Ignored Error Counters then add, change or delete the error counters that you want to no
longer respect as errors. This can be done for a single interface on a device, an entire device, or all devices and
interfaces in the deployment.

4 - 0 X

n -

povoeey ol Chowd nhnm - HECEEER e Rperis

Ignored Urror Cosnters i

:ll'.ﬁl-'liﬂ -~ [ PN - L] I Coaridy Pbevel | g P I
reupll

[ [T L T et i Bacard o
P — Haadipaaney TR witn - TIRID] B b Pl Def i dH T
Wty el g ] [ o Frine Vea
Ul =
Cintbatasfl .
- : i ] wipmnral Baive L
Fhek Ay P 4 & Cupmpasmd Errem e
S b Arvy vy Bawy wrdwelacy rcasred Urdmgwsn Brofocch e
vty
[T
=
Cumiom Cul
W Darvies
igreeed lmos Counben
g e
igrerd Type Me—an
e per B reptecny
Do nem
Froertn

L ricesred Dvctich Yeu

Lrvy dheviac Loty el aec e L il G il L

Finare; il
WA
PEM Susrarty
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M
it .
Matepr Therphokh
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g
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P faisnaghd
Rty
g L e Varge e e g e T
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Ignor ed Interfaces

Go to Network > Devices > Ignored Interfaces , and add, delete and change the list of interfaces to ignore here. These
interfaces will not be monitored and will not count towards licensing.

r ngwﬂml_murm
L E L ]
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ack Luppen LT PR NI
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e
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braeg
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waN
Wt
Brre b gt
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L
A A ot L |
e sy J

Select Add or Change buttons to add devices by IP address and interface ranges to the ignored list.

3P ndd Range 4

IP address:

Interface range:

Cancel

Alternate Methods to Ignore Interfaces
There are two other ways of ignoring interfaces, outside of using the Config Tool.

1) The IgnoreList.cfg allows you to ignore ranges of interfaces on devices.
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The above file should be opened in Notepad for editing. After you save the file, stop and restart the service to have this
change take effect.

This file is located in the following directory:
C:/Program Files (x86)/PathSolutions/TotalView/IgnoreList.cfg

2) If you only have a couple of ports you would like to ignore, go to the TotalView Web Interface, Device List tab and
select on a device and then select on the Ignore link towards the right-hand side of the table for each interface number
you would like to ignore.

Note: The web server must unlocked in order for the Ignore column to show up in TotalView. See the section Error! R
eference source not found.  for how to lock and unlock the web server.

Devices “Total Network Visibility®
4k L BBSY Trafic PoE STP Inventory Descripion Backup Support Financials  Vulnerabiliies
Device SNMP Oper  Admin
Device Name IP Address  Version Manage CPU Int Down Down Location Contact Uptime
# [&] Pinot 10.0.021 W2e | Telret SSH U 28 21 o tops@pathsciutions.com 1164 0Ch 08m

& Interfaces

\' General Traffic PoE STP SETRN CDP/LLDP Connected

State
P igners Quese  MAC
Interface Favarlte | WaM  Address Description mt X L Type Address  WMTU Type Last Changed
® INT#1 Favorite | WaN gror= @ @ 40a3f00IfI3f | 1525 | ethemetCsmacd | 116 days 00:06:09.05

INT#2 z2 A40asf00dfi3e ethemetCsmacd | 118 days 00:05:10.88
INT#3 3 40a8f00dff3d | 1528 | ethemetCsmacd | 118 days 00:05:10.89
INT24 44 A40asfODdfi3c | 1525 | ethemetCsmacd | 118 days 00:05:10.88
INT#5 55 40asf0Ddfizh | 1525 | ethemetCsmacd | 118 days 00:06:10.80
INT#6 6:6 A40asfODdfi3a | 1525 | ethemetCsmacd | 118 days 00:05:10.88
INT#T T A40azfONdze sthermetCsmacd | 114 days 02:03:31 58
INT#S &3 402800438 ethemetGsmacd | 118 days 00:05:10.89
INT#9 oo A0asfOndfzT ethemetCsmacd | 118 days 00:06:10.80
INT#10 10:10 402800436 ethemetGsmacd | 118 days 00:05:10.80

® INTE11 M 40a8f00df25 ethenetCsmacd | 118 days 00:08:08.81
INT#12 12:12 40a8f00f34 | 1525 | ethemetCsmacd | 118 days 00:05:10.88

® INT#13 13:13 4028f00G33 | 1528 | ethemetCsmacd | 17 days 18:44:08.82
INT#14 14: 14 40asf00f32 | 1525 | ethemetCsmacd | 118 days 00:05:10.88

® INT#15 15: 15 A40asfODfZ1 | 1525 | ethemetCsmacd | 103 days 14:10:52.80
INT#16 16: 18 ethemetCsmacd | 118 days 00:05:10.88
INTE 7 17:17 emetCsmacd | 118 days 00:06:10.80
INTA1D I

FLACERIT. eredPorrnncd | AAR e ANCAR-AR 00
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Ignored Type Names
Select Network > Devices > Ignored Type Names then add, change or delete the interface types you want to ignore.

» - O X

}.;:Devius b Cloud asewers o Services pe Reports

Ignored Type Names o
Data Retention
Email
Storage
Tech Support MS TCP Loopback interface

~ Interface type name

LoD

Web Interface
Coud
Dashboard
Internet
Netally Uncontralled

W Network

Alerts

Backup

BGP

Custom OID
V¥ Devices

Ignared Error Counters
Ignared Intesfaces
Ignored Type Names
Interface Descripbion

Diagram

Favorites

Financiaks
v IPAM

IPAM Subnets

Issues

Maps

Meraki

Metflow

Metwork Threshelds

Polling

Private IP

Syslog

TFTR

WAN
NLT
Rematelnsight
Reports
Risks - - - .
SD-WAN Add... hange... Delete. .. Reset Sort

Loopback
Null
Controlled

Revert Apply

Select Add or Change buttons to modify the types on the ignored list.
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Interface Description

The ability to override interface name, bandwidth, and IP/Subnet.
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Add Device and Interface

9 Change Interface Description *
Device
(®) Spedfic: santa Clara/Syrah (171 1) w
(O any device
() Match sysDescr:
Interface
® Spedfic | KD 7: GiL/0/5: GigabitEthernet 1/0/5 (Mware) v
() Match fields:  ifName: ifakias:
ifDesar: ifType: | Not specfied
Override fields
speed: |16 | ® [waunss |
Description: lnk to vm host | Pmask: 258260255 |
oK | cancel |
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Diagram (Interactive Diagrams)

To configure how to display the interfaces and devices on the Automatic Interactive Network Diagram, go to the Network
> Diagram section from the left-hand menu. There are three sub-sections: Layer-3 Excludes, Layer-3 Ignores and Layer-
3 Static Links.

» - o X
= ' ¢yeDevices i) Cloud ﬂseruers - Services = Reports
_ Diagram

Backup A | Laver-3Euduides: Thas configures layer-3 devices and subnets that should not be in the diagram.
Elezc Eox Laver-3lgnores:  This removes indnidual devices from the network dagram.
Cugtom Ol aver-3 Static Links: Ths configures static inks between devicesfsubnets,
Devices Old
Devices

¥ Diagram

Layer-3 Excludes
Layer-3 Ignares
Layer-3 Static Links
Favarites
Financials
IPAM
Issues
Maps
Meraki
MetFlow
Metwork Thresholds
Polling
Private [P
Syslog
TFTP
WAN
NLT
Rematelnsight
Repaorts
Rigks
SD-WaN
Servers
Services
VolP v
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Layer -3 Excludes

The Layer -3 Excludes section allows you to exclude large sections of your network from the diagram (devices and
subnets). This is useful if you have a lab network that you do not want to be part of the diagram, but still want to be

monitored.
w - o X
&= ;,\;:Device-s &b Cloud nsenreri . SEWVCES g Reports
| Layer-3 Excudes
Backup | IP Address Mask
BGP
Cisco Eok 169.254.00 255.255.0.0
Custom OID
Devices Old
Devices
“ Diagram
Layer-3 Excludes
Layer-3 Ignaores.
Layer-3 Static Links
Favorites
Financials
IP&M
Issues
Maps
Meraki
NetFlow
Metwork Thresholds
Folling
Private IP
Syslog
TFTP
WAN
NLT
Remotelnsight
Reports
Risks
SD-WAN
Servers
Services
VolP v roml

Use the Add and Change buttons to specify an IP address and subnet mask of a device/subnet that you wanted to
exclude from display on the diagram. Then select OK to close this dialog and the subnets and devices will be removed
from the diagram.

&P exclude X
IP address: | 195:237:3.3 <}
Mask: [380.288.2.2 0 |

o

After finishing a batch of additions and changes, to preview the changes to the diagram, select Update and then refresh
your browser window.

Note: The Update button will do an instant update (approximately 2 seconds) of any diagram changes that you have

made.
It is good practice to use the Update button rather than the Apply button for checking the diagrams. The Apply
button would stop and start TotalView with the latest configured settings, which may take a lot longer.
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Layer -3 Ignores

This configures layer-3 devices and subnets that should not be in the diagram. If you want to remove a specific link from
the diagram, enter it on this section.

b - O X
¢ ;(»Devices i, Cloud nservl':ri . SERVICES [ Reports
~ Layer-3 Ignores
Backup A | IP Address
BGP
Cisco Eoll
Custom 0ID
Devices Old

Devices
 Diagram

Layer-3 Excludes
Layer-3 Ignores
Layer-3 Static Links
Faverites Ignored IP addresses will

IFPMI be listed here.
"

lssues
Maps
Meraki
NetFlow
Network Thresholds
Palling
Private [P
Syslog
TFTP
WAN
NLT
Rematelnsight
Reports
Risks
SD-WAN
Servers
Services
VolP ] Add,.. Delete Update

Use the Add and Change buttons to specify an IP address that should be ignored and not displayed on the diagram.
Then select OK to close this dialog.

B 1gnore et

IP address:®

0K Cancel

To review your work on the diagram, select Update and then refresh your browser window to verify that item was
removed.

Note: The Update button will do an instant update (approximately 2 seconds) of any diagram changes that you have
made. It is good practice to use the Update button rather than the Apply button for checking the diagram.
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Layer -3 Static Links
This configures static links between devices/subnets.

The Layer-3 Static Links section is used to tie separate networks together when they have no direct connection like when
an MPLS or VPN cloud is between subnets.

b - O X
&= P jeDevices il Cloud ﬂserum o SERVices [ Reporls
~ Layer-1 Static Links
Backup -~ P Address |Mask Cloud name
BGP
Cisco EoX
Custom OID
Devices Old
Devices
¥ Diagram

Layer-3 Excludes
Layer-3 Ignares
Layer-3 Static Links
Favorites
Financials
IPAM
Issues
Maps
Meraki
NetFlow
Metwork Thresholds
Polling
Private [P
Syslog
TFTP
WAN
NLT
Remaotelnsight
Reports
Risks
SD-WAN
Servers
Services

\
elP v Add... Change. Delete Reset Sort Update

Enter the IP address , Mask of an existing subnet and the Cloud name that you want to connect.

& Change Static Link X
IP address: | - - = O |
Mask: |G dEac 0|
Cloud name: :LabNehwk Q |

In general, you will want multiple subnets to connect to the same Cloud Name. The Cloud name field must be identical to
have them connect to each other.
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The screenshot below is an example of a WAN cloud that connects three subnets together.

192.168.30.0

When you are finished adding your links, select Update and then refresh the web page to see how it takes effect. This
allows you to quickly make changes and see the results.
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Favorites
Specific interfaces can be selected to appear on the Favorites tab in TotalView.

¥

= ;-.:ms.:hdﬂ:-mm_mr_m

Favorites

e
— A D name # sdderny rbgacn reamban [
W hiptace —

B v Fapaad ——,
e s ndguntany Fapasl ke

Eachug e ML i e

Cace laX
Curiten DD
B i
[N

Duagras

Fomgna gy,

FLL

L ]
Frprtn

Fnin
S0-wilk
Sty
Sawrviaey

W B

Select the Add and Change buttons to add or change the items on the list of Favorites.

H Change Favorite Interface *
IP address: Headguartershapa450 1] -
Interface numbar: [7 ]

Configure it so that users can chose Favorites while in the TotalView web interface.

Note: The web server must be unlocked for the Favorites column to show up in TotalView.
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Financials

You may add your procurement cost and other financial information if you would like TotalView to track it for you. Select
Network > Financials from the left-hand menu to get this section.

b - O X
& b [ibevices fCowd [[Pservers _ services puReports

Netally
W MNetwork
> Alerts
> Backup
> BGP
Cisco EoX
Custom OID
Devices Old
Devices
Diagram
Favorites
Financials
> IPaM
lssues
Maps
Meraki
NetFlow
Network Thresholds
Palling
Private IP
Syslog
TFTP
WAN
NLT
Remuatelnsight
Reports
Risks
SD-WAN
> Servers

A || Device name IP address Install date Procurement cost | Amortization Support cost

W N

~

Services
¥ VolP
v Add... Change. Delete shiftup Shift Down Reset Sort

Revert Apply

Add and change financial records, by selecting the Add and Change buttons and entering new information.

&P Add Financials Record X
IP address: Headquarters/Syrah ) w
[ tnstal date: [ 2/7/2023 vl

Procurement cost: [2390

Amor tization: 48

Annual support cost: |3r4l.'l
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IPAM

How often to you want TotalView to update Microsoft DHCP information.

&= 3 :,.:Dmr_u &b cloud ﬂseruers . SETVICES e Reports
| 1PAM
Nethlly A
W Network
Alerts eveary 25 mnutes
Backup
BGP
Cisco EoX
Custorn OID [P Subnets: This configures additional IP netwerks to indude in IPAM.
Devices Old
Devices
Diagram
Favorites
Financials
v |PAM
IPAM Subnets
|s5ues
Maps
Meraki
MNetFlow
Metwork Thresholds
Pelling
Private IP
Syslog
TFTP
WAN
NLT
Remiotelnsight
Reports
Risks
SD-WAN
Servers

Microsofit DHCP scope update frequency: '5 | pols

Services v
UalD)
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IPAM Subnet

The ability to add non-monitored IP subnets into the IPAM Tab

»
€= P jlpevices dncowd [ servers

MNetAlly
W MNetwork
Alerts
Backup
BGP
Cisco EoX
Custom OID
Devices Old
Devices
Diagram
Favorites
Fimancials
W |PAM
IPAM Subnets
Issues
Maps
Meraki
MetFlow
Metwork Thresholds
Polling
Private [P
Syslog
TFTP
WaMN
MNLT
Remaotelnsight
Reports
Risks
SD-WAaN
Servers
Services
linill

]

- StrVices e Reports

| 1PAM Subnets

IP Address

Mask

Change. Delete.

Reset Sort

Page 75




PathSolutions Administration Guide TotalView 15

Issues
Specify what issues you want to view or ignore on the Issues list.

w - O X
« jiobeviees i Cloud  [Pservers _ services  pu; Reports
Issues o
NetAlly M m Ignore error and utiization calouations on VLAN interfaces

W Network

Alerts D Tgnare Unknaun Pratocol Emmors on interfaces

Backup

BGP [_] D niot repart incorrect subnet masks on issues tab

Cisco EoX
Custam 0ID
Devices Old
Devices
Diagram
Favorites
Financials
IPAM
|ssues
Maps
Meraki
MNetFlow
Metwork Threshalds
Pelling
Private IP
Syslog
TFTR
WAN

NLT

Remotelnsight

Reports

Risks

SD-WAN

Servers

Services

ValP

D Da not repart down devices on issues tab
m Da not report ARP cache enfries that dsagree on issues fab

D Do not report missing default routes on devices on issues tab

How to Ignore Unknown Protocol Errors

Select the Ignore Unknown Protocol Errors  checkbox, if you do not want to regard Inbound Unknown Protocols as
errors.

By default, devices will increment the Inbound Unknown Protocols error counters on interfaces if strange protocols are
received. This is typically when network adapters receive IPX, AppleTalk, or Cisco Discovery Protocol (CDP) broadcasts
from devices. These packets can be perceived as errors since they may be unwanted protocols on the network, or the
network administrator may view these as valid packets that were successfully delivered although are of no use to the
recipient device.

How to Ignore VLAN Interface Errors
Select the Ignore errors and utilization calculations on VLAN interfaces checkbox in the Network > Issues section.

For some switch manufacturers, VLAN interfaces report anomalous errors. If you do not want the error rate of VLAN
interfaces calculated, select the Ignore error calculations on VLAN interfaces checkbox. The VLAN interface will still
be listed, but it will not be listed on the TotalView Issues tab.
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Maps
Select Network > Maps from the left-hand side. It will bring you to this screen to open the Map Config Tool.

¥ — O X

L o },lﬁnnm;;mﬂm_mr_m

Maps

NetAlly

W MNebwork
Alerts
Backup
BGP
Cisco Eall
Custom 01D
Devices Oid
Devices
Disgram
Favorites
Financials
IPAM

~ Rumn Map Toal...

lssues
Maps
Meraki
NetFlow
Metwork Thresholds
Palling
Private IP
Syslog
TFTP
WAN

MLT

Remuotelnsight

Reports

Risks

SD-WAN

Servers

Services

VolP

Note: Ignore select the Apply and Revert buttons on screen in this section. They do not save the map or revert the map.

Select Run Map Tool . The Map Config Tool will open in a new window and will ask you to select a map. Select a map
from the drop-down menu.

Select a Map X
Flease select a map
Config . Cancel

See the section on the Map Config Tool for instructions how to use this tool.
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Meraki

Select Network > Meraki from the left-hand list. Enter the Meraki API key. Select Check to check the key is valid. A
notice will verify if the API key is valid.

»

G b lbevices i Cloud [Pservers _ services puReports

Meraki o
Netally
W Network
Alerts
Backup
BGP
Cisco EoX

Custor 0D & Meraki AP Key .. X
Devices Old

Devices This AFf key is valid
Diagram
Faverites

Financials
Iszues
Maps
Meraki
MetFlow
Metwork Thresholds
Palling
Private IP
Syslog
TFTP
WAN
NLT
Remotelnsight
Reports
Risks
SD-WAN
Servers
Services
VolP

A | Meraki APTKEY: |C A Check
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NetFlow

To configure NetFlow, select Network > NetFlow from the left-hand menu. Select Run Analysis Tool

at the top to run a
NetFlow Analysis and adjust the interfaces displayed on the NetFlow section.
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The Run Analysis Tool

button performs a NetFlow analysis (this may take up to 30 minutes depending on the size of
your NetFlow database).

3, - Running analysis...
DB has 11036462 records
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The NetFlow analysis report then gets called up in a new window and displays similar to the screenshot below.

Change the sort order, by selecting items on the list, selecting the Shift Up or Shift Down buttons. You can also assign
the sort order by entering an Interface number.

To add an interface, select something marked No from the list. Then select the Add button at the bottom. It will ask if you
are sure you want to add records to the configuration file? Select Yes or Cancel.

To remove an interface, select something from the list marked Yes. Then select Remove at the bottom. A dialog box will
ask if you are sure you want to remove records from the configuration file? Select Yes or Cancel.
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