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Pref ace

Most network devices are constantly collecting statistics relating to the health of each interface. Network
engineers rarely have the budget, time, and resources to access this wealth of information, and very few
products exist that can help engineers detect and analyze problems before they affect users.

TotalView by PathSolutions was created to help provide this information (collected by switches, routers,
servers, and other network devices) in an advanced and easy to use format, to identify the root cause of
network problems, and maintain maximum network performance.

Audience

Network administrators with various levels of expertise can benefit from TotalView by PathSolutions, as
the product offers not only a rapid view of network health, but also in-depth analysis of specific issues.

To install and use TotalView, a network administrator should be able to set up a managed switch with an
IP address and an SNMP read-only community string.

Conventions
The following conventions are used in this manual:

Italic
Used for emphasis and to signify the first use of a glossary term.

Courier
Used for URLs, host names, email addresses, registry entries, and other system definitions.

Bold
Used for calling out buttons, file paths, tabs, fields, checkboxes, links and windows.

Note: Notes are called out to inform you of specific information that is relevant to the configuration or
operation of TotalView. Notes may occasionally be used to describe best practices for using the
system.

Technical Support
For technical support:

Support@PathSolutions.com

(877) 748-1444 (7x24 tier 1 telephone support)
(408) 748-1777 Select 1 for tier 2 support
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Overview

TotalView by PathSolutions is a Windows service that uses SNMP to monitor statistics and utilization for
each interface on switches, routers, and servers. If data-link errors or utilization rates rise above a
settable threshold, you can use the generated web pages to help you determine the source of the
network problems. This will help you to maintain a healthy network.

TotalView by PathSolutions is designed to disclose network weaknesses that cause data and
VoIP/UC/Video stability issues. By monitoring all network interfaces for utilization, packet loss, and
errors, it becomes easy to determine exactly where network faults exist.

TotalView goes one step further by providing insight into the specific error or issue that is causing
degradation so a rapid resolution can be applied.

Continuous monitoring of all interfaces provides the ability to generate alerts if any interface degrades
below a level that will support Network and VolP services.

TotalView also maintains a history of utilization and errors on all interfaces so you can troubleshoot
Network and VolP problems after they occur.

All network devices that support SNMP can be queried for link status and health information.
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Using the Web Interface

The web pages are served are served out HTTPS/TLS1.2 via port 443
Log In

The first screen isa Iogip screen with a random quote. _ ] ] .
9 5SFldzZ G €t23AYY al RYAYE LI aag2z2NRY audzNLf S¢

As the administrator you will want to change the login and password upon installation. This can be done
via the Config Tool.

Solutions

Log in to TotalView

Username

Password

Winning the lottery is a faster way to discover long lost
relatives than ancestry sites

Optionally, you can enable AD integration to use AD credentials for logging in.

Website Navigation

The PathSolutions TotalView web layout is easy to follow, and easy to navigate. You can minimize the
menu on the left by selecting the left arrow. The new Ul shows all the top level categories down the left
hand side of the display.
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Menu in expanded view:

TotalView

Poll: 00:05:00
Last:
Health:

Dashboard
Network
VolP
Servers
Services
NetAlly
Remoteinsight
Risks
Clients
Cloud
Internet
Predictors
NLT

Support

Logout

Notes:

Menu in collapsed view:

Dashboard : customizable
dashboard

Network : network device and
interface monitoring

VoIP : Telecom module @

Servers

Services

NetAlly
Remotelnsight @

Risks 7 SecOps Manager®

Client s Monitoring
Cloud : cloud connection monitoring

Internet : internet connection
monitoring

Predictors : bandwidth and cabling
utilization & predictions

Search

NLT: Natural Language
Troubleshooting

Support

1. Underneath the Health Section at top left, a message will appear if your support has expired, your
software is out of date, or you need more licenses to monitor your network.
2. These items only appear if you own the license for them.
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Subsections for each main section can be navigated by the tabs that appear along the top of each
section.

In addition, links throughout the interface allow navigation to additional pages and supporting reports.

Web Page Headers

At the top of the left collapsible menu of each web page, general information is displayed: Polling
Frequency, Last Poll Time, and Network Health.

Solutions

TotalView

Poll:
Last:
Health:

Tabs

Navigating each section of the web interface is accomplished by using the Navigation bar and tabs at the
topoft he Net work s:ectionbds pages

Devices

Each tab covers a specific area relating to the health of your network.

Navigation Buttons

Graphical interface buttons help with navigation and other options:

® An eye button at the right of tables is sometimes available. When selected, it will bring up another
additional details about the selected item. For example on the packet tables, the eye button brings up the
packet error counter information.

m This green Excel button will download an on-screen report into an Excel spreadsheet.
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Navigation Hints

onnect

55H Web HTTP 5

Filter Devices

Device Mame

Hovering over items in a report often shows additional information

about that item, and sometimes links, For example on the loT
Tab,when you hover on dekielinksCGonnect o
Telnet, SSH, Web, HTTPs and Syslog will appear. Available links

are in bold and blue here.

The search field at the bottom left of the expanded menu is
another good way to find things. It will search for IP addresses,
MAC addresses, DNS records, OUI information, CDP, LLDP,
and SysDescr information.

Filtering your view of devices, servers and interfaces is possible
by entering text into the filter fields above the tables. This makes
it very quick and easy to find similar monitored elements. For
example: finding all Meraki devices in the inventory.
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Dashboard

The Dashboard tab shows a dashboard that provides user-changeable widgets that can be displayed
inside or outside of this tab. You decide the type of widget and how you want information presented, and
each widget auto-updates automatically.

TotalView supports multiple customized dashboards. Thi s means you donét have to cl
if someone wants to share their dashboard with you, and you can have separate dashboards for different
topics like networks, servers, and cloud.

Customizing Dashboards

When you first open the program or use the Dashboard, it will display the default widgets with a little
A Edi t othelupper kightithand side.

Solutions : evice Manufacturers : Interface Speed : Interface Duplex :
;; fsco Systems, Ins
s -

TotalView

@ 100 @ Full Duplex
100 meg Half Duplex
@ 10meg
<10meg
10 gig
> 100 gig

Daily Utilization

If you select the Edit link, it enters edit mode with shaded widgets. It shows a menu of widgets, and
options for loading, saving or deleting dashboards:

If you select Add Widget s, it will open a dialog box showing all the available widgets. Select widgets here
by selecting on them.
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L

Device CPU Utilization

.
2500
1720

[
oun 8

Ping IP Addresses

Ping IP Addresses

@ Google (88.8.8)

‘Server Drive Free Space

The widget(s) you select will immediately be placed in the upper left corner of the on the open dashboard
tab. Drag it to a blank area on the screen by selecting it and dragging it. Change the size by selecting on
the sizing object in the lower right corner of the widget.

If you want, in edit mode you can select X to delete any widget from the dashboard. Or use the Clear link
to remove all widgets from the current tab.

When you are satisfied with widget location and size, select Lock and the system will then lock it in place
on that dashboard tab. The X in the upper right corner of widgets will change to an arrow that you can
now select. This will create a separate detached window for the widget that you can drag around your
screen.
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To make a new dashboard, select the edit mode, then select New from the small menu above widgets at
the upper left. This will create the next dashboard tab.

Saving and Sharing Dashboards

From the widget edit mode, use the Save link at upper right to save and download a copy of your
dashboard configuration to your computer.

Save | Load | Add Widgets | Clear | Lock
Use the Load link to upload a widget configuration from your computer (i.e., if you are sharing a set with

peers).

Renaming Dashboards

When in edit mode, you can double-click on a dashboard name and it will allow you to rename the
dashboard.

Changing Dashboard Order
You can also change the display order of dashboards by

select a dashboard and move it ug or down in the list.

| Order tabs

Sunnyvale
New York

Servers

Cancel

| &

Saving Dashboards

From the widget edit mode, use the Save link at upper right to save and download a copy of your

dashboard configuration to your computer. This infor mi
you clear your cache, or login with a different browser, the dashboard will be erased and you will use the

serverds default dashboard.

I't is recommended that you save each of your dashboard:
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Dashboard Widgets

The following dashboard widgets are available:

Network Health

Bar graph showing overall health of the network

Interface Duplex

Pie chart showing percentage of half-duplex interfaces

Interface Speed

Pie chart showing percentage of different interface speeds

Device Manufacturers

Pie chart showing percentage of network device manufacturers

MAC Addresses Pie chart showing percentage of desktop & client manufacturers
Turtle Widget Timmy the Turtle

Daily Errors Graph of daily errors

Daily Issues Graph of daily issues

Daily Ports Graph of daily ports in use

Daily Utilization

Graph of overall network utilization

Device CPU Utilization

Graph of device CPU utilization

Device Free RAM

Graph of free RAM

Device MOS Score

Graph of MOS Scores to/from the device

Interface Utilization

Interface utilization transmit and receive

Cloud Route

Cloud route path view

SD-WAN Route

SD-WAN route path view

SIP-Trunk Route

SIP-Trunk route path view

Diagram Network diagram

Ping IP Addresses Customizable ping for any IP address

Map Network map

Top-10 Top-10 interfaces for errors, transmit, receive, latency, jitter, loss

Server Drive Free Space

Table of drives with lowest disk space

Custom OID

Daily graph of a custom OID monitor

Down Devices

Table of down devices

WAN Table of current WAN interface status
WAN Graph Daily graph of WAN interface
BGP Table of BGP neighbors and their status

Server CPU Graph

Daily graph of server CPU

Server CPU Current

Bar graph showing current server CPU

Server RAM Graph

Daily graph of server free RAM

Server RAM Current

Bar graph showing current server free RAM

Server Drive Free Graph

Daily graph of server free drive space

Server Drive Free Current

Bar graph showing current free drive space

Servers Issues

Table showing server issues

Services

Table showing down services

NBAR Statistics

Pie chart showing NBAR statistics for an interface
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E Network Section

The Network section is available by choosing Networks or the Networks
icon in the left panel menu. This menu will bring you to the Network section and tools. A navigation bar at
the top of the display shows sub-tabs for network mapping and monitoring.

Devices

Path Tab
The Path tab permits you to view the health of all links between two IP addresses.

Path Total Network Visibility®

ation updated as of: 1/28/2023, 2:34:37 PM & Update

Mapping from one IP address to another IP address

Mapping wil display the path that
mapping may not refiect the prev

Source IP Address: 10.0.0.21

Ll Destination IP Address: 10.0.0.34 n
Symmetrical Path

Mapping from 10.0.0.21 to 10.0.0.34 Forward

g% Source IP: 10.0.0.21

I
Outbound
int #330 DEFAULT VLAN: DEFAULT VLAN (DEFAULT_VLAN)

1.} m
IP Address: 100021 ]
Speed ] x
MU 1500 1
Dupl -
Error Rats -na-
Peak Utilization Rate: 0.000% Tx

® Transmit Rate @ Error Rate

Before mapping a call, select the Update button to make sure that the bridge tables and ARP cache
information is current.

Note: The mapping will display the current path that packets take. If the network configuration or state
was different at a previous point in time, this mapping may not reflect the previous conditions.
Enter the Source IP address where you want the mapping to start and the Destination IP address
where the packets would be destined. Select the Map button to initiate the mapping.

This will perform a one-way path mapping from the starting IP address to the ending IP address. Itis a
one-way view of how packets flow from the starting IP to the ending IP. To view how packets would
return, you should select Reverse Historical , as the reverse path may be different than the outbound
path if asymmetric routing is occurring.

Each interface will display the historical percent utilization (received for inbound interfaces and transmit
for outbound interfaces) along with the error rate.

You can also view the duplex setting of each interface to make sure that each outbound interface
matches the duplex setting on the inbound interface.

On outbound Cisco router interfaces, the Queuing configuration of the interface is also shown to aid in
determining if QoS is configured properly on the interface.
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Note:

Note:

If the mapping is unable to complete, it may be due to the fact that all switches and routers along
the path may not be monitored. Add these devices to monitoring for complete visibility of the
entire path.

If a switch or router is unable to be monitored (For example: A WAN service provider does not
allow SNMP access to the device), then a static route mapping can be made through the device
to the far end. Refer to the Administration Guide6 section: Changing the Map Fetch Variables
to Improve Map Stability on how to add a static route to the configuration.
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The screenshot below is an example of a full Path Map.
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Map Tab

On the Map tab, TotalView includes the Dynamic Network Map, with a zoom, select and drag user

interface. This capability gives you an feaglebdbs eyeo
point in time.

The map updates every 5 seconds and audible alerts play when links or devices go down so you can
remedy the problem immediately.

The map permits two different element types to be displayed:
1. Link: This is an interface that will change color depending on the utilization of the link, or change
to white if no status could be determined, or black if the link shows as down.
2. Device Ping: This is a single point that relates to an IP address that is checked for status. It will
show green if responding, or red if not responding.

TotalView also provides Multiple Map Views for Multiple Locations.
To zoom in and out on the map, use the zoom plus + and minus T buttons at the top left of the screen.

To pan, use your curser in the center of the screen to move around.

Pacifi P4 Atlantic
P

Line Color Description
Green <10% utilized (lightly utilized)
Yellow ~50% utilized
Red >90% utilized (heavy utilized)
Black Interface is down
White Communication failure (could not read interface status)

To detach the map for viewing in a separate window, use the Detach button in the top right corner.

To mute sound alerts, select the Mute button at upper right.
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Diagram Tab

This shows the automatic, interactive network diagram. This flexible map gives a pictorial view of your
network connections. You can zoom and scroll the diagram, move elements around, and lock them into
place.

Diagram Total Network Visibility®

E

Searoh

As new devices and subnets are added to your network, the diagram will automatically update with the
layer-3 devices and subnets.

Beginning with TotalView 12, you may now select Grouping to show groupings of devices at your
locations. You can shift-select a group name to zoom into and see just the devices in that group.

Diagram Total Network Visibility®

Sunnyvale
)
G

)

£ S
&

Boston

Vi

Austin
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Also, with TotalView 14.2, you may make a Visio download of the diagram by selecting the Visio button at
top, and also view it in a new display window by selecting the Detach link.

Gremlins Tab

The Gremlins tab is a correlation engine that allows you to quickly understand what events happened at
a specific timeframe on the network. The Gremlins report has been re-designed to include a timeframe
slider bar at the top:

Gremlins Total Network Visibility®

What happened Now on the network Group: All -

Timeframe: ( O

C7ZPKD3 (10.200.10.10) had ¢ rate during this period

jice: HardCider (10.50.0.7) had 6.94% Emor rate during

By default, the Gremlins report shows you events happe

The Timeframe slider bar allows you to choose a specific point in time to analyze.
The Group drop-down menu on the right side allows you to narrow the scope to look at events that
occurred within that group.

It will present events in the following order of priority:
Devices that went offline

Devices that went online

Interfaces that went down

Interfaces that went up

Devices that had high packet loss

Interfaces that had high utilization

Interfaces that had packet loss

NogkrwpdnrE
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Devices Tab
The Devices tab view shows you a list of your monitored network devices and information about each.

Devices Total Network Visibility®
® Healthy  Suppressed @ lssue 7 Commiail  Caly + [N Traffic PoE STP Inventory Descripion Backup Support Financials  Vulnerabilities
Device  SNWP Oper  Admin

Device Name IP Address  Version Manage CPU Int Down Down Location Contact Uptime

Headquarters (24 daf§clL -

Notice the new filter field at the top of this table to filter any open sub-section. This filters only on sub-
sections that are opened at the time.

The health legend is at the top of this section:

@ Healthy Suppressed @ Issue  ? Comm fail

You can also use collapse all to close all device groups.

Select Lock Web to remove the Ignore and Favorites columns and prevent them from being globally
modified.

From this tab you can also view more specific device sub-tabs.

General Sub-tab
The General sub-tab allows you to manage the device as well as learn about the device capabilities.

Devices Total Network Visibility®

® Healthy ~ Suppressed ®lssue 7 Comm fail " h [EWSEIN Traffic PoE STP  Inventory Descripion Backup Support Financials  Vulnerabiliies
Owice  snWP Gper Acmin

Device Name IP Address  Wersion Manage CPU Int Down Down Location Contact Uptime
Headquarters (24 devices) ~

® () hqmxes 1028604 W2 5 12 10 o 0d 00h 00m
® (%) hqpadso 108805 2o 2 TTRs 17 8 & | santacsrs 450 02 51m
® §f syrah 10.0.0.1 V3 | Teet S8 TIPS Sysop | T% | 44 | 24 % | SantaClara
® @ santaClara 10002 V2o | Telet SSH %03 | 1 1| "Sania Clarz

331d D8h 40m

® [¥] RuckusAP 10.0.06 V2o | TeletszH TP 1B o 4 | Santa Clara CA hitps:/!support.ruckuswirsless.comicontact_us

® @ tempranillo 10.0.0.7 vZc 2 &% & E! 3 SanizClara

® /3, kmax-mm 10.0.08 v2e 3| o 0 | Room 200
© [§f michelob 10.0.0.12 v2c | Telet SSH Sydog | T | 62 | 42 2 | Saniz Clara
® [&] Burgundy 10.0.0.19 va Tenet SSH 31| 28
® [§] Chardonnay 10.0.0.20 ¥3 | Teberss -]
® [&] Finot 10.0.0.21 W2 | Tehet ss 26 | 21
® [&] Merlot

L E‘ Riesling
® [&] Muscat
@[] Franc

Sunnyvale, CA

new york

Santa Clara. CA

B
"

331d 0Bh 44m

The first column in the table includes a green dot, red dot, yellow dot or a question mark (?) status
indicator, corresponding to the status indicator in the health legend. If a device has all interfaces healthy,
the status dot beside its name will be green. If a device health is suppressed by the user, the status dot
will be yellow. Suppressing an interface can be done by selecting on the status (colored dot) and
selecting to suppress that interface. If a device has an interface that is degraded (utilization or error rate is
higher than the configured threshold), the status dot will be red. A red question mark (?) will be shown on
devices with communication failure.

The device type icon is displayed to the right of the status indicator. This will automatically be
determined based on the features and capabilities of the device.

Note: The Device type can be overridden to have it display a different type of device by using the
Config Editor and changing the DeviceType.cfg file.

The Device Name (programmed into the switch as the system name, hostname, or sysName) is
di splayed in the second col umn. To change this
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internal name (hostname) or sysName" . Refer to

how to change this information.

If you select the device name, it will link to a summary of the device, listing all the interfaces that exist on
the device, along with detailed information about the device. Refer to the Interface Summary section on
page 34.

The managed IP address of the device is listed in the third column.

The Manage Device column includes links to Telnet, SSH, Web, and HTTP into the device, as well as the
syslog information received from the device.

The # of Int column displays the total number of interfaces on the device.

The Oper down column displays the total number of operationally shut down interfaces on the device.
These interfaces are not in-use and will have an inactive link light.

The Admin down column displays the total number of administratively shut down interfaces on the
device. These interfaces have been manually disabled by the network administrator and will not function
if a node is connected to the interface.

The Location column of information displays the location of the device. This information is configured on
the switch as the |l ocation or "syslLocation" of t
documentation to determine how to change this information.

The Contact column of information displays the contact for the device. This information is configured on
the device as the contact or "sysContact" of the
documentation to determine how to change this information.

Note: If TotalView reads an email address in the sysContact field, it will create a web link to the email
address.

Device is listed in the last column. This will show how long the device has been online since it was last
rebooted.

Traffic Sub -tab

The Traffic sub-t ab di spl ays information about the deviceobs

Devices Tatal Network Visibility
Bevie Aug Daily Packats Auvg Daily Broadeasts Avg Daily Broadeast Rate Last Poll Eroadcast Rate
Device Name IP Address Tx Rx Tx R Tx Rx = Rx
Headquarters (24 devices)
& %) hqmx65 10.86.0.4 628,027k 842,220k 0 0 0.000% 0.000% 0.000%
® () hqpad50 108605 2822¢ 3,100k o 0 0.000% 0.000% 0.000%
® §E Syrah 10.004 70,870k 40,520k 1,302 708k 1.803% 1715% 0.510%
® @ santaClara 10002 1081k 1.020k 4 167k 13.865% 0.862%
® [] RuckusAP 10008 3388k 1251k 0 0 0.000% 0.000%
® ¢ tempranillo 10007 318k E 28 223 42.204% 1.253%
& 4, kmaxmm 10008 10.920% 10.815k 17k 282 2.413% 1.160%
® BF michelob 100012 50,524 58,279k 3723 1374k 2384% 2178%
® [&] Burgundy 100018 318k 243k 108k 288 45.123% 50.204%
# [&] Chardonnay 10.0.020 1166k 1,148k 654k 706k 5.05: 7
& [&] Pinot 10.0.021 518k s12k 784k 260k
® [&] Merlot 100022 TET a8k 775k 256k
® [ Riesling 100028 a3k ask 0 264k 25.020%
® %] Muscat 10.0.022 1.256% 1.260k 511k 258k 17.041%
&[] Franc 10.0.027 1522« 1.821k 0 0 0.000% 0.000%

® 8] Palomine 100028 1871k 2122k 318k 310k 12.834% 12.778%
® o5 PS-PTRI 100030 80 121k gk 81k 2.008% 33.445%

This permits you to determine the average daily broadcast rate and compare it to the last poll broadcast
rate to help identify devices that are transmitting or receiving a high level of broadcasts.
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Note: If a device is transmitting a high percentage of broadcasts, it is more likely that one of its
interfaces is receiving a high percentage of broadcasts from one of its ports, and then transmitting
those broadcasts to all interfaces on the device. Select the device and look for interfaces that are
receiving a high broadcast rate to determine the device that is broadcasting.

PoE Sub -tab

The PoE sub-tab shows information on the status and power consumption of the devices, the percentage
of utilization that is running, and the level of alarms that have been set to alert you if power is running low.

Devices Total Network Visibility®
evice Pover sl 7501
Device Name IP Address Group Status Rating (Watts) Consumption % Power Utilization Alarm Threshold
Headquarters (24 devices) «
* () hagmxes 10.85.0.4
® (=) hqpa50 10.86.05 -
o B Syrah 10001 1 On T30 W 10w 19% -
® @ santaClara 10002
® [¥] RuckusAP 10006
® @ tempranill 10007
® &, kmaxmm 10008
* Ff michelob 10.0.0.12
 [&] Burgundy 10.00.18 1 on 406 W oW 0% 0%
® [%] Chardonnay 10.0.0.20
® [&] Finat 100021
@[] Merlot 10.0.0.22
@[] Riesling 10.0.0.20
@[] Muscat 100023

This allows you to quickly determine if there are any high-power drawing devices that are connected to
the switch or if there are any power faults.

PoE allows you to watch the status and monitor the power usage for your PoE switches to make sure that
you are not getting close to limitations of the switch. It also monitors the power draw for each port on the
switch so you can determine where high-power drawing devices are connected to and quickly determine
any power faults.

Note: PoE Historical Utilization can be optionally tracked over time by enabling data retention of POE
stats. This permits organizations to track their power usage and generate reports showing when
and where additional power is being drawn from PoE switches. See Appendix A, Saving PoE
Usage to a Database , on how to enable reporting and how to extract data from the database.

STP Sub-tab
The STPsub-t ab shows the devicebs.Spanning Tree information

Devices Tatal Netwark Visibility®
Device Name IP Address Pratocol Version Priority Last change Changes RootBridgge  RootCost RootPort  Hold Time
Headquarters (24 devices) =
® (2 hqmx6s 10:26.0.4
® = hqpadsn 10:25.05 -

.ﬂn Syrah 10.0.0.1 eee8021d - 28873 Syrah 0 - 100
® @ SantaClara 10.0.02

® [¥] RuckusAP 10.0.06

® @ tempranillo 10007

® G, kmacmm 10003

® B Michelob 10.0.0.12 Unknown 4071 Syran 3 nt #4085 100
® [&] Burgundy 10.0.0.18 2eeB021d Syran 200032 nt 21 00
® [&] Chardonnay 10.0.0.20 2eeB021d 30452 Syran 40000 Int %25 00
o %] Pinot 10.0.024 2eeB021d Syrah 40000 nt 1 600
® [ Merlot 100,022 2eeB021d 115 days 23.48:07.35 1 Syrah 40002 nt #1 00
® [=] Riesling 10,0020

.E Muscat 10.0.0.23 eee8021d 42 days 12:12:38.14 207 Syrah 20002 int #21 800
® %] Franc 100027 22280210 1756 Syrah a8 Int #13 100
® [&] Palomino 100028 22280214 - 32760 114 days 01:42:69.00 5 Syran 18 nt #1 100
Par— annnan

Determine when your last STP root bridge election occurred and which device is acting as the root
bridge. Al so know which interfaces are active as well as 1
disconnecting the wrong interface.
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Inventory Sub -tab

The Inventory sub-t ab shows details about a
device discovered on your network, the Manufacture Date , Model, Serial Number , Hardware ,

Firmware and Software OS revisions are reported.

Devices

Inventory [

* (7 haqpadso 10.88.05 Fala Afio Metworks. 023201001065
* g syran 10.00.4 Inc 2850-24P5-E FDO1845€185
* ) santaClara 10.00.2 Cisoo 1 FTHID40A3WH
# [ RuckusAP 10,008 Ruckus Wir
* @ tempranillo 10.007 Cisco Systes ASR1001 55110510470
* , kmax-mm 10.0.0.8 PC Engi

NSK-Ca37ZTX SAL1B08IWNR

® B michelob 10.0.0.12 Cisca Sy

# [&] Burgundy 10.0.0.18 JB08TA CN124ZROLD
# [ Chardonnay 10.0.020 Hewiett-Packard 190854

# [&] Pinot 10.0.0.21 HP

# [&] Merlot 10.00.22 HP

® & Riesling 10.0.020 Brocade Communications Systems LLC

® [ Muscat 10.0.023 HP Jo728A SG42FLINZHR

The filter field is very useful in getting filtered lists of the inventory.

on all the Cisco devices, or all Meraki devices

=
Device Name ddress |Filter Model |Filter Serial
Headquarters (24 devices) ~

.O hgmx85 10.85.0.4 Cisco Meraki MXB5 Q2QN-Z73D-DYG4

Num

Hardware

Rev 0

Rev 0

Rev0

deviceds internal

Total Network Visibility®

® Healthy ~ Suppressed @ lssue 7 Commfail  © 8 W General Traffic PoE STP QLWSVERME Description Backup Support Financials Vulnerabiliies

Code Revision
Firmware Software

wined-17-10
10.2.3h2

0.1 Denali 16.3.50

12 4{127]T5 15.A(NT
R.1.122
R11.122

WE.15.10.0022

WE. 15.10.0022

WB.16.03 WE.15.10.0022

For example, you can go in and filter

An Inventory Excel spreadsheet can be downloaded by selecting on the Inventory link and selecting on
the Excel icon. Additional detailed inventory information is available in that spreadsheet that is not
available via the web Ul: The Inventory spreadsheet includes serial numbers and details of every element
inside the chassis like blades, fan trays, and management systems.

Description Sub -tab

The Description sub-tab shows the internal system description for the device.

Devices

-

Headquarters (24 devices) «

ta_arenal_qacfficode/build/anm

* (2 hamxs 108604 Meraki MXB5 Cloud Managed Router
* ) hqpadso 10.86.0.5 Palo Ao Net P4-400 series frewall
g syrah 10.00.1
& santaClara 10002
® [¥] RuckusAP 10005
& tempranillo 10007
ystems, Inc. Compiled
® §, kmax-mm 100038 kmape-mm pathsalutions Jocal
® [ Michsiob 10.00.42 Cisco MX-CS{tm) 0000, Software (n0000-dk8), Ver:
® [&] Burgundy 10.00.19 ProCurve JB0ETA Switch 2610-24-FWR. revision R 1.1
# %] Chardonnay 10.0.020
*[&] Finot 10.00.21 0-24G Switch, revision WE. 16.10.0022, ROM WB.16.02 {
® [§] Merlot 100022 0-24G Switch, revision WE.18.10.0022, ROM WWB.16.02 (Awsiswbuil ta_arenal_qaefficode/build/anm|
] Riesling 100020 , nmunicati tems, Inc. ICXB450-24-HPOE, IronWiare Ve X P
#[&] Muscat 10,0023 ta_arenal_gaofics
#[&] Franc 100027 Version 12
#[&] Palomino 10,0028 Ciseo IOS Software. C3550 Sofware (C3550-PSERVICESKE-M

Device Name IP Address Internal Device Description

ed on Feb 24 2015 ai 05:42:34 labeled as.

build/anm|{ swo
WHC(1). MAINTENA

Tatal Netwark Visibility

® Healthy ~ Suppressed @ lssue 7 Commfail  © General Traffic PoE STP Inventory [ nEEIUGESUN Backup Support Financials  Vulnerabilities

im_rei_ajant_srenal_qaoff_rel_sjanta_srenal)] (Formerly PraCurve)

im_rei_ajanta_arenal_qaoff_rel_sjanta_arenal)] (Formerly FraCurve)

XB4RO74000
ajantz_arenal)) (Formery ProCurve]

NTERIM SOF TWARE Copyright (c} 1988-2001 by cisca Systems, Inc.

14413E8. RELEASE SOFTWWARE ffc1) Coovrioht (c) 1886-2008 b Cisco Svstems. Inc. Comoiled Man 09-Mar-08 20:28 by oereddy
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Backup Sub -tab

This sub-tab provides a summary of the last backup of devices. The backup column shows the date of
last backup and whether it succeeded or failed.

Devices Total Network Visibility:
@ Healthy  Suppresssd @ lssus 7 Commfail  Colspse A General Trafic PoE STP lnventory Description [ESSW8 Support Financials Vulnesabilities

1P Address Since Last Backup.
Fitter 1P ‘Sackup Information Backup Detaits Log Backup

HQ-FW (2 devices) ~

® /%, hamxss 108604
© () napass 103505 20240722 16.00.01 Backup successful Nochange | Details  Log
HQ (22 devices) -
o [ syran 10,001 2024-07-23 02.00.01 Backup successful Nochange | Details| Log | (e
. kfxl SantaClara 10002 2024-07-23 02.00.01 Backup successful No change Details Log Backup now
® [E] RuckusAP 10008
10007
100012 2024-07-22 16.00.01 Backup succassful 1line changed = Details Log Backup now
10.0.0.13
10.0.0.14
100019
100020
100021
100022
100023
@ [&=] Paloming 100028
Dwvice Types: #) Malches () Does nod match
105
Configuration: # Malches () Does nod match
HTE
Telnst S5H Web HTTPS 11 malches datec

A
W
atp server @.p -Atp.org
mtp server S.p ar
WS AgERt eNEC
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l Compare Configurations

l Search I Michelon{10.0.0.12)2024-06-27&02.00.31.txt
w450 2 1Command: show running-config

haf140d-poe 3 1Time: Sun Jum 39 16:35:25 2224
Syrah S yersion 7.8(3)T1(1b)
SantaCrara & switchnase Michelob

Tvec Micheled a1
empcanito limit-resource vian minimum 15 maximum 4038
Michetob linit-resource vrf minisum 2 maxisum 4896

10 limit-resocwrce port-channel minisue 0 saxisum $
Micheioh2 1
Wos 1 linit-resource udroute-mem minimuw 242 maxisum

248

Burgundy 12 limit-resource ubcoute-see minisum 56 saxizum §
Chardonnay 5

13 limit-rescurce siroute-ses ninisus 53 maxieum 5
Pinot 8
Morict 4 limit-resource sécoute-ses minisus & maxisue 8
Muscat 10 feature telnet
Riesting 17 cfs etn distribute

16 feature bgp
Dutonnet 10 feature rip
bostonswl-stout 10 feature interface-vian

21 feature lacp
Sunnyvake 22 festure ohcp

23 Feature vpc

s

Angeyal 24 ¥eature 1lldp

75 feature vip

26 clock protocol ntp vac 1

2 dfferences datectad
Michelob2(10.0.0.12)2024.06-27802.00.)1.xt -
2 1Commanc: show running-config I

3 ITime: Sun Jun 38 16:38:25 2024
S version 7.8(3)11(1b)
& switchnome Michelcdbl
T wac Michelcb? 4 1
limit-resource vien minimum 16 smaximum 4034
2 limit-resource vrf minisum 2 moxieum 4096
10 limit-resource port-channel minisom @ maxisem $
i
limit-resource udroute-mem minisum 248 saximm
248
imit-resource ubroute-sem ainisum 96 maxiees 9
&
limit-resource sircute-sen ainisun 58 maxiss 5
8
14 lisit-resource sEcoute-mem minieum 8 maxisum 8

16 feature telnet
17 c¥s eth dgistribute
15 festure bgo
1% feature rip
| feature interface-vian
21 feature lacp
22 deature dhep
23 feature vpe
24 feature llcp
25 feature vip
26 clock protocol ntp wec 1

To setup and configure device backup schedules, see the Administration Guide. Backup configurations
are also possible. You have the ability to do a diff against previous versions to see what has changed.

A dialog will allow you to add a note, then the backup will begin.

Backup Device Now - Google Chrome

(i about:blank

started...

Device backup on Chardonnay
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If you select a Details link, you can see the details of any backup. This will show the different
configurations that were backed up, and using the tool bar at the top, you can also see the differences
between backups to see what changed.

Devices Total Network Visibility® [
® Healthy  Suppressed @ lssue 7 Comm fail Lack Web General Traffic PoE STP Inventory Description =SSN Support Financials Vulnerabilities
Device Backup
IF Address Backup Information Details Log Backup

Headquarters (27 devices] -
® () hamxes 10.85.0.4 -
- D hapad50 10.85.0.5 2023-02-08 00.00.02 Backup successful Details Log Backup now

'8 PathSolutions TatalView - Google Chrome - u] X LL B=ciup now
® @ SantaClal PRI G=chup now
® [£] RuckusAl A Not secure | htps://10.1.0.15/devicebackupdetails.htmi?d=2 Q
# £ tempranil N R .
. 10.0.0.1 Configurations e ssi wes 1ir7es @ File View C File Compare

£, femax-mn
s Syrah(10.0.0.1)2023-02-09@00.00.01 txt -
[ Michslon T [ FEAT o - Building configuration.. LI, 5ocup now
» [&] Burgund] EPET L S LI 2 "N c=ciup now
. ’i‘ Chardoni Syrah(10.0.0.1)2023-02-08400.00.01 3 Current configuration : 20500 bytes Log Backup now
4|1
] Finot Syrah(10.0.0.1)2023-02-07 ©00.00.02.
[&] Pino rant ’ e 5 | Last configurstion change 3t 14:18:17 DT Mon Nov 7 2022 by psbadmin
® [&] Grenachq | syra(10.0.0.1)2023-02-06@00.00.01 8 | NVRAM config last updated at 13:51:22 PDT Mon Now 7 2822 by psbadmin
- T
* %] Ribolla ‘Syrah{10.0.0.1)2022-02-05@00.00.00. . ; .
o] shiear & version 15.3
Syrah{10.0.0.1)2023-02-04@00.01.03. @ no service pad

 [] Merlot 4ot 10.0.0.1 207 05-0300.00.00. 0 serwice timestamps debug datetime msec
[5] Ricshing | | SYTeN(10.0.0.1/2023-02-02900.00.00. service tinestanps log datetime msec

] uscat | | Sah(1000.1)2023-02-02@10.5%.16, 2 service password-encryption
service compress-config
na platform punt-keepalive disable-kernel-care
@[] Paloming | Syrah(10.0.0.1)2023-02-01@00.00.02 5!
5 hostname Syrah
® B PSFIRY | g ah10.0.0.112023.01-31@00.00.01 -1 o
# 5] Dubonne| | g1
Syrah{10.0.0.112023-01-30@00.00.01 E
® [&] barleywi o wrf definition Mgme-vef
& Syrah{10.0.0.112023-01-2600.00.01. 20
® @ Alsace e ; e 20| 1
120z 21| address-family ipvd
Syrah(10.0.0.1)2023-01-28@00.00.02. & Y 1p
.
£, haups1 22 exit-address-family
23| 1

®[&] Franc Syrah(10.0.0.1)2023-02-02@00.00.02.

. :@\‘ iDRAC-1. Syrah(10.0.0.1)2023-01-27@&@00.00.00.
address-fanily ipvé

exit-address-family
|

® [¥] PS-P1-0f | Syran(10.0.0.1)2022-01-2600.00.01
* &1 scrappy Syrah({10.0.0.1)2023-01-25@00.00.01
Boston (2 devi
Chicago (2 dey

enable secret &
|

‘Syrah(10.0.0.1)2023-01-24@00.00.00.

You can also compare the differences between backups to see what changed by selecting the File
Compare button at top right of this screen.

"8 PathSolutions TotalView - Goagle Chrame = O X
A Not secure | Bips://10.1.0.15/devicebackupdetails.htm|?d =28 Q
hgpa450 (10.86.0.5) Configurations sgH TTPs () File View @ File Compars
|gem,.__ | hqpad50{10.86.0.5)2022-02-27@18 51.55.ixt hqpad50{10.86.0.5)2023-03-01@14.54.20.txt o~
hqpa450(10.86.0.5/2023-03-09@00.0C = || set deviceconfig system ip-address 10.9.0.251 1 set deviceconfig system ip-address 18.9.8.251
2 set deviceconfig system netmask 255.255.255.8 system netmask 255.255.255.8

hapa450{10.85.0.5)2023-03-08@00.00 3 set deviceconfig system update-server updates.palealtonetworks.com system update-server updates.paloaltonetworks.com
hap=450{10.86.0.5/2023-03-07@00.0¢ 4 set deviceconfig system update-schedule threats recurring weekly d system update-schedule threats recurring weekly d
ay-of -week wednesday ay-of-week wednesday
hgpa450{10.85.0.5)2023-03-06@00.0C 5 set deviceconfig system update-schedule threats recurring weekly a 5 set deviceconfig system update-schedule threats recurring weekly a
T e1e
: 12023
hap2450{10.85.0.5/2023-03-05@00.00 et deviceconfig system update-schedule threats recurring weekly a | & set deviceconfig system update-schedule threats recurring weekly a
hqpa450{10.85.0.5)2023-03-04@00.0C ction download-and-install ction download-and-install
hqpa450{10.86.0.5/2023-03-03@00.0C set dev.Lcec-:m—l.g system update-schedule wildfire recurring every-h set de\:.'_ceccnf'_g system update-schedule wildfire recurring every-h
our at @ our at @
hgpa450{10.85.0.5)2023-03-02@00.0C & set deviceconfig system update-schedule wildfire recurring every-h 2 set econfig system update-schedule wildfire recurring every-h
. . | our action download-and-install our n download-and-install
hapa450{10.86.0.5)2023-03-01@15.13 set deviceconfig system update-schedule global-protect-clientless- @ set econfig system update-schedule global-protect-cli
hgpa450{10.85.0.5)2023-03-01@15.17 vpn recurring weskly st @1:15 wpn recurring weekly at @1:15
. - | 10 set deviceconfig system update-schedule global-protect-clientless- | 10 set deviceconfig system update-schedule global-protect-cliel
hapa450{10.85.0.5)2023-05-01@15.10 wpn recurring weekly day-of-week sunday vpn recurring weekly day-of-week sunday
haqpa450{10.86.0 5)2023-03-01(@14 5 11 | set deviceconfig system update-schedule global-protect-clientless- | 11 set deviceconfig system update-schedule global-protect-clientless-
§ wpn recurring weekly action download-and-install vpn recurring weekly action download-and-install
hqpa450(10.85.0.5)2023-03-01@14.5 12 set deviceconfig system update-schedule anti-virus recurring daily | 12 set deviceconfig system update-schedule anti-wirus recurring daily
hapa450{10.36.0.5)2023-03-01@14.5: =3 (e ZiE 2 H-s
X 3 set deviceconfig system update-schedule anti-virus recurring daily 2 set deviceconfig system update-schedule anti-virus recurring daily
hap=450{10.86.0.5)2023-03-01@14.4 action download-and-install action download-and-install

hpe45010.85.0.5/2023-03-01@00.5¢ set deviceconfig system updste-schedule global-protect-datafile re set deviceconfig system update-schedule global-protect-datafile re

curring weekly at 92:38 curring weekly at 82:3@
hqpa450{10.86.0.5)2022-02-28@00.00 15 set deviceconfig system update-schedule global-protect-datafile re | 15 set deviceconfig system update-schedule global-protect-datafile re
hapa450(10.86.0.5/2023-02-27@12.11 curr'_ng.'.ueeklsi.day-oF-week sunday i i CUI"I"JI'\g.MEEkl}'.da)'-C-f-hEEk sunday -
18 set deviceconfig system update-schedule global-protect-datafile re| 16 set deviceconfig system update-schedule global-protect-datafile re
hqpa450{10.85.0.5)2023-02-2T@18.11 curring weekly action download-and-install curring weekly action download-and-install

deviceconfig system timezone US/Pacific 17 set deviceconfig timezone US/Pacific

hqpa450{10.86.0.5/2023-02-2T@12.1(

devicecol system service disable-telnet yes 12 set service disable-telnet yes
hapa450{10.85.0.5)2023-02-3T@12.5 devicecol system service able-http yes 12 =et service disable-http yes
hapa450{10.86.0.5/2023-02-2T@18.51 dev:xcecon g system service _sab'_e.-snnp no _ et service d:isable.-snmp no

deviceco system hostname hgpadse 21 =et hostname hgpadsd
hap=450{10.86.0.5)2023-02-2T(@18.51 deviceconfig system default-gateway 18.8.8.1 22 set default-gateway 10.8.8.1
hapa450{10.85.0.5/2023-02-27@00.1 deviceco - system dns-setting servers primary 18.48.9.18 _ et dns-setting servers primary 168.9.8.189

deviceconfig system dns-setting servers secondary B.8.8.3 24 set dns-setting servers secondary 8.5.8.8
hap=450{10.86.0.5/2023-02-26@00.0° _ devicecol system domain pathsolutions.local set tem domain pathsolutions.local

8 deviceconfig system login-banner \"UNAUTHORIZED ACCESS TO THIS | 28 set deviceconfig system login-banner \"UNAUTHORIZED ACCESS TO THIS

4 4 DEVICE IS PROHIBITED DEVICE IS PROHIBITED
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You can also select the Log link to see the logfile of backup.

Devices Tatal Netwark Visibilityd [
® Healthy ~ Suppressed @ lssue 7 Commifall  Cofapsel  Lock et General Traffic PoE STP Inventory Description [Ty
Filter Devic Device Backup
Devioe Name IF Address S PathSolutions TotalView - Google Chrome = O X ===l Gy
Headquarters (27 devices) =
® [ hqmxes 10.85.0.4 A Not secure | bips//10.1.0.15/backuplog.htmi?d=2 Q
* 2 hapadso 10.85.0.5 202 Details | Log
5 syrah 10.0.0.1 22 Backup Log Details | Log
® @5 SantaClara 10002 202 All - Details | Log
# [¥] RuckusAP 10006 Time. Source
* B tempranillo 10.0.0.7 2024 | 2912023, 1200:01AM | Regular
* &, kmax-mm 10008 21812023, 12:00:01AM | Regular
# [ Michelob 100012 202 23, 1200:02AM | Regular Details | Log
%] Burgundy 10.0.0.18 202 iziz; :i ;E E; ::: ;9‘“:3' Detsils | Leg
. 12001 ular
# [&] Chardonnay 10.0.0.20 22 | 120108 AM R:JIA' Details | Log
* [ Pinat a8z 2 | 222023, 120000AM | Regular
*[&] Grenache: ooz 2/2/2023, 1054:15AM | Manua Backup bafare static route shange to Frad server started by fitus
* [i§] Ribolla 100028 21212023, 120002 AM | Regular
®[&] shiraz 10.0.0.35 2172023, 120002 AM | Regular
® [=] Merlat 10.0.0.22 1131/2022 Regular
%] Riesling 10.00.28 113072023 Regular
® =] Muscat Regular
Regular
Regular
* 5 PSPTR Reg"’i
+ 51 Dot e
® ] barleywine Seguisr
@y Alsace Reguiar
® i, hqups1 10.00.120 Seguisr
- Ai“ iDRAC-148XCV2 10.0.0.137 Regular
# [] PS-P1-OpenGear 10.0.0.260 Regular
® (&) scrappy 10.1.0.13 Regular
Boston (2 devices) Regular
Chicago (2 devices) « Regular

You can also select the Backup button, to initiate a manual backup from this tab on the web interface.
The backup is immediate.

Page 29



PathSolutions User Manual TotalView 14.2

Support Sub -tab

The Support sub-tab provides contract information for any of your network devices in one place on this
tab. Contract details you can add include the Contract ID , Contract Date , and Contract Phone number
for your devices.

Devices Total Network Visibility®
# Healthy Suppressed ®lssue ? Comm fail Collapse Al Support
T Support Contract

Device Name IP Address Expiration Date Contract ID Contract Phone

HQ-Firewall (0 devices)

L] O hqpa500 100.07 06-17-2019 B-48370G 1-888-555-2883

L] CI hqfw1 10.86.0.2 03-04-2020 22932832 1-888-555-2883

® (2 CiscoASA 10008

HQ (0 devices) «

. ﬂ Chardonnay 10.0.0.20 11-23-2020 F-483823-01 1-800-555-3412

[ ] @ Syrah 10.0.0.1 08-14-2020 GH-47382933 1-888-555-8900

[ ] ::| Pinot 10.0.0.21 09-06-2020 9208382 1-408-555-6651

L] E Merlot 10.00.22 04-12-2019 982738212 1-850-555-9810

L] %] Muscat 10.0.0.23 05-16-2019 8272832-45 1-415-5565-4923

L] E Burgundy 100019 05-18-2019 93848323 1-888-555-7680

. 3] Ribolla 10.0.0.26 09-12-2018 548293 1-916-555-6553

L] ?_,,l Grenache 10.0.0.27 04-11-2020 H82982821 1-719-555-6000

L] E‘ Riesling 10.0.0.29 07-11-2019 2828372 1-800-555-4831

& @@ Railaue 100032

Consult the Administration Manual on how to use the Config tool to add support information for any
device.
The system will send an email if any of the support contracts are within 30 days of expiration to help make

sure support contracts don6t | apse.
@ Change Device x
Group: ‘ Headquarters ~ |
IP address: ‘ 10.0.0.25 |
Device Type: O A Linux server

O Non-Linux server
(®) Dynamic detection

SNMP version: O sMMPvi @) SNMPv2e (D) SNMPv3

Community string: ‘pubhc

AuthProt: AuthPass:

NoAuth

PrivProt: PrivPass:

MoPriv

Contract date: O |27

Contract ID: ‘ |
Contract phone: ‘ |
Description {optional): ‘ |

« | Co=]

Financials Sub-Tab

The Financials sub-tab provides financial insights into the operational costs of your network in one
location. You can add additional information to manage inventory and track and amortize operational
costs and compliance requirements. Ensur e t hat you arendt rexpeaddng equi pme|

Enter and track when a device was Deployed , Procurement Cost , Amortizations Months , Annual
Support Cost , and Monthly Operating Cost
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Devices Total Network Visibility®

® Healthy Suppressed ®lssue  ? Comm fail

General Traffic PoE STP Inventory Description Backup Support QELELEIEE Vulnerabilities

Compliance Costs
Device Monthly Operating
Device Name IP Address MFG Date Deploy Date Procurement Cost Amort Months Annual Support Cost Cost
HQ-Firewall (0 devices)
.O hqpa500 10.0.0.7 - 11512017 54,821 60 $389 11277
.o hqfw1 10.86.0.2 - 5M18/2016 §3,982 48 §459 §121.21
L] 0 CiscoASA 10.0.0.8 8/30/2010 - 48
HQ (0 devices) a
. Chardonnay 10.0.0.20 3/3/2008 4M19/2015 $2,237 48 $682 $103.44
10.0.0.1 117312014 6/25/2015 $3.781 60 $482 $103.18
10.0.0.21 7tizon 6/23/2015 $3.701 48 $730 $137.94
® %] Merlot 10.0.0.22 5/14/2007 2/21/2014 $2.571 60 $302 $68.02
.. Muscat 10.0.0.23 11/8/2010 5M7/2014 $2,001 60 $27 §57.43
10.0.0.19 611372011 10/1/2016 $1,582 48 $482 $73.13
10.0.0.26 11/21/2005 517/2016 $2.821 48 $356 $88.44
10.0.0.27 - 972015 §728 48 §321 $41.92
Riesling 10.0.0.29 - 11/12/2017 $1,281 48 $372 $57.69
Baileys 10.0.0.32 10/21/2013 - 48
. BarleyWine 10.0.0.33 = 10/9/2016 $1.901 48 §373 $70.69
. Shiraz 10.0.0.35 - 92712017 $782 48 $330 $43.79
L] |-2| Cabernet 10.0.0.36 - 3102018 $612 48 $329 $40.17
. ['<,| Lager 10.0.0.38 - 7162017 52,781 48 $432 $93.94
10.0.0.42 - 10/111/2015 $3.982 60 $367 $96.95
10.0.0.43 - 1212312012 $718 48 $512 $57.63
10.0.0.45 - TI72015 $1.928 48 8127 $50.75
&l mana ANNN AR RIAIPNNE RIAIDNAT 1 R7T2 AR @337 R4 /RN

This information can be changed via the Config Tool on the Financials sub-tab.

&P 2dd Financials Record *
IF address: Headquarters/Syrah (10.0.0.1) ~
Install date: | 2/7/2023 V|
Procurement cost: |2390 |
Amortization: |48 |

Annual support cost: |34D

Cancel
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Vulnerabilities Sub -tab

This tab is for assessing and monitoring Operating Security and network device vulnerabilities on a daily
basis.

Devices Total Network Visibility®
Device Security Vulnerabilities [
Device Name IP Address M Critical High Medium Hiow Details
Headquarters (24 devices) ~
® ] hamxss 108504
* 2 hapadso 10.86.0.5 1 Details.
» [ Ssyrah 10.0.0.1 1 12 31 2 Details.
® @ SantaClara 10.0.0.2 E S 50 z Details
® (] RuckusAP 10.0.0.8
* @y tempranilio 10007 1 7 44 2 Details.
* 4, kmax-mm 10008
® B8 Michelob 100012 1 0 i Details.
# %] Burgundy 10.0.0.19 1 Details..
® ] Chardonnay 10:0.0.20 1 Details.
# =] Pinot 10.0.0.21
® &) Merlot 10.0.0.22
® =] Rissling 10.0.0.20
* [ Muscat 10:0.0.23
* [ France 10.0.0.27 1 34 63 3 Details.
® [&] Palomine 100028 2 El 53 2 Details.
* = PSPTRI 10.0.0.30

Note: This sub-tab only displays if your product is licensed for the Security Operations Manager.

For device vulnerability tracking purposes: The system fetches nightly updates from the National Institute
of Standards (NIST) on known risks. Specifically, it fetches the CVE descriptions and risk scores on any
bugs, defects and vulnerabilities for all network components, routers and switches, as published and
released by all the major manufacturers, and collected in the National Vulnerability Database (NVD) at

www.NIST.gov.

Note: If there are no entries for a device, it may be that this device manufacturer does not publish to
NIST. Check with your device manufacturer to see if they publish vulnerabilities to NIST.

On this tab, all network devices are listed, and the security columns provide the count of known risks,
sorted by critical, high, medium and low risks, associated with each device.

For any device named in the list with indicated vulnerabilities, select the Details link to open the Security
Vulnerabilities report for that device. A list of security vulnerabilities will pop-up as an overlay, listing the
specific security risks, their severity threat levels (Critical, High, Medium, or Low) , the CVE in the NVD
database that assess and discuss that risk, a threat score, a summary description, and the CVE
publication date:

{ Security Vulnerabilities

Severity D Score Description Published Date

CVE-2014-7998 | 7.70 Cisco-Merski M3, MR, and M devices with frmware before 2014-09-24 sllow remate suthentcated users toinstal arbirary firmware by leveraging | 1272302014, 4:59:00 FM
unspecified HTTP handler access on the local network. aka Cisco-Meraki defect 1D 00478585

CVE-2014-7985 | 7.20 Cisco-Meraki MS, MR, and MX devices with fimnware before 2014-09-24 allow physically proximate attackers o obtain shell acoess by opening a 12/23/2014, 4:50:00 FM
device's case and connecting 3 cable to 3 serisl port 2ks Clsco-Marskd defect D 00202077,

MEDIUM | CVE-2014-7994 | 540 Cisco-Meraki MS. MR, and MX devicss with firmare before 2014-09-24 sllow remote stisckers to axscute aritrary commands by leveraging 122372014, 4:58:00 PM
knoudedge of a cross-devics secret and 2 per-dsvice secret, and sending a request to an unspecifed HTTP handler on the local network, ska Cisco-
Meraki defect 1D 00301881
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If you need even more information, select the CVE named in this table, to proceed to that CVE in the
NIST NVD. The CVE links are direct links to the NIST website and database (www.NIST.gov).
Here is an example of a linked CVE in the NVD.

NIST = NVD MENU

Information Technology Laboratory

NATIONAL VULNERABILITY DATABASE Nw

VULNERABILITIES

IKCVE-2013-6696 Detail

Description alaleillime
Cisco Adaptive Security Appliance (ASA) Software does not properly handle CVE Dictionary Entry:
errors during the processing of DNS responses, which allows remote CVE-2013-6696
attackers to cause a denial of service (device reload) via a malformed NVD Published Date:
response, aka Bug ID CSCuj28861. 12/02/2013

NVD Last Modified:
Source: MITRE 03/04/2014

Description Last Modified: 12/02/2013
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Interfaces Summary

You can get Device and Interfaces information on any of the devices listed on the Network Devices tab

and selecting on any device name, and it will bring up an Interfaces Summary for that device. These
Interface Summaries are also reachable by selecting Device Names in othertabs. The Devi ceds
Interfaces table will list the specific switch information that you selected and a table showing all of the
interfaces on the switch.

Interface s Summary Fields : General Tab

First select a Device Name to get the Interfaces table to appear for the device. The first and default tab is
the General tab. The General tab shows the following interface summary table.

Devices Total Network Visibility=

4k Lo [EBEN Trafic FoE STP Inventory Description Backup Support Financials Vulnerabiliies

Device SNMP Oper  Admin
Device Mame IP Address  Version Manage CPU Int Down Down Location Gontact Uptime:

®[&] Finat 10.0.0.21 vZe | Tele SSH = 2 o tops@pathsoiutions.com 116d 00 08m

& Interfaces

[EY0N Tafic FoE STP  Detils CDP/LLDP  Connected

Ped k Daily

Utilization Port Status

P ignore @rror Interface VLAN

Interface Favarits  WAN  Address Description int Rate  Tx Rx Speed Duplex 1D Admin Oper  Control
® INTE te | WAN g p | Infrastructure
INTEZ
INTE
INTE4
INT#S
INTES
INTE?
INTES 8:8
INTES oo
INTE10 Favorite | WAN 10:10

ore | 0.000% | 0.016% | 1.283% 1,000,000000 Fu 1 up
0.000% | 0.000% | 0.000% 1
0.000% | 0.000% | 0.000% 1
0.000% | 0.000% | 0.000% 1
0.000% | 0.000% | 0.000% 1
0.000% | 0.000% | 0.000% - 1 up | down
1
1
1
1

wp | down

] wp | down
44 wp | down
wp | down

RIEIRIE IR
Y

Wiy ey

68
77 0.000% | 0.000% | 0.000%
0.000% | 0.000% | 0.000%
0.000% | 0.000% | D.000%
0.000% | 0.000% | 0.000%

up | down
up | down

up | down
up | down

The first column includes a green, yellow or red status indicator. If a device has an interface that is
healthy the status dot next to its interface number will be green. If an interface is degraded (utilization or
error rate is higher than the configured threshold), the status dot for the interface will be red, and the Error
Rate or Utilization Rate will be marked in red. If the user has manually marked the interface as
suppressed, the interface status dot will be yellow.

Suppressing an interface can be done by selecting on a status dot and selecting to suppress that
interface.

Note: If the status indicator shows up blank, then the interface is operationally shut down, and is not
relevant.

The Interface Number column is the interface number on the device. Each device manufacturer will
create a unique number for each interface. You can use this interface number to correlate physical
interfaces on the switch. Selecting on the interface number will display the Interface Details page. Refer
to the Interface Details section for more information.

The third column is the IP address associated with the interface (if any). Routers and servers will
generally have an IP address assigned to each interface, whereas switches may only have an IP address
associated with the management interface. If multiple IP addresses are associated with an interface, it
will appear on the tooltip if you hover over the IP address field.

The Description column is the interface description. This information is provided by the device as a way
of describing the interface. It may contain information on the type of interface, or the interface identifier
used on the device. If an interface alias is configured on the device, this custom description will show up.

The Peak Daily Error Rate column is the error rate of the interface. The error rate is calculated as a
combination of all inbound and outbound errors on the interface, compared to the number of packets that
have passed through the interface.
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If the error rate is above the error threshold, it will be displayed in red.

Note: There are some devices that do not report error information correctly, and can lead you to believe
that there are faults on interfaces that actually are functioning correctly. If you perceive errors on
an interface that is abnormal, contact the device manufacturer to attempt to determine more
about its SNMP reporting capabilities.

The Peak Daily Tx column is daily peak utilization transmitted data. This statistic reports the maximum
transmitted utilization on the interface (as a percentage of bandwidth) that was seen over the past 24
hour period.

If this statistic is over the utilization threshold, it will be displayed in red.

Note: If PathSolutions TotalView is unable to read the correct interface speed from the device, this
number may not be accurate.

The Peak Daily Rx column is daily peak utilization received data. This statistic reports the maximum
received utilization on an interface (as a percentage of bandwidth) that was seen over the past 24 hour
period.

If this statistic is over the utilization threshold, it will be displayed in red.

Note: If PathSolutions TotalView is unable to read the correct interface speed from the device, this
number may not be accurate.

The Interface Speed column is interface speed, rated in bits per second. If the interface is operationally
shut down, or the device does not report a valid speed, then the speed is listed as Unknown .

The Duplex column shows the duplex status of the interface. Duplex information cannot easily be
determined from different switch manufacturers, so this field is calculated based on the presence or
absence of collisions. If there are any collisions on the interface, then the interface must be half-duplex.
If there are no collisions on the interface, then the interface may be full-duplex, or it may be a half-duplex
interface that has not yet received any collisions.

The Status column shows the operational and administrative status of the interface. If the network

administrator has configured an interface to be shut down it will be listed as down in this column.

The Control column will only display if your product is licensed for Security Operations Manager. This

column will show one of three entries:

1 Shutdown: This link allows you to shut down the interface, effectively quarantining the connected
device.

1 Enable: This link allows you to bring an interface back online.

1 Infrastructure: This interface cannot be shut down due to it being part of the network infrastructure.

Note: The ability to shut a port down or enable it requires read-write SNMP authentication with the
device.
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Current Utilization Widget

From the Network Device Interface tables, you can get a Current Utilization widget show live usage of
any interface in the infrastructure in a separate window, so you can monitor it over time.
Scroll to the Interface Utilization graph.

At the top of the Interface Utilization graph, there is a link called Live in the right corner.

ol Interface Utilization \ 0 | canen: 20N

FIFLRE RSN Percent  Peak Percent N @ View Packets & Broadcasts
Live kbps. Tx Rx
00 Min 0 0
@ Avg 15| &1

| Max 1,533 48,232

A A h 95th 248 623

# Transmitted @ Received 95th % | 0.025% | 0.000%

Select the Live link and the widget appears, a graph of tx and rx over time.
You can drag the widget anywhere on your desktop and monitor that device in live time.

Devices Total Network Visibility®
* * |8 PathSolutions TotalView Interface Current Utilization - Google Chrome - O g Vuine rabilities
= Idey f = 18 d=2&i=3
Device N A Not secure | https://10.1.0.15/devicescurrent htm|?type=intUtil&id=28i=3 Q Uptime
* [l Sy N - 3354 08h 40m
B o psress. 10001 Devics: Syrah ®8P5 O Percent O Peak Peroznt
Interface: Int#3 Deseription: Gi1/0/1: GigabitEthernet1/0V1 (Firewsll PA -460) Speed: 1,000.000,000 nterface is down Device is not responding
Tx
& Inte
< » I Connected
Interface jort
o INTES | EDED
b g s I
Bits Per Is & Broadeasts
............... ™ Rx
50,004
40,00 o
2000 1 61
Tho,00
3 23 | 40,332
0ol
7 618
. Tt %  0.000%
» Frrore T
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Interface s Summary Fields : Traffic

Select a Device Name to get the Interfaces table to appear for the device, then select the Traffic tab in
the Interfaces table that will appear under the Device Name.

Devices Total Network Visibility®
“«» i BESY Trafic PoE  STP Inventory Descriplion Backup Support Financials Vulnerabilities
Device SNMP Oper  Admin
Device Name IPAddress  Version Manage CPU Int Down Down Location Contact Uptime
* i Finot 10.0.0.24 ISR g 2 21 [ = com 1184 O0h 08m

& Interfaces
Historical Last Pall Last Foll
Broadcast Broadcast Utilization
Forg Percent Percent Percent
P ignors Packet
Interface Favertte wan  Address Description nt Size = Rx ™ Rx Tx  Rx
* INTs1 11 gnore | 226 bytes | 1510%  35.076% | 2450% | 46.477% 0.001% 0001%
INTE2 zz2 gnore -| nooow| 0.000% | 0.000% | 0.000%  0.000% 0.000%
INT&3 EE grore -| 0.000%| 0.000% | 0000% | 0.000% 0.000% 0.000%
INT24 44 grore -| 0.000% | 0.000% | 0.000% | 0.000% | 0.000%  0000%
INT25 55 gnore -| 0000%| 0.000%| 0000% | 0.000% 0.000% 0.000%
INT6 68 gnore ~| D.0D0% | 0.000% | 0.000% | 0.000% | 0.000% 0000%
INT&T 7 gnore -| esaz%| 1076% | 0.000% | 0.000% 0.000% 0.000%
INT8 a8 grore -| 0.000%| 0.000% | 0000% | 0.000% | 0.000% 0000%
INT29 oo grore -| 0.000% | 0.000%| 0.000% | 0.000% 0.000% 0.000%
INT#10 10:10 grore -| o.ooow | 0.000% | 0.000% | 0.000% | 0.000% | 0.000%
® INT#11 M1 gnore | 112 bytes | 07.316% | 11.015% | 93.688% | 4.346%  0.003% 0.000%
INT#12 1212 gnore -| o.000% | 0.000% | 0.000% | 0.000% | 0.000% | 0.000%

The Interface Number , IP Address , and Description columns will remain unchanged from the General
tab.

The Average Packet Size column will show the average packet size tracked per interface. Knowing if an
interface is typically used for large or small packets allows you to configure queuing and enable proper
policies (jumbo frames) to further improve the performance of a link.

The Historical Broadcast Percent  columns show the historical (all time) broadcast percentages. This
field will inform you of the activity on the link regarding its general broadcast percentage rate to be used
as a comparison against the Last Poll Broadcast Percentage.

The Last Poll Broadcast Percent  columns show the broadcast percentage of the last polling period.
This information can be compared with the Historical Broadcast percentage to determine if an interface is
transmitting or receiving a higher broadcast rate during the last poll than its overall historical average.

The Last Poll Utilization Percent columns show the Last Poll utilization percentage. This is useful for
determining which interfaces were the most heavily utilized on the network during the last polling period.
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Interfac es Summary Fields : PoE Tab

Select a Device Name to get the Interfaces table to appear for the device, then select the PoE tab in the
Interfaces table that will appear under the Device Name.

The PoE tab includes the following fields.

Devices Total Network Visibility®
4 » L el [(-NCIGIM Traffic PoE STP  Inventory Description Backup Support Financials Vulnerabilities
Device SNMP Oper Admin
Device Name IP Address Version Manage CPU Int Down Down Location Contact Uptime
o5 Syrah 10.0.0.1 v Telnet S3H Web HTTPS Syslog | 6% | 29| 24 3 Santa Clara tops@pathselutions.com 343d 08h 21m
& Interfaces
General Traffic Qisv= STP Details CDP/LLDP Connecied
Connected Device
Ignore PoE Max

Interface Favorite WAN IP Address Description Int PoE PSU State Draw PoE Class Priority

INT#1 Favorite = WA Gi0/0: GigabitEthernet0/0 (Management) Ignore | Yes Searching
@ INT#3 Gi1/0/1: GigabitEthernet1/0/1 (Firewall PA -450) Ignore | Yes Searching

INT#4 Favorite Gi1/0r2: GigabitEthermnet1/0/2 Ignore | Yes Searching

INT#5 Favorite Gi1/0/3: GigabitEthernet1/0/3 Ignore | Yes Searching
® INT#6 Favorite Gi1/0r4: GigabitEthernet1/ (Firewall - Meraki MX65) Ignore | Yes Searching

INT#T Favorite Gi1/05: GigabitEthernet1/0/5 (VMWare) Ignore | Yes Searching

INT#8 Favorite Gi1/0/6: GigabitEthernet1/ (VMWare) Ignore | Yes Searching

INT#9 Favorite Gi1/0f7: GigabitEthernet1/0/7 (VMWare) Ignore | Yes Searching

INT#10 Favorite Gi1/0f8: GigabitEthemnet1/0/8 (VMWare) Ignere | Yes Searching

INT#11 Favorite Gi1/0/9: GigabitEthernet1/0/9 (Test link) Ignore | Yes Searching

INT#12 Favorite 1 GigabitEthernet1/0/10 (VMWare - CUCM) Ignere | Yes Searching
@ INT#13 Favorite Git/ GigabitEthernet1/0/11 Ignore | Yes Searching

INT#14 Favorite 1/0f GigabitEthemnet1/0/12 (Voice) Ignere | Yes Searching
@ INT#15 Favorite Gi1/0/13: GigabitEthemnet1/0/13 (CUCM VM Porf) Ignore | Yes Delivering Power | 25 50 W  High Power (PoE+) Low
® INT#16 Favorite  WAN Gi1/0/14: GigabitEthemnet1/0/14 (Dubonnet) Ignore | Yes Searching

The Interface Number , IP Address , and Description columns will remain unchanged from the General
tab.

The PoE column will show you if power is turned on and available for that interface.

The PoE PSU column shows the specific Power Supply Unit (PSU) that powers the interface. This
number will either be a 1 or a 2. If the number in the PSU column shows a 1 it is POE device and if the
PSU column shows a 2 it is a POE+ device.

The State column will show you if power is being delivered to that interface.

The Max Draw column displays the maximum wattage that can be drawn by that interface. Hovering
over the Max Draw number will show a minimum to maximum range of power that the interface can draw.

The ninth column, the PoE Class, will be a number from 0 to 4 depending on the Class of PoE.

Class Plain Language Description Power Range (Watts)
0 Unclassified 0.44-12.94

1 Very Low Power 0.44-3.84

2 Low Power 3.84-6.49

3 Mid Power 6.49-12.95

4 PoE+ / Type Il Devices >12.95

And the tenth column shows the power priority configured on ports enabled for PoE which can be Low,
High, or Critical. The switch invokes configured PoE priorities only when it cannot deliver power to all
active PoE ports.
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Interface s Summary Fields : STP Tab

Select a Device Name to get the Interfaces table to appear for the device, then select the STP tab in the
Interfaces table.

The STP tab includes the following fields.

Devices Total Network Visibility®
koL [(IESY Traffic PoE STP Inventory Description Backup Support Financials Vulnerabilities
Device SNMP Oper Admin
Device Name IP Address  Version Manage CPU Int Down Down Location Contact Uptime
® %] Pinat 10.0.0.21 w20 | Telnet S5H U 2| 21 0 tops@pathsolutions.com 1164 00N 08m

& Interfaces

General Traffic PoE EESEH Details CDP/LLDP  Connected

Designated

P ignare Path Farward
Interface Favorite  waN  Address  Description mt  Priority  State  Enable Cost Root Cost Bridge Port Transactions
® INT#1
INT#2
INT#3
INT#4
INT#5
INT#6
INT#7
INT#8
INT#9
INT#10
® INTE11
INT#12

VAN 11 grore | 128 |forwarding | ® 20000 | Syrsh | 20000 | Dubornet | 8017 1
z2 gnore | - = < - - - - - -
4

3 gnore
s

s grore
6

grore
8 grore
7 grore

8:8 grore

&9 grore

10: 10 grore | - - - - - - - -

11: 11 grore| 128 |forwarding| @ | 200000 | Syrsh| 40000 | Finot | 8005 1

1212 gnore

The Interface Number , IP Address , and Description columns will remain unchanged from the STP tab.

The State column will show which of port state the interface is: Blocking , Listening , Learning ,
Forwarding , or Disabled .

The Enable column shows if the interface is enabled for STP.

The Path Cost column will show the Path Cost of the interface.

The Root column will show the Designated Root of the interface.
The Cost column will show the Desighated STP Cost of the interface.
The Bridge column shows the Designated Bridge for the interface.
The Port column shows the Designated Port for the interface.

The Forward Transactions column shows the Interface Forward Transactions for the interface.
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Interface s Summary Fields: Details Tab

Select a Device Name to get the Interfaces table to appear for the device, then select the Details tab in
the Interfaces table.

The Details tab includes the following fields.

Devices Total Network Visibility®
koL [BESN Traffic PoE STP Inventory Descripion Backup Support Financials  Vulnerabilities
Device SNMP Oper Admin
Device Name IP Address  Version Manage CPU Int Down Down Location Contact Uptime
® [ Pinat 10.0.0.21 wZe | Telet 554 2| 21 o 116d 0Ch 08m

& Interfaces
General Trafic PoE STP [IUSSISN COPILLDP  Connected
State
i \gners Queue  MAC
Interface Favorts wan  Address Description mt X L Type  Address  MTU Type Last Changed
® INT#1 £ 11 . 40a8F00dIF2F themetCsmacd | 118 days 00:08:02.08
INT#2 zz 40a8F00dF3e smacd | 118 days 00:08:10.82
INT#2 EE 40a8f00dF2d smacd | 118 days 00:08:10.88
INT#4 44 4038003 : smacd | 118 days 00:08:10.82
INT#5 55 408F00dFF3b themetCsmacd | 118 days 00:08-10.82
INT#5 &8 40a8f00dfF2a themetCsmacd | 118 days 00:08:10.82
INT#? T 403800728 themetCsmacd | 114 days 03:03:31.58
INT#E B 403800738 themetCsmacd | 118 days 00:08-10.82
INT#S o8 40a8f00dfFET themetCsmacd | 118 days 00:08:10.82
INT#10 10: 10 403800735 smacd | 118 days 00:08:10.89
® INT#11 1-11 403800735 metCsmacd | 118 days 00:05:08.81
INT#12 1z 12 403800724 | 15 118 days 00:06:10.82

The Interface Number , IP Address , and Description columns will remain unchanged from the General
tab.

The X column shows an indicator if this interface has a physical connector associated with the interface.

Note: If the device does not support RFC 2863 and the ifConnector Present OID, then this column will
be empty.

The MAC Address column shows the MAC address that is associated with this interface.

Note: The MAC address displayed here is the physical i nte
address of any devices connected to this interface.

The MTU column displays the MTU (Maximum Transmission Unit) of the interface. This is the largest
frame that can be transmitted or received on this interface. Typically, this will show 1500 bytes as the
maximum for normal frames, but may be above 9,000 bytes if the interface is configured for supporting
Jumbo Frames.

The Type column presents the type of interface.

The Last Changed column shows the time the interface last changed status from up to down, or from
down to up.
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Interface s Summary Fields: CDP/LLDP Tab

Select a Device Name to get the Interfaces table to appear for the device, then select the CDP/LLDP tab
in the Interfaces table.

Devices Total Network Visibility®

[ARSY Trafic FoE STP Inventory Descripion Backup Support Financials Vulnerabilities

Device SNMP Oper Admin
Device Name: IP Address Version Manage CPU Int Down Down Location Contact Uptime:

® [&] Pinot 10.0.021 V3o | Telnet SSH Web 2 2t [ tops@path=olutions. com 115 00h 05m

& Interfaces

General Traffic PoE STP  Details CDP-LLDF‘

Remote Device
] Ignors

Interface Favorite WaN Address Description It Method  Mame  Platform IP Address Interface
® INTE1 Fi A

INTE2
INT#3
INTE4
INTES
INTEG
INTET
INTEE
INTES

CDP/LLDP | Dubonnet  Dubcrnet| 10.0.0.32 3

Each interface is queried for CDP and LLDP information and displays exactly what device and OS version
is connected to that switch/router interface. To view CDP/LLDP information on an interface, select a
switch. You will then see all of the interfaces. Select the sub-tab named CDP/LLDP.

If you see some information displayed, it means that the connected device is providing CDP/LLDP
information and should display the remote devicebds int
the remote deviceds | P address, pl atform, name, and me!

Note: *Cisco CDP only shows other Cisco CDP Devices
*LLDP Devices (Including configured Cisco Device) may show other LLDP devices
*Some Devices (Enterasys/Extreme, HP) show both CDP and LLDP
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Interface s Summary Fields : Connected Tab

Select a Device Name to get the Interfaces table to appear for the device, then select the Connected tab
in the Interfaces table.

The Connected tab includes the following fields. The Interface Number , IP Address , and Description
columns.

Note: The results for the Connected tab will show up differently depending if the device is a switch or
not.

Ethernet Switch Results

Devices Total Network Visibility®
4 kL [ Tiaffic PoE ST Inventory Descripfion Backup Support Financials  Vulnerabilities
Device SNMP Oper Admin
Device Name IPAddress  Version Manage CPU Int Down Down Location Contact Uptime
® [§] Pinot 10.0.0.21 w20 | Tebet 554 2| 2 o ns.com 116 O0h 08m

& Interfaces

General Traffic PoE STP Details CDP/LLDP [ebREEe]

Update

3 Ignors
Interface Favorts WaN Address Description nt Devices connected to this switch port

E-AE — 10.0.0.39 — 10.0.0.3¢ (Bl B
6-90 — 10.0.0.243 — 10.0.0.243 [[EHY (B
—10.0.0.2 — santaciara. pathsalutions.local gl el
0 — 10.0.0.20 — chardonnay.pathsalutions.local [Leauuey ()
! | Connect ]

Scan
sthclutions.ocal (SRS ST
contraller pathsalutions.jocal ([Eue]
0 patnsolutions ocal Scan

0
o
55 — 10.0.0.20 — haptrl.pathsalutions Jocal [y B2

® INT#1 Favorite | WAN 11

IR IR

Note: The Connect, Scan and Domain links shown in the screenshot only appear if you have the
TotalView Security Operations Manager product, and may not be included in your
license. Contact sales@ pathsolutions.com for more information.

The last column will show the VLAN associated with the device connected, followed by the MAC address
and IP address (if found in router/server ARP caches). MAC address manufacturers are identified by
hovering over the MAC address.

Reverse-DNS lookups for devices connected to switch ports are shown automatically for devices that
have reverse-DNS names.

IP addresses can be selected on to look up flows associated with the device to determine whom it is
communicating with.

Note: If the results are blank, or the information is not as expected, select the Update button to collect
the current bridge table, MAC addresses, and ARP cache information from network equipment.
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Device Overall Statistics

Below the Interface Summary Fields Table (shown on the previous pages) is a view of the overall
statistics for the device:

You can view the current or historical information for the aggregate utilization for the device. Drag the
Yellow bubble to move or decrease or increase the historical data you want to see.

This is valuable for determining when the device is passing more or less traffic. This equates to a graph
showing how much work was performed by the device over time, and is useful for determining when to
schedule downtime for the device.

@ Device Overall Statistics W
[ 1 )|
|

04/01 04/04 04/07 04110 0413 04116 04119 04722 0425 0428 05/01

Aggregate Peak Backplane utilization

Bits
far

l]a

T ey Joia,

@ Transmitted @ Received
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If the device is a Cisco router or switch, the CPU utilization and Free RAM is also displayed.

Device MOS, Latency, Jitter, and Loss graphs are displayed below the utilization and CPU graphs.

MOS score to device and back

5
E 4
o 3
0
§ 2
1
0
0624 06/24 o624 0624 06/24 06125 06/25 06125
05:00 09:00 13:00 17:00 21:00 01:00 05:00 09:00
® MOS Score
Latency to device and back
20
£ 15
g
5 10
3
[
0624 06/24 0&/24 06/24 06/24 06/25 0625 06125
05:00 09:00 13:00 17:00 21:00 01:00 05:00 05:00
® Max Latency @ Avg Latency
Jitter to device and back
5
2 4
§ 5
i 2
. A ' | |
o
06124 0&/24 06/24 06/24 06724 D625 D625 06726
05:00 09:00 13:00 17:00 21:00 01:00 05:00 03:00
@ Jitterin M5
Packet loss to device and back
1%
0.8%
&
£ oew
; 0.4%
& paw
0%
0624 0624 06124 0624 06/24 06725 0E/25 D6/25
05:00 09:00 13:00 17:00 21:00 01:00 05:00 05:00
® Loss
Thedevicebs routing table is displayed bel ow
Routing Table Entries (ipForward)
Interface Route Mask Next Hop Policy Metric1 Status Protocol
Int#101 0.0.0.0 0.0.00 10.0.0.1 0 0 1 other
Int#101 10.0.0.0 255.255.255.0 10.0.0.21 0 0 1 local
Int 0 127.0.00 255.0.0.0 0.0.00 o 0 1 other
Int #4196 127.0.01 255.255.255.255 0.0.0.0 0 Q 1 local
Int#101 192.168.210.10 255.255.255.255 10.00.8 0 0 1 icmp

t

he
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If the device is a Cisco device, additional chassis information will be displayed below the routing table.

Cisco Chassis Information

Chassis Type unknown
Chassis Version Do

Chassis ID (Serial Number) FDO1845E18S

BootROM Version 10S-XE ROMMON
RAM 885,832,256 bytes
Non Volatile RAM Size 2,097,152 bytes
Non Volatile RAM Used 24 371 bytes
Config Register 258

Next Boot Config Register 258
Chassis Slots 0 slots
Community String Indexing TRUE

VLANSs detected: 9 1, 100, 110, 186, 1001, (1002-1005)

Device overall utilization traffic information is displayed next.

Device Overall Utilization - Traffic

Packets Broadcasts % Broadcasts

Tx Rx > Rx > Rx
Historical 14,124,795,000 13,803,111,000 1.479,710.000 324,133,000 9.483% 2.294%
Last Poll 124,223 124,275 8916 1.490 6.697% 1.185%

Device Notes
Notes can be added to a device so you can track when you performed work on a device.

{4 Add aNote

Enter a note

256 characters left

Clear errors on all interfaces on this device
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Note:

Note:

If you have authentication turned on, then the Username field will use the logged in user who
entered the note.

The notes are stored in comma separated values (CSV) format in the following directory:
C:\ Program Files (x86) \ PathSolutions \ TotalView \ Notes

You can edit the files with any text editor like Notepad or use Excel to open the file in CSV
format.

The filename for device notes is the IP address of the device. For example, the notes for
device 38.102.148.163 would be stored in filename 38.102.148.163.csv.
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Interface Details

If you select an interface number, you will see details about that specific interface.

The errors graph in addition to the utilization graph will be displayed to correlate periods of high packet

loss with high utilization.

From this page,

you can

\'

e w

al

nformati on

@ Interface Utilization

Devices Total Network Visibility®

“ » General Trafic PoE  STP [IUNSVLUMN Descripion Backup Support Financials  Vulnerabilities
Inventory Code Revision

Device
Device Name 1P Address Manufacturer Model Serial Num Hardware Firmware Software
» [5] txswdjwlab 10.51.05 Hewiatt Fackard Enterprise fpe18205_BG SMBTKIKIIB PDOZ G
W Interface:INT#53
« > General Traffic PoE STP Details COPILLDP [RecuuResed

Update
® ignora

Interface Favorts wan | Address Description Int  Devices connected to this switch part
® INTES3 Favorite | WAN | 10.51.0.5 | CPU: CPU Interface

gnare

B oo N

TSR NI Percent  Peak Percent

S JWI
it &

Al
|

® Transmitted  ® Recsived

! Errors

- e

e Ty I N Ve MFM |

@ Live & View Packets & Broadcasts

Kbps Tx Rx
ﬁ Win o o

PJ u";_,u»’\ a 5 -
va ]

Max 5 185

5th o ]

95th % 0.000%  0.000%

Packet Loss

@ View Error Counters

® Ermors

aan Queues

T Custom OIDs

¢ Network Prescription

X SuppressEmors X Clear errors

No errors detected on this interface

Mo prescsiption recommended.

14 Notes

+ AddaNote

Status. Name

about
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Utilization Graphs
The utilization graphs provide both current (daily) as well as historical utilization of an interface. Select
and drag the yellow bars on the graph to change the historical timeframe you are viewing.

You can also view the information in bits per second, percent utilization, or peak percent utilization. If
there is a dotted line overlay on a graph, it shows a trend developing over time (increasing or decreasing).

gl Interface Utilization 0 [ coere [N
Bits Per Second Percent Peak Percent @ View Packets & Broadcasts
kbps = Rx
Min ] 0
£ Avg 12
8
Max 47 43

95th 21 13

95th % 0.002% 0.000%
® Transmitted @ Received

In the History view, the left and right edges of the yellow bubble can be stretched or shrunk to display
different date ranges. You can also move the bubble right and left, to see different time ranges.

gl Interface Utilization o I oy |
. |
I - ‘*-,wa )
Pep—— P —
kbps = Rx

: Min ] o
2 avg 12 7
£ Ik

K Max a7 4

, 95th 21 13

’ ’ ) ) 95th % 0.002%  0.000%
® Transmitted @ Received -

Exporting Utilization Graph Data for an Interface
The Download Excel button allows you to download all the graph data into an .xls file for charting and
graphing with a spreadsheet.
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QueueVision ®

If the interface is on a Cisco router configured for class-based QoS (CBQOS) with Modular QoS CLI, then
the queues will show below the packet loss graph along with their queue match criteria.

- Queues

Queue: VOICE (High priority VoIP RTF)

£ Match dscp af13 (14)

@ Policy Match @ GQueue Drop

Queue: class-default

Bits

Match any

® Policy Match @ Queue Drop

Outbound QueueVision

Class-Based Quality of Service (CBQo5): WAN-EDGE | Serial interface policies)

PolicyMap WAN-EDGE (Serial interface policies)
ClassMap VOICE (High priority VoIP RTP) 3951541728 65156400
queueing
match5statement Match dscp afl3 (14)
ClassMap class-default 1261004682 1453462348
queueing
matchStatement Match any

The first number is the number of bytes handled by the policy (Class map). This references the
PostPolicyBytes variable on the device relating to the queue.

The second number is the number of bytes dropped out of the queue. This references DroppedBytes on
the device relating to the queue.
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Network Prescription

Below the Utilization graph is the Network Prescription for the interface. This is an analysis of any
problems that exist on the interface, including errors and utilization.

v Network Prescription *  Suppress Errors X Clear errors

23

=

Inbound Unknown Protocols exist on this interface

This interface received a valid frame with a protocol that was unrecognized. (Example: If AppleTalk, IPX, or IPv6 is configured on two devices, these two devices will send broadcasts to
each other. All other devices on the network will also receive the broadcast frames. These devices will not know what to do with the packets and will discard them.) If you encounter a lot of
nbound Unknown Protocols on an interface, you should consider seffing up VLANs and separaling devices that don't need fo communicate via other protocols. Broadcasis can steal CPU
attenfion on a machine {each broadcast generates a system interrupt and requires the CPU to evaluate the frame). If your network is saturated with many profocols, up fo 5% of your
computer's CPU cycles can be dedicated to processing and discarding these broadcast packets.

Inbound Errors exist on this interface

nbound errors are packets that are mal-formed, but are enclosed in a valid frame. This can be caused by a bad NIC driver or protocol driver on the sending device. To frack down this
error, you will need to connect a packet analyzer in front of this interface fo capture the actual mal-formed packet to determine which device is at fault

Inbound Discards exist on this interface

nbound packets had to be discarded because of a lack of available packet receive buffers. This can indicate that the device's infernal CPU may be unable to process all of the inbound
data that it is receiving

Collisions exist on this interface

This can be eliminated by configuring the interface and device to work in full-duplex mode. This may not be possible if more than one device is connected to this interface. I this interface
is plugged into a single device, then full-duplex may be enabled {providing the network card can recognize full duplex). If this interface has a hub plugged in, then full-duplex operation
cannot be enabled

Interface configured for half-duplex operation

This interface should be configured for full-duplex operation fo prevent collisions from occurring and emor rates rising.

Interface Notes

Below the Prescription and near the bottom of the screen. Notes can be added to an interface so you can
track when you performed work on an interface.

14| AddaNote

Enter & nofe

256 charackers kit

Cigar errore on 3l Interfacss on this devics

Note:

Note:

If you have authentication turned on, then the Username field will use the logged in user who
entered the note.

The notes are stored in comma separated values (CSV) format in the following directory:
C:\ Program Files (x86) \ PathSolutions \ TotalView \ Notes

You can edit the files with any text editor like Notepad or use Excel to open the file in CSV
format.

The filename for device notes is the IP address of the device. For example, the notes for device
38.102.148.163 interface #2 would be stored in filename 38.102.148.163-2.csv.

Page 50



PathSolutions User Manual

TotalView 14.2

View Error Counters

Select the View Error Counters button to the right of the Packet loss graph to view a list of all 19 error
counters that are collected on the interface.

!. Errors

Packet Loss

@ Hide Error Counters

QOfficial definition: A count of frames received on a particular interface that are an integral
number of octets in length but do not pass the FCS (Frame Check Sequence) check. The
count represented by an instance of this object is incremented when the frameCheckError
status is returned by the MAC service to the LLC (or other MAC user). Received frames for
which multiple error conditions obtain are, according to the conventions of IEEE 802 3 Layer

Basic definition: An FCS error is a legal sized frame with a bad frame check sequence

Cause 1: FCS errors can be caused by a duplex mismatch on a link. Check to make sure

Cause 2: Sometimes FCS errors will increment when there is inducad noise on the physical

electrical motor turning on, EMI radiation, etc.). Make sure your physical wiring is safe from

Cause 3: If you notice that FCS Errors increases, and Alignment Errors increase, attempt to

Cause 4: If you see FCS errors increase, check the netwerk cards and transceivers on that
segment. A failing network card or transceiver may transmit a proper frame, but garble the

Cause 5: Check network driver software on that segment. If a network driver is bad or
corrupt, it may calculate the CRC incorrectly. and cause listening machines to detect an

Cause 6: If you have an Ethernet cable that is too short (less than 0.5meters), FCS errors

Cause 7: If you have an Ethernet cable that is too long (more than 100meters), FCS errors

Cause 8: If you are using 10Base-2, and have poor termination, or poor grounding, FCS

2 3
g,
o 2
2
@ Errors
Errors Errors per Packet  FCSErrors (Rare event)
Error Counter Tracked Type Current Total Current Average
Inbound Unknown Protocols Gommon a a - -
Inbound Discards . Rare a a - -
Management, counted exclusively according to the error status presented to the LLC.
Inbound Errors . Rare a 1 - 0.000%
Outbound Discards [ ] Rare 1] 167 - 0.004% (CRC error). An FCS error can be caused by a duplex mismatch, faulty NIC or driver,
cabling, hub, or induced noise.
Outbound Errors . Common 0 0 - -
What you should do to fix this problem:
Outbound Queue Length Reference 0 0 - -
single Collision Frames . Commen 0 0 - - that beth interfaces on this link have the same duplex setting
Multiple Collision Frames . Rare 0 0 - -
P cable. Perform a cable test. Check the environment for electrical changes (industrial
Deferred Transmissions . Comman 0 167 - 0.004% s
Electro-magnetic interference.
Carrier Sense Errors L] Rare a a - -
) solve the Alignment error problem first. Alignment errors can cause FCS errors.
Excessive Collisions L] Rare a a - -
Alignment Errors [ ) Rare a a - -
data inside, causing a FCS error to be detected by listening machines
FCS Errors . Rare 0 239113 - 6.290%
SQE Test Emrors ] Rare Q Q - -
FCS Error.
Late Collisions . Rare 0 0 - -
Internal MAC Transmit Errors . Rare 0 0 - - can be generated.
Frame Too Longs . Rare 0 0 - -
can be generated.
MAC Receive Errors . Rare 0 0 - -
Symbol Errors . Rare ) ) - _errors can be generated
Errors Total 0 310,604 0000% 8A171%

Ifyouselectan error

counter
right along with a more basic definition and what should be done to fix the problem.

name, it will display t

he
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Favorites Tab

If you have specific interfaces that you want to group together to view from one page, they can be added
to the fFavorites otab.

Favorites

Total Network Visibility®
Favorite Interfaces List

e Lt LastPol
Device [ - Interface Interface  View Current Pc:l Vslization
Name Address Number Description Speed Utilization  Errors Tx  Rx
® Syrah 10001 |Int#3 | Gi1)0: GigabitSthemet1/01 (Firewall FA-450) 1,000,000,000 | View Current | 0.00% | 0.02% | 0.03%
® SantaClara | 10.0.02 |Int#2 | FaDil: FastSthemetdid 100,000,000 | View Current | 0.00% | 0.01% | 0.015%
® Sunnyvale | 10.50.02 | Int#1 | Seig/d: Seralioio 512,000 | View Current | 0.00% | 1409 | 2.02%
® hgpad50 | 10.85.05 | Int# | ethemeti/1: ethemeti/t (Intemet (ATET)) 1,000,000,000 | View Current | 0.00% | 0.02% | 0.02%
® hqpad50 | 10.868.05 | Int#7 | ethemett/2: ethemeit/2 (Inside (Transit Network)) 1,000,000,000 | View Current | 0.00% | 0.02% | 0.02%
® txfwl 1051.0.1 | Int# | ethemeti/1: ethemet1/1 (ATET GigaFiber) 1,000,000,000 | View Current | 0.00% | 0.02% | 0.02%
® txfwl 1051.0.1 | Int#7 | ethemeti2: ethemet1/2 (Inside LAN) 1,000,000,000 | View Current | 0.00% | 0.03% | 0.02%

This page displays the most recent utilization that was seen during the last polling period of all favorite

interfaces.

If you select the View Current Utilization link for one of the devices, the Current Utilization Widget for

that device will pop up. You can drag that window anywhere on your screen and monitor its tx and rx over
time.

S PathSolutions TotalView Interface Current Utilization - Google Chrome = [m] x

A Not secure | kips//10.1.0.15/devicescurrent.htmi?type=intUtil&d = 2&i=3 Q

@BPS (O Percent O Peak Percent

nterface is down

IP Address: 10.0.0.1 Device: Syrah
Interface: Int#3 Description: G11/0/1: GigaoitEthemet1/0V1 (Firewall PA-450)  Speed: 1,000.000,000

e is nol responding

Tx

Rx

How to Add an Interface to the Favorites List

To add an interface to the favorites list, select Favorite in the General sub-tab under the Device List tab.
You will be presented with a dialog confirming your selection.

Devices

Total Network Visibility®
<[> (NN Trafic PoE SIP Inventory Descripion Backup Support Financials Vulnerabilities
Device SNMP Oper Admin
Device Name IPAddress  Version CPU Int Dovm Down Location Contact Uptime
5] Finot 10.0021 e | T o tops@pathsoiutions com 1184 008 08m
@ Interfaces
General LGOS I T —
Peak  Peak Daily
Daily  Utilization Pot  Status
P ignors Error Interface VLAN

Interface Favonte waN | Address Deseription = Rat Tx  Rx Speed Duplex ID  Admin Oper  Control
® INTE1 11 % | 0.018% | 1.208% | 1,000,000,000 Ful 1 | uw

INT#2 22 6 | 0.000% | 0.000% = 1 | w

INT#3 33 % | 0.000% | 0.000% 1 |

INT#4 a4 % | 0.000% | 0.000% 1 | w

INT&S 55 % | 0.000% | 0.000% 1|

INT#6 EX % | 0.000% | 0.000% 1 | w

INTAT 77 6 | 0.000% | 0.000% 1 | w

INT28 8 6 | 0.000% | 0.000% 1 | w

INT#S e % | 0.000% | 0.000% 1 | w

INT#1D 10:10 6 | 0.000% | 0.000% I = 1 | w
® INTE11 11 % | 0.002% | 0.000% | 100000000 Fu 1| uw

INT#1Z 12 12 % | 0.000% | 0.000% I = 1 | w
® INT#13 1213 4| 1207% | 0.015% | 1000000000 Fu 1 | w
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Select OK to add the interface to the Favorites tab or Cancel if you do not want to do so.

If Favorite is greyed out for an interface, it means the interface is already on the Favorites tab.

Note: The web interface must be in unlocked mode to be able to add an interface to the Favorites List.
See the Administration Guide on how to use the Configuration Tool to unlock the web interface.

How to Remov e an Interface from the Favorites List

To remove an interface from the Favorites List, use the Configuration Tool. See the Administration Guide
on how to remove Favorites.
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Issues Tab

Interfaces that have peak utilization rates or error rates that are over the threshold will be listed under the
Issues tab.

Issues Total Network Visibility®

Interfaces with peak daily utilization rates greater than 90% or error rate greater than 5% & Print Group: All -

B 1 down device, and 8 1 subnet mas) and 8 & total in

problem, and & 1 rauting

Average  Peak Daily Utilization
MAC  PeakDaily Daily Error

Device Name Device IP Address  Interface Number Description Interface Speed Addresses Error Rate Rate Tx Rx

? {none) 10.51.06 -na- Communications failure with device. Is device offiine?

€ RuckusAP 10008 -na- Subnet mask 255.255.0.0 for this interface doss not match oiher subnats

© hgmx85 10.86.0.4 na- Mo default route found on this device Check

# UBNT 10.50.0.174 Int#8 ath2: athz -unknown- ] 3.853% 0.000% | 0.000%
® dev-ubnt-lts01 10.1.026 Int#2 ens180: Viiware WMHNETS Ethemet Controlier 10,000.000,000 0 18.075% 0.000% | 0.003%
® dev-rhel35-01 10.1.027 Int#2 ens182 10,000.000.000 0 0.065% 0.000% | 0.000%
® HardCider 10.50.0.7 Int#1 port1 {| 1,000.000.000 b 5.515% 0.012% | 1.220%
® idrac CTZPKD3 10:200.10.10 Int #2 sth0: ethD 1,000,000,000 0 0.064% 0.037% 0.000% | 0.000%
® txswalab 10.51.0.4 Int #14 14: 14 Gigabit - Level (Game PC) 10,000,000 o 0.000% 0000% | 100.000% | 4.853%

The threshold levels are displayed at the top of this table for reference.

If the error rate or peak utilization rate is over the threshold, it will be displayed in red for easy
determination of the interface problem.

Use the drop-down in the upper right corner to view specific groups of issues or choose All to view all
issues in all groups.

You can select the interface number to jump to the interface details page and view the utilization and
error information.

Note: Interfaces that have been over threshold sometime in the past 24 hours are listed. Interfaces will
roll off of the issues list if it is under the error rate and utilization rate for a full 24 hours
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NetFlow Tab

Total Vi ewds License Unlimited NetFlow capability per mi:/
monitored and viewed from the NetFlow tab. The initial view shows interface daily utilization, transmitted

and received. If you select into a graph, it will show you who used the bandwidth at that time and what

they were doing.

NetFlow

IP Netflow search:

TN - -

Device Daily Utilizatien

® SantaClara | Int#1 1.6M
Se0/0/0: Serial0/0/0 1.4m

@ View Flows
)
=
[
P
A P AM AM
@ Transmitted @ Received
® hgpas00 | Int #6 &MI
ethemett/1: sthemet1/1 -
@® View Flows
@
2
8

PM AM 3aM 5AM 7AM AM AM PM PM 5PM 7PM
® Transmitted @ Received

Can search by NetFlow source and destinations

Flows tolfrom 10.0.0.251 (10.0.0.251)

O Al ) Local flows (

®

) External flows £

Protocol Port/Service DSCPITOS Top-10 IP Addresses

@ 3411.222.75

@ 142.250.189.219
142.251.214.155
34.110.189.32

@ TcP (@ https{443) @ none 35.184.126.116

B 107.178.249.217

. 34.96.84.34

@ 104.199.115.54

B 35.190.82.33

i} Source Destination
DSCP

Date/Time Protocol Address Scan Port Location Address Scan Port Location Bytes ToS
12/13/2024, 131:17 PM TCP 1000251 | [EEN) 44252  intemal | 142.250.189.219 — sioD3525-in-27 16100 net ntips(443) | San Francisco, Califomia | 71,958 none
12113/2024, 1:3057 PM | TCP 10.0.0.251 | [EE) 51300  Intemal | 34.111.222.75 — 75.222.111.34.bc.googleusercontent.com hitps(443) | Kansas City, Missouri 8953  none
12113/2024, 1:30:16 PM | TGP 10.00.251 | [EEI) 53529  Intemal | 34.110.189.32 — 32.189.110.34.bc.googleusercontent.com hitps(443) | Kansas City, Missouri 6270 none
12/13/2024, 12953 P TCP 10.0.0.251 | ([EEI) 50206  Intemal | 34.111.222.75 — 75.222.111.34.bc googleusercontent.com hlips(443) | Kansas City, Missouri 9.019  none
12/13/2024, 12849 P TCP 10.0.0.251 | ([EEI) 49762  Intemal | 34.111.222.75 — 75.222.111.34.bc googleusercontent.com hlips(443) | Kansas City, Missouri 8953 none
12113/2024, 1:286:49 PM TCP 10.0.0.251 | (EEI) 49762  Intemal | 34.111.222.75 — 75.222.111.34.bc googleusercontent.com hlips(443) | Kansas City, Missouri 435 none
12/13/2024, 1:28:49 PM TCP 10.00.251 | (EE0) 49762 | Intemal 34.411.222.75 — 75.222 111 34 bc.googleusercontent. com https(443) | Kansas City, Missouri 74  none
12132024, 1:2820PM | TCP 10.00.251 | [EE 33117  Intemal | 35.190.82.33 — 33.82.190.35.bc.googleusercontent.com https(443) | Kansas City, Missouri 384 none
12/13/2024, 128620 PM TCP 10.0.0.251 | @EI) 3317  Intemal | 35.180.82.33 — 33.82.190.35.bc googleusercontent.com hlips(443) | Kansas City, Missouri 66  none
12/13/2024, 1:28:04 PM TCP 10.00.251 | (EE0) 36200 | Intemal 35.184.126.116 — 116.126.184.35.bc googleusercontent.com https(443) | Council Bluffs, lowa 342  none
12113/2024, 12804 PM | TCP 10.0.0.251 | (EE) 36200  Intemal | 35.184.126.116 — 116.126.184.35.bc.googleusercontent.com https(443) | Council Bluffs, lowa 66 none
12113/2024, 12804 PM | TCP 10.0.0.251 | [EE 49977  Intemal | 34.110.189.32 — 32.189.110.34.bc.googleusercontent.com hitps(443) | Kansas City, Missouri 8309  none
1213/2024, 12804 PM | TCP 1000251 | ([EEI) 36200 Intemal | 35.184.126.116 — 116.126.184.35.bc. googleusercontent. com hitps(443) | Council Blufls, lowa 8758  none
12113/2024, 12804 PM | TCP 10.0.0.251 | [EEI) 49977  Intemal | 34.110.189.32 — 32.189.110.34 bc googleusercontent.com hitps(443) | Kansas City, Missouri 643  none
12/13/2024, 128604 PM TCP 1000251 | [EEN) 49977  Intemal | 34.110.189.32 — 32189 110 34 bc googleusercontent com hlips(443) | Kansas City, Missouri 74 none
1211312024, 12804 PM | TCP 10.0.0.251 | [EEI) 36290  Intemal | 35.184.126.116 — 116.126.184.35.bc.googleusercontent. com https(443) | Council Bluffs, lowa 649 | none
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If you select View Flows under any named device, it will show you the most recent flows received on the
interface at the top, followed by the flow stats.

On this screen, the top graph shows the flow volume over time. You can toggle here between transmitted
and received data.

If you select a timeslot on the graph, it will pullup the Interface Flows Report and show you the volume of
flows that were happening at that time. A vertical red line will show you the selected timeslot.

Netflow Total Netwark Visibility®

# hqgmx65 Interface Flows

Device Name Interface Number Description

® hqmxes Int #2 port3: partd

Recoves

# Received

The next section of the screen, pie charts, shows you NetFlow data, segmented by the percent of
protocol, port/service, DSCP/TOS, and the top 10 IP addresses.

Protocol Port/Service DSCPTOS Top-10 IP Addresses

e TP . smipzs) @ 0x00 () 100010
@ cup @0 1040.0.10
hitp{a0) 10.0.0.245

hitps(443) 10.0.0.246

10.0.0.247

104042

104018

104048

10.0.040

-

The | ast section of the screen shows each eventodds sour ¢
packets, DSCP/TOS and flow durations.

Reverse DNS lookups are provided in the Destination Address field.

Notice the Excel export button is at the top left of this table. You can export the NetFlow data tables for
spreadsheets.

i} Source Destination

Protoc) t  Address Port Int  Address Port BPS Bytes  Packets DSCPITOS  Flow Duration

uoP 10.500.10 — 10.50.0.10 smp(181) 3 | 10.1.0.18 — a=pi12 pathsolutions oo 53453 101828 | 25457 |70 none 0 days 00.00:00.01
uoP 1 50.0.10 — 10.50.0.10 smp{181) 3 | 10.1.0.12 — scrappy.pathsciutions loca 51282 coE0 | 24905 |67 none 0 days 00.00:00.01
uona 1| 10.500.250 — svfwt pathsolutions Jacal smp{181) 2 | 10.0.0.18 — scooby pathsolutions loca 53421 cazes | 12408 |34 none 0 days 00.00:00.00
uoP 11050053 —1050.0.53 51524 3 | 10.00.1 — syrsh pathsolutions Jocal sp(181) | 88141 | 22302 | ¢ none 0 days 00.00:00.02
uoP 11050010 10.50.0.10 snmp{181) 3| 10.1.0.155 —lsb-sn01 pathsciutons l20 53052 sz4E | 2057 54 none 0 days 00.00:00.01
uoP 11050053~ 1050053 51807 2 | 10006 — haspt patnsolutions Jacal sp(181) 70820 0200 |30 none 0 days 00.00:00.00
uoa 1105001 — 105001 smp(181) 3 | 10.1.0.11 — veima patholutions loca 40835 Tazis oo |28 none 0 dsys 0000:00.00
uoP 1105001 —10.50.01 smp{181) 3 | 10.1.0.12 — scrappy.pathsciutions loca 51258 7e218 e 2@ none 0 days 00.00:00.00
uona 1105004 — 105004 smp{181) 2| 10.1.0.14 — scooby-dum pathsolufions local 56120 TaEse  0aEm 28 none 0 days 00.00:00.00
uoP 11050053 —1050.0.53 51705 3 [100012—100012 smp(181) | TR | 38557 @2 nene 0 days 00.00:00.03
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Note: If you desire to include specific interfaces that are not displayed in on the NetFlow tab, this can
be accomplished by using the Config Tool and selecting the NetFlow tab. You can add, change,
or delete any interfaces there as well as sort them in order by using the Shift Up or Shift Down
keys. See Configuration section for details.

Add Netflow interface X

IP address: |10.0.0.1 (Syrah)

Interface number: E

OK Cancel

@ File C:/Users/ChrisAdams/PathSolutions?620Dropbox/Chris%20Adams/General/Demo/TotalViewV14.2/Flows.htm 08trel=C:/Users/ChrisAdams/PathSolutions%20Dropbox/Chris%20...
Flows to/from 10.10.0.10 o
Protocol Port/Service DSCPITOS Top-10 IP Addresses
[ =l [ @ 0x0(0) @ 10.10.0.10
B vor [ R4 Box22) B 103004
TCP 443 0xcl (192) 184.27.30.29
23 104.17.433.180
22 98.124.199.119
[ KX B 96.43.144.36
[ Kl @ 1310782
I 99.54.239.33
) 99.84.226.218
Other
Source Destination |
Date/Time Protocol Address Port  Location Address Port  Location Bytes DSCP/To$S |
Mar 27 01:17:26 ICMP 10.10.0.10 378 Internal 96.43 144286 0 Chicago, lllinois, United States, 9,216 | 0x0(0)
vmrecord.pathsolutions.local North America
Mar 27 01:17:26 ICMP 06.43.144.26 [1] Chicago, lllinois, United States,  10.10.0.10 378 Internal 6.912  0x0(0)
North America vmrecord pathselutions local
Mar 25 20:17:46 TCP 10.10.0.10 57690 Internal 103005 23 Internal 43 | 0x0(0)
vmrecord.pathsolutions.local psta.marketexclusivity.com
Mar 27 13:33:16 TCP 10.10.0.10 62728 Internal 823212735 80 Dudley, England, United 4827 0x0(0)
vmrecord.pathsolutions.local Fred pathsolutions.local Kingdom, Europe
Mar 25 20:17.37 TCP 10.10.0.10 57693 Internal 10.30.0.5 443 Internal 104 0x2(2)
vmrecord pathsolutions local psta marketexclusivity com
Mar 25 20:17:46 TCP 10.10.0.10 57691 Internal 10.30.05 22 Internal 43 | 0x0(0)
vmrecord.pathsolutions.local psta.marketexclusivity.com
Mar 25 20:17.46 TCP 10.10.0.10 57683 Internal 10.30.0.5 443 Internal 48 0:0(0)
vmrecord.pathsolutions.local psta.marketexclusivity.com
Mar 25 20:17.46 TCP 10.10.0.10 57682 Internal 10.30.0.5 80 Internal 48 | 0:0(0)
vmrecord.pathsolutions local psta marketexclusivity. com
Mar 25 20:17:37 TCP 10.10.0.10 57690 Internal 10.20.0.5 23 Internal 104 0x2(2)
vmrecord.pathsolutions_local psia.marketexclusivity.com
Mar 25 20:17:37 TCP 10.10.0.10 57891 Internal 103005 22 Internal 104 | 02 (2)
umarn~ard natheahtiane lacal netn mareates el b ~am h
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NBAR Tab

If a Cisco router has Network Based Application Reporting (NBAR) configured, TotalView will
automatically detect this and show the devices and interfaces on the NBAR tab:

NBAR Total Network Visibility®
m NBAR
Peak
H Peak Daily Utilization
TotalView Dally o

Error

Device Name Interface Number Description Rate ™ Rx Interface Speed NBAR

Syrah Int#3 Gi1/01: GigabitEthemet1/0/1 (Firewall PA -450) 0.000% 0.188% 3.166% 1,000,000000 @& NBAR

Syrah Int#16 Gi1/0/14: GigabitEthernet1/0/14 (Dubonnet) 0.000% 3.010% 0.185%

SantaClara Int #3 Fali1: FastEthemet0/ 0000%  00D0%  0.000%

NetAlly
R

R

Search

NLT
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I f you cli

that have passed through the interface:

ck on the

ANBARO

right si

[
# Syrah Int #3 NBAR statistics

Transmitted

@ =

@ ms-services
capwap-data
google-services

@ ms-office-365

@ statistical-conf-audio
@ ssiHocal-net

@ binary-over-http

@ cutiook-web-service

ssl @ ftp-data
@ unknown @ auth-service
. cisco-collab-control . https
@ ms-update @ amazon-web-services
@ capwap-control L
db-service @ bing
statistical-p2p @ facebook
®smip @ share-point
[ ] ical-download () ing
@ dns @ Other
@ nttp
ms-whbt
@ dropbox

Received

(@ Bytes () Packets

@ netflow @ 11219287

®ss @ unknown
ms-services () db-service
100762645 @ 1772572

ms-update @ auth-service
@ snmp @ 2837763
@ binary-overhtip () 1509304
@ 40889512 @ 6398329
@ 375780 @ stp
8539444 @ skydrive
google-services () ssi-local-net
@ 7oss5211 @ ms-office-365
@ 8345086 @ https
0 @ Other
@ 18189108
http
W dns
@ 1798415
Close
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BGP Tab

The system will automatically detect BGP Neighbors configured on routers
BGP Tab:

m BGP Poor Status

TotalView

Device Name IP Address Poer IF

Syrah 10.0.0.1 192.168.25.1

This page automatically updates every 10 seconds so if a status changes,
update of that status.

. They will show up on the

Total Network Visibility®

Status

® deleted(0

you will have immediate
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IPAM Tab

For IP Address Management (IPAM) , this tab provides a searchable list of subnets in the network.
Address usage information is automatically queried from Microsoft DHCP servers.

To examine a subnet, select a subnet listed on the left-hand side, or enter one into the search field, to
pullup the stats on how that subnet has been allocated. Details include: VLAN name, number, usable IP
addresses, available IP addresses, type (subnet or static), device manufacturers, lease, last seen, and
whether connected.

IPAM Total Netwark Visibility®

IP Address Management DHCP information updated as of: 1/28/2023, 234:55 PM £ Update DHCP 3 Update Bridge ﬁ]

10.1.0.0/24 Subnet DHCP Scope

s ® fiocated 23 ® Aliccstsd

VLAN Name Viware ® avaiizble 231 ® 2ysizbie 117
10.1.0.0124 WVLAN Number 10

Usable IP Addresses 254
10.10.0.0/24 Used IP Addresses 23

Available IP addresses 231
10.10.30.0/124
10.10.40.0124. Address Fing Connect  Type Manufacturer Name Lease Last Seen Connested
10.10.50.0124 L Subnet
10.30.0.0/24 L] o EE) suic Curent | Unmanaged
10.30.10.0/24 101.0.2 LI Connect JEETS Current | Unmanaged

10.1.0.3
10.50.0.0/24

10.1.0.4
10.50.1.0/24

10105 LI Connect JEEETE Viwzre, Inc. pe-vesa pathsoiutions Joca Current | Unmanaged
10.50.3.0/24

10.1.06
10.50.4.0/24

10107
10.51.0.0/24 anns

Hover over any name in the table, to see even more details about that item.

Sunnyvale Currant | Int £5

Cisco 105 Software, 1841 Software (C1841-ADVENTERPRISEKS-M), Version 153.0{1)M10, RE
Techrical Support: http:/fwww.cisco.com/techsupport

Copyright (c) 1986-2013 by Cisco Systems, Inc.

Compiled Tue 26-Feb-13 12:28 by prod_rel_team

Notice the Excel button is available at the upper right, to download the report to a spreadsheet, and
notice the buttons in the same place, to refresh the data as needed from DHCP and Bridge.

Selecting any IP address on the IPAM tab brings up the NetFlow details about the data flows to and from
that IP address, what IP addresses it has communicated with, and when.

Flows toifrom 10.50.0.2

o
Protocol Port/Service DSCPITOS Top-101P Addresses

[ | @) @ 100018

@ e | [RLELET

10.50.0.4

101045

[ Source Destination
DSCP
Date/Time Protosol Address Sean Port Location Address Scan Port Location Bytes Tos
Jan 28 20:17:28 =1 10.50.0.1 = 9 Internal 10.50.0.2 30226 Internal 84 0x0(0)
Jan 22 20:15:02 IovE 10.50.0.2 [ Scan | o Internal Fred pathsolutions local [ scan | 1 Internal 02 0x0(0)
Jan 28 20:15:02 IcmP Fred pathsolutions local = 1 Internal 10.50.02 b Internal 158 0x0(0)
Jan 28 20:15:08 =1 Fred pathsolutions local [ Scan | 0 Internal 10.50.0.2 1 Internal 02 | 0x0(0)
Jan 28 20:15:05 IovE 10.50.0.2 [ Scan | 1 Internal Fred pathsolutions local [ scan | i) Internal 156 0x0 ()
Jan 28 20:17:23 IcmpP 10.50.0.1 = 9 Internal 10.50.02 30228 Internal 84 0x0(0)
Jan 28 20:17:20 IcMP 10.50.0.1 [ Scan | 0 Intarnal 105002 [ Scan | 30228 Internal 84| 0x0(0)
Jan 28 20:17:17 IcMP 10.50.0.1 [ Scan | 0 Internal 10.50.0.2 [ Scan | 30226 Internal 84 0x0(0)
[ imam anenns — ann —_— -
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NetFlow Security Alerting  is included in the table. If any data flows have a medium or high risk, the
rows will be shaded yellow or red, respectively.

For each flow that involves an external flow, you see the location of the remote end (City and Country) as
well as the security threat level of the remote IP address. From this table, if you select a link listed under

the Location column, it will show the geolocation of that IP address on a Google Map.

o 5 = sy (118 |
m Dublin Liverpool
kg < = @
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CheoSteI National Park
Carlow Snowdonia m Nottlr;gham
R > National Park
ilkenny 1| Norwi
o ; orwich
Le'cgsm Peterborough 2
o
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Wexfo ENGLAND
Waxeorford ”J’rd 5
1] Cambridge
o -
Ipswich
o
WALES m Colchester
Cotswolds A1)} >
Aong  Oxford 11
Swansea Swindon
o Wi
M Cardiff pristol o Reading oSouthend-on-Sea
] o
4. Canterbury Bn
Bath 2 (Ea0
m m 1420 Dunkirk
Calais  ©°
Southampton g i
m o 5 Brighton [A16 | m o~
Exeter Bournemouth 2 = G
o
W Torqua AT6]
epusy Plymouth & Altag
; Truro 2
St Lves. o 1 A1}
Penzancea Faln:r,\\nh \i“\q\@«‘cha””*' Ami °
miens
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Top-10 Tab

The Top-10 tab provides you with overall network information for all monitored interfaces. This section is
handy for determining what is occurring on the network regarding errors, utilization, and broadcast levels.

Top 10: Errors
The top 10 interfaces with the highest error rates are listed under the Top-10 tab, in the Errors sub-tab.

This sub-tab allows you to see what interfaces have errors that are approaching the error threshold.

Select the interface number to jump to the interface details page and view the utilization and error
information.

Top-10 Total Network Visibility®
Top 10 Interfaces With Highest Daily Error Rates Sorted by Error Rate Group: All w  Scope: Peak Daily -
Peak Peak Daily Utilization
Daily

Device Name Device IP Address  Interface Number Description Error Rate Tx Rx

® UBNT 10.50.0.174 Int #8 3t ath? 3%

0.000% |  0.000%
® dev-ubnt-lts01 10.1.0.28 Int#2 ens160: Viware VMXNETS Ethemet Contraller 0000% | 0.003%
® dev-rhelss-01 10.1.0.27 Int£2 ensl9z: ens1e2 0000% |  0.000%
® HardCider 10.50.0.7 Int#1 port? (INVALID) 0.012% 1220%

® idrac-C7ZPKD3 10.200.10.10 Int£3 eth0: ethd 0000% |  0.000%

® UBNT 10.50.0.174 Int #6 ath0: athd 4071% |  0000% 0.000%

® RuckusAP 10,006 Int £28 brD: brd

0.051% |  D0ET%
® svapi-office 10.50.0.5 Int£3 apri: apri 3527% | 000D% | 0.000%
® RuckusAP 10,006 Int &2 &ih0; ethd 0618% | 0001% 0.001%

® UENT 10.50.0.174 Int 22 eth0: athd 0537% |  0283%  0280%

You can also modify the output to view your preferred Scope or device Groups by using the drop-down
menu on the right-hand side. The Scope drop-down menu will allow you to either see Peak Daily Highest
Error Rate within the last 24 hours or the Last Poll Error Rate within the last 5 minutes.

I f a problem is currently happening on the network
showing the highest utilization or error rates. The Last 5 Minute Poll allows you to target the right
impingement points in the network and get the root-cause of the problem fixed rapidly.
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Top 10: Transmitters

The top 10 interfaces with the Highest Daily Transmitted Rates sorted by Utilization are listed under the

Transmitters sub-tab.

This sub-tab allows you to see what interfaces physically transmit the most data regardless of interface

speed.

You can select the interface number to jump to the interface details page and view the utilization and

error information.

[ 5| e e —————

Top 10 Interfaces With Highest Daily Transmitted Rates Sorted by Utilization

Top-10

Device Name Device IP Address  Interface Number Description

® txswz-lab 105104 Int#14 14; 14 Gigabit - Lavel (Game FC)

® svswi-office 10.50.0.142 Int £5 Port 5: Port §

® svswi-office 10.50.0.142 Int £2 Port 2: Port 2 (Gaming PC)

® teswd-closet 105103 Int &7 Port 7: Port 7 (Vizio TV)

# HardCider 105007 Int £2 part2 (N

* tefwt 1051.0.1 Int &7 sthamet1/2: sthemst1/2 (Inside LAN)
@ teswd-closet 105103 Int £3 Port 3: Port 3 (Uglink to Office)

® Aruba-7030 105108 Int#l GEWD/: Gigabit-Lavel (Gigabit-Level)
* teswz-lab 105104 Int#1 1: 1 Gigabit - Level (Link to Lab FoE)
® teswi-lab-PoE 105102 Int #4 4: 4 Gigabit - Level (Arubz AP)

‘Total Network Visibility®

Group: All w  Scope: Peak Daily -
Peak Peak Daily Utilization
Daily
Error Rate L Rx

0.000% | 100.000% 4.853%

0.000% 20.584%  1.754%
0.000% 19.958%  3.088%
0.000% 19.155% | 0.525%

0.000% 11883%  0.122%

0.000% 3909% 0583%
0.000% 3417%  0537%
0.000% 3413% 3.254%
0.030% 3383% 0540%
0.000% 3383%  08537H

You can modify the output to view your preferred Scope or Group devices by using the drop-down menu

on the right-hand side.

You can also modify the output to view your preferred scope, by using the Scope drop-down menu on the
right-hand side, Select from one of the following options: the Peak Daily Highest Error Rate within the
last 24 hours; the Last Poll Error Rate within the last 5 minutes; the 95" Percentile Highest Daily
Transmitted Rates; Raw Data, or Broadcasts with The Highest Transmitted Broadcast Percentage.

Group: All

T Scope: Peak Daily - <

FPaak Daily

Peak
Deaily
Error
Rate

0.000% | 27.8868% | 0.736%

0.000% | 23.0429% | 22.885%

2.847% | 22.038% | 22.004%
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Top 10: Receivers
The top 10 interfaces with the highest daily received rates are listed under the Receivers sub-tab.

This sub-tab allows you to see what interfaces physically receive the most data regardless of interface
speed.

Select the interface number if you want to jump to the interface details page and view the utilization and
error information.

You can modify the output to view your preferred Scope or Group devices by using the drop-down menu
on the right-hand side.

You can also modify the output by using the Scope drop-down menu on the right-hand side. Select from
one of the following options: the Peak Daily Highest Error Rate within the last 24 hours; the Last Poll
Error Rate within the last 5 minutes; the 951" Percentile Highest Daily Transmitted Rates; Raw Data, or
Broadcasts with The Highest Transmitted Broadcast Percentage.

=

Note: If you have an interface that is receiving a high level of broadcasts, investigate the device that is
connected to it to determine why it is transmitting a lot of broadcasts.
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