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Preface 
Most network devices are constantly collecting statistics relating to the health of each interface.  Network 
engineers rarely have the budget, time, and resources to access this wealth of information, and very few 
products exist that can help engineers detect and analyze problems before they affect users. 
 
TotalView by PathSolutions was created to help provide this information (collected by switches, routers, 
servers, and other network devices) in an advanced and easy to use format, to identify the root cause of 
network problems, and maintain maximum network performance. 

Audience 

Network administrators with various levels of expertise can benefit from TotalView by PathSolutions, as 
the product offers not only a rapid view of network health, but also in-depth analysis of specific issues. 
 
To install and use TotalView, a network administrator should be able to set up a managed switch with an 
IP address and an SNMP read-only community string. 

Conventions 

The following conventions are used in this manual: 
 

Italic 
Used for emphasis and to signify the first use of a glossary term. 
 
Courier  

Used for URLs, host names, email addresses, registry entries, and other system definitions. 
 
Bold  
Used for calling out buttons, file paths, tabs, fields, checkboxes, links and windows. 

 

Note:  Notes are called out to inform you of specific information that is relevant to the configuration or 
operation of TotalView.  Notes may occasionally be used to describe best practices for using the 
system. 

  
 

Technical Support 

For technical support:   
 
Support@PathSolutions.com 
 
(877) 748-1444 (7x24 tier 1 telephone support) 
(408) 748-1777 Select 1 for tier 2 support 

 
 

mailto:Support@PathSolutions.com
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Overview 
TotalView by PathSolutions is a Windows service that uses SNMP to monitor statistics and utilization for 
each interface on switches, routers, and servers.  If data-link errors or utilization rates rise above a 
settable threshold, you can use the generated web pages to help you determine the source of the 
network problems.  This will help you to maintain a healthy network. 
 
TotalView by PathSolutions is designed to disclose network weaknesses that cause data and 
VoIP/UC/Video stability issues.  By monitoring all network interfaces for utilization, packet loss, and 
errors, it becomes easy to determine exactly where network faults exist. 
 
TotalView goes one step further by providing insight into the specific error or issue that is causing 
degradation so a rapid resolution can be applied. 
 
Continuous monitoring of all interfaces provides the ability to generate alerts if any interface degrades 
below a level that will support Network and VoIP services.  
 
TotalView also maintains a history of utilization and errors on all interfaces so you can troubleshoot 
Network and VoIP problems after they occur. 
 
All network devices that support SNMP can be queried for link status and health information. 
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Using the Web Interface 
 

The web pages are served are served out HTTPS/TLS1.2 via port 443. 
 

Log In 
 
The first screen is a login screen with a random quote.  

¶ 5ŜŦŀǳƭǘ ƭƻƎƛƴΥ άŀŘƳƛƴέ ǇŀǎǎǿƻǊŘΥ άǘǳǊǘƭŜέ 
 
As the administrator you will want to change the login and password upon installation.  This can be done 
via the Config Tool. 
 

 
Optionally, you can enable AD integration to use AD credentials for logging in. 
 

Website Navigation 
The PathSolutions TotalView web layout is easy to follow, and easy to navigate. You can minimize the 
menu on the left by selecting the left arrow. The new UI shows all the top level categories down the left 
hand side of the display. 
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Menu in expanded view: 
 

 

Menu in collapsed view: 
 

 
 

 

 

 
 

 
 
 

Dashboard : customizable 
dashboard 
 
 

Network : network device and 
interface monitoring 

VoIP : Telecom module (2) 
 

Server s  

Services  

NetAlly  

RemoteInsight (2) 

Risks  ïSecOps Manager(2) 
 

Client s Monitoring  

Cloud : cloud connection monitoring 

Internet : internet connection 
monitoring 

Predictors : bandwidth and cabling 
utilization & predictions 

Search  

NLT: Natural Language 
Troubleshooting 
 
Support  
 
 

Notes:  
 

1. Underneath the Health Section at top left, a message will appear if your support has expired, your 
software is out of date, or you need more licenses to monitor your network.    

2. These items only appear if you own the license for them. 
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Subsections for each main section can be navigated by the tabs that appear along the top of each 
section. 
 
In addition, links throughout the interface allow navigation to additional pages and supporting reports. 
  

Web Page Headers 

At the top of the left collapsible menu of each web page, general information is displayed: Polling 
Frequency, Last Poll Time, and Network Health. 
 

 

Tabs 

Navigating each section of the web interface is accomplished by using the Navigation bar and tabs at the 
top of the Network sectionôs pages: 
  

 
 
Each tab covers a specific area relating to the health of your network. 
 

Navigation Buttons 

 
Graphical interface buttons help with navigation and other options: 

  An eye button at the right of tables is sometimes available. When selected, it will bring up another 
additional details about the selected item. For example on the packet tables, the eye button brings up the 
packet error counter information. 

 This green Excel button will download an on-screen report into an Excel spreadsheet. 
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Navigation Hints 

  

Hovering over items in a report often shows additional information 
about that item, and sometimes links, For example on the IoT 
Tab, when you hover on the ñConnectò links,  device links to 
Telnet, SSH, Web, HTTPs and Syslog will appear. Available links 
are in bold and blue here. 

  
The search field at the bottom left of the expanded menu is 
another good way to find things.  It will search for IP addresses, 
MAC addresses, DNS records, OUI information, CDP, LLDP, 
and SysDescr information.  

 
 
 

 
Filtering your view of devices, servers and interfaces is possible 
by entering text into the filter fields above the tables. This makes 
it very quick and easy to find similar monitored elements. For 
example: finding all Meraki devices in the inventory.  
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Dashboard 

 
The Dashboard tab shows a dashboard that provides user-changeable widgets that can be displayed 
inside or outside of this tab.  You decide the type of widget and how you want information presented, and 
each widget auto-updates automatically. 
 
TotalView supports multiple customized dashboards.  This means you donôt have to clear your dashboard 
if someone wants to share their dashboard with you, and you can have separate dashboards for different 
topics like networks, servers, and cloud. 

Customizing Dashboards 

 
When you first open the program or use the Dashboard, it will display the default widgets with a little 
ñEditò link in the upper right-hand side.  
 

 
  
 
If you select the Edit  link, it enters edit mode with shaded widgets. It shows a menu of widgets, and 
options for loading, saving or deleting dashboards:  
 

 
 
 
If you select Add Widget s, it will open a dialog box showing all the available widgets. Select widgets here 
by selecting on them. 
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:  
 
The widget(s) you select will immediately be placed in the upper left corner of the on the open dashboard 
tab. Drag it to a blank area on the screen by selecting it and dragging it. Change the size by selecting on 
the sizing object in the lower right corner of the widget. 
 
If you want, in edit mode you can select X to delete any widget from the dashboard. Or use the Clear  link 
to remove all widgets from the current tab. 
 

 
 
When you are satisfied with widget location and size, select Lock  and the system will then lock it in place 
on that dashboard tab.   The X in the upper right corner of widgets will change to an arrow that you can 
now select.  This will create a separate detached window for the widget that you can drag around your 
screen. 
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To make a new dashboard, select the edit mode, then select New from the small menu above widgets at 
the upper left. This will create the next dashboard tab. 
 
 

 
 

Saving and Sharing Dashboards 

From the widget edit mode, use the Save link at upper right to save and download a copy of your 
dashboard configuration to your computer. 

 
Use the Load  link to upload a widget configuration from your computer (i.e., if you are sharing a set with 
peers). 
 

Renaming Dashboards 

When in edit mode, you can double-click on a dashboard name and it will allow you to rename the 
dashboard. 

Changing Dashboard Order 

You can also change the display order of dashboards by clicking on the ñOrderò button.  It will allow you to 
select a dashboard and move it up or down in the list. 

 
 

Saving Dashboards 

From the widget edit mode, use the Save link at upper right to save and download a copy of your 
dashboard configuration to your computer.  This information is saved in your local browserôs cache.  If 
you clear your cache, or login with a different browser, the dashboard will be erased and you will use the 
serverôs default dashboard. 
 
It is recommended that you save each of your dashboards before clearing your browserôs cache. 
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Dashboard Widgets 

The following dashboard widgets are available: 
 

Network Health Bar graph showing overall health of the network 

Interface Duplex Pie chart showing percentage of half-duplex interfaces 

Interface Speed Pie chart showing percentage of different interface speeds 

Device Manufacturers Pie chart showing percentage of network device manufacturers 

MAC Addresses Pie chart showing percentage of desktop & client manufacturers 

Turtle Widget Timmy the Turtle 

Daily Errors Graph of daily errors 

Daily Issues Graph of daily issues 

Daily Ports Graph of daily ports in use 

Daily Utilization Graph of overall network utilization 

Device CPU Utilization Graph of device CPU utilization 

Device Free RAM Graph of free RAM 

Device MOS Score Graph of MOS Scores to/from the device 

Interface Utilization Interface utilization transmit and receive 

Cloud Route Cloud route path view 

SD-WAN Route SD-WAN route path view 

SIP-Trunk Route SIP-Trunk route path view 

Diagram Network diagram 

Ping IP Addresses Customizable ping for any IP address 

Map Network map 

Top-10 Top-10 interfaces for errors, transmit, receive, latency, jitter, loss 

Server Drive Free Space Table of drives with lowest disk space 

Custom OID Daily graph of a custom OID monitor 

Down Devices Table of down devices 

WAN Table of current WAN interface status 

WAN Graph Daily graph of WAN interface 

BGP Table of BGP neighbors and their status 

Server CPU Graph Daily graph of server CPU 

Server CPU Current Bar graph showing current server CPU 

Server RAM Graph Daily graph of server free RAM 

Server RAM Current Bar graph showing current server free RAM 

Server Drive Free Graph Daily graph of server free drive space 

Server Drive Free Current Bar graph showing current free drive space 

Servers Issues Table showing server issues 

Services Table showing down services 

NBAR Statistics Pie chart showing NBAR statistics for an interface 
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Network Section 
 

The Network  section is available by choosing Networks  or the Networks  
 icon in the left panel menu. This menu will bring you to the Network section and tools. A navigation bar at 
the top of the display shows sub-tabs for network mapping and monitoring. 
 

 

Path Tab 

The Path  tab permits you to view the health of all links between two IP addresses. 
 

 
 
Before mapping a call, select the Update  button to make sure that the bridge tables and ARP cache 
information is current. 
 

Note:  The mapping will display the current path that packets take.  If the network configuration or state 
was different at a previous point in time, this mapping may not reflect the previous conditions.  
Enter the Source IP address where you want the mapping to start and the Destination IP address 
where the packets would be destined.  Select the Map button to initiate the mapping. 

 
This will perform a one-way path mapping from the starting IP address to the ending IP address.  It is a 
one-way view of how packets flow from the starting IP to the ending IP.  To view how packets would 
return, you should select Reverse Historical , as the reverse path may be different than the outbound 
path if asymmetric routing is occurring. 
 
Each interface will display the historical percent utilization (received for inbound interfaces and transmit 
for outbound interfaces) along with the error rate. 
 
You can also view the duplex setting of each interface to make sure that each outbound interface 
matches the duplex setting on the inbound interface. 
 
On outbound Cisco router interfaces, the Queuing configuration of the interface is also shown to aid in 
determining if QoS is configured properly on the interface. 
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Note:  If the mapping is unable to complete, it may be due to the fact that all switches and routers along 
the path may not be monitored.  Add these devices to monitoring for complete visibility of the 
entire path. 

 
Note:  If a switch or router is unable to be monitored (For example: A WAN service provider does not 

allow SNMP access to the device), then a static route mapping can be made through the device 
to the far end.  Refer to the Administration Guideôs section: Changing the Map Fetch Variables 
to Improve Map Stability  on how to add a static route to the configuration. 
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The screenshot below is an example of a full Path Map. 
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Map Tab 

On the Map tab, TotalView includes the Dynamic Network Map, with a zoom, select and drag user 
interface.  This capability gives you an ñeagleôs eyeò view of what your network is doing at the current 
point in time. 
 
The map updates every 5 seconds and audible alerts play when links or devices go down so you can 
remedy the problem immediately. 
 
The map permits two different element types to be displayed: 
 

1. Link: This is an interface that will change color depending on the utilization of the link, or change 
to white if no status could be determined, or black if the link shows as down. 

2. Device Ping: This is a single point that relates to an IP address that is checked for status.  It will 
show green if responding, or red if not responding. 

 
TotalView also provides Multiple Map Views for Multiple Locations. 
 

To zoom in and out on the map, use the zoom plus + and minus ï buttons at the top left of the screen.  

 
To pan, use your curser in the center of the screen to move around. 
 

 
 

Line Color Description 
Green <10% utilized (lightly utilized) 
Yellow ~50% utilized 
Red >90% utilized (heavy utilized) 
Black Interface is down 
White Communication failure (could not read interface status) 

 
To detach the map for viewing in a separate window, use the Detach  button in the top right corner. 
 
To mute sound alerts, select the Mute  button at upper right. 
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Diagram Tab 

This shows the automatic, interactive network diagram. This flexible map gives a pictorial view of your 
network connections. You can zoom and scroll the diagram, move elements around, and lock them into 
place. 
 

 
 
As new devices and subnets are added to your network, the diagram will automatically update with the 
layer-3 devices and subnets. 
 
Beginning with TotalView 12, you may now select Grouping  to show groupings of devices at your 
locations. You can shift-select a group name to zoom into and see just the devices in that group. 
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Also, with TotalView 14.2, you may make a Visio download of the diagram by selecting the Visio button at 
top, and also view it in a new display window by selecting the Detach  link. 

Gremlins Tab 

The Gremlins  tab is a correlation engine that allows you to quickly understand what events happened at 
a specific timeframe on the network. The Gremlins report has been re-designed to include a timeframe 
slider bar at the top: 
 

 
 
By default, the Gremlins report shows you events happening ñNow on the network.ò  
 
The Timeframe slider bar allows you to choose a specific point in time to analyze. 
The Group  drop-down menu on the right side allows you to narrow the scope to look at events that 
occurred within that group. 
 
It will present events in the following order of priority: 

1. Devices that went offline 
2. Devices that went online 
3. Interfaces that went down 
4. Interfaces that went up 
5. Devices that had high packet loss 
6. Interfaces that had high utilization 
7. Interfaces that had packet loss 
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Devices Tab 

The Devices  tab view shows you a list of your monitored network devices and information about each.  
 

 
 
Notice the new filter field at the top of this table to filter any open sub-section. This filters only on sub-
sections that are opened at the time. 
 
The health legend is at the top of this section: 
 

  
 
You can also use collapse all  to close all device groups. 
 
Select Lock Web to remove the Ignore  and Favorites  columns and prevent them from being globally 
modified. 
 
From this tab you can also view more specific device sub-tabs. 

General Sub-tab 

The General  sub-tab allows you to manage the device as well as learn about the device capabilities. 
 

 
  
The first column in the table includes a green dot, red dot, yellow dot or a question mark (?) status 
indicator, corresponding to the status indicator in the health legend.  If a device has all interfaces healthy, 
the status dot beside its name will be green. If a device health is suppressed by the user, the status dot 
will be yellow. Suppressing an interface can be done by selecting on the status (colored dot) and 
selecting to suppress that interface. If a device has an interface that is degraded (utilization or error rate is 
higher than the configured threshold), the status dot will be red.  A red question mark (?) will be shown on 
devices with communication failure. 
 
The device type  icon is displayed to the right of the status indicator.  This will automatically be 
determined based on the features and capabilities of the device. 
 

Note : The Device type  can be overridden to have it display a different type of device by using the 
Config Editor and changing the DeviceType.cfg  file. 

 
The Device Name  (programmed into the switch as the system name, hostname, or sysName) is 
displayed in the second column.  To change this, you should login to the device and change the deviceôs 
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internal name (hostname) or "sysName".  Refer to the device manufacturerôs documentation to determine 
how to change this information. 
 
If you select the device name, it will link to a summary of the device, listing all the interfaces that exist on 
the device, along with detailed information about the device.  Refer to the Interface Summary  section on 
page 34. 
 
The managed IP address of the device is listed in the third column. 
 
The Manage Device  column includes links to Telnet, SSH, Web, and HTTP into the device, as well as the 
syslog information received from the device. 
 
The # of Int  column displays the total number of interfaces on the device. 
 
The Oper down  column displays the total number of operationally shut down interfaces on the device.  
These interfaces are not in-use and will have an inactive link light. 
 
The Admin down  column displays the total number of administratively shut down interfaces on the 
device.  These interfaces have been manually disabled by the network administrator and will not function 
if a node is connected to the interface. 
 
The Location  column of information displays the location of the device.  This information is configured on 
the switch as the location or "sysLocation" of the device.  Refer to the device manufacturerôs 
documentation to determine how to change this information. 
 
The Contact  column of information displays the contact for the device.  This information is configured on 
the device as the contact or "sysContact" of the switch.  Refer to the device manufacturerôs 
documentation to determine how to change this information. 
 

Note:  If TotalView reads an email address in the sysContact  field, it will create a web link to the email 
address. 

 
Device is listed in the last column.  This will show how long the device has been online since it was last 
rebooted. 

Traffic Sub -tab  

The Traffic  sub-tab displays information about the deviceôs packets and broadcasts seen. 
 

 
 
This permits you to determine the average daily broadcast rate and compare it to the last poll broadcast 
rate to help identify devices that are transmitting or receiving a high level of broadcasts. 
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Note:  If a device is transmitting a high percentage of broadcasts, it is more likely that one of its 
interfaces is receiving a high percentage of broadcasts from one of its ports, and then transmitting 
those broadcasts to all interfaces on the device.  Select the device and look for interfaces that are 
receiving a high broadcast rate to determine the device that is broadcasting. 

PoE Sub -tab 

The PoE sub-tab shows information on the status and power consumption of the devices, the percentage 
of utilization that is running, and the level of alarms that have been set to alert you if power is running low. 
 

 
 
This allows you to quickly determine if there are any high-power drawing devices that are connected to 
the switch or if there are any power faults. 
 
PoE allows you to watch the status and monitor the power usage for your PoE switches to make sure that 
you are not getting close to limitations of the switch.  It also monitors the power draw for each port on the 
switch so you can determine where high-power drawing devices are connected to and quickly determine 
any power faults. 
 

Note:  PoE Historical Utilization can be optionally tracked over time by enabling data retention of PoE 
stats.  This permits organizations to track their power usage and generate reports showing when 
and where additional power is being drawn from PoE switches.  See Appendix A, Saving PoE 
Usage to a Database , on how to enable reporting and how to extract data from the database. 

STP Sub-tab 

The STP sub-tab shows the deviceôs Spanning Tree information. 
 

 
 
Determine when your last STP root bridge election occurred and which device is acting as the root 
bridge.  Also know which interfaces are active as well as listening so you donôt cause a reconfiguration by 
disconnecting the wrong interface.  
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Inventory Sub -tab 

The Inventory  sub-tab shows details about a deviceôs internal information.  For any make/model of 
device discovered on your network, the Manufacture Date , Model , Serial Number , Hardware , 
Firmware  and Software  OS revisions are reported.  
 

 
 
The filter  field is very useful in getting filtered lists of the inventory. For example, you can go in and filter 
on all the Cisco devices, or all Meraki devices 
 
An Inventory Excel spreadsheet can be downloaded by selecting on the Inventory  link and selecting on 
the Excel icon.  Additional detailed inventory information is available in that spreadsheet that is not 
available via the web UI: The Inventory spreadsheet includes serial numbers and details of every element 
inside the chassis like blades, fan trays, and management systems. 

Description Sub -tab  

The Description  sub-tab shows the internal system description for the device. 
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Backup Sub -tab 

This sub-tab provides a summary of the last backup of devices. The backup column shows the date of 
last backup and whether it succeeded or failed.  
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To setup and configure device backup schedules, see the Administration Guide. Backup configurations 
are also possible. You have the ability to do a diff against previous versions to see what has changed.  
 
A dialog will allow you to add a note, then the backup will begin. 
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If you select a Details  link, you can see the details of any backup. This will show the different 
configurations that were backed up, and using the tool bar at the top, you can also see the differences 
between backups to see what changed. 
 

 
 
You can also compare the differences between backups to see what changed by selecting the File 
Compare  button at top right of this screen. 
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You can also select the Log  link to see the logfile of backup. 
 

 
 
You can also select the Backup  button, to initiate a manual backup from this tab on the web interface.  
The backup is immediate. 
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Support Sub -tab  

The Support  sub-tab provides contract information for any of your network devices in one place on this 
tab. Contract details you can add include the Contract ID , Contract Date , and Contract Phone number  
for your devices.   
 

 
 
Consult the Administration Manual on how to use the Config tool to add support information for any 
device. 
The system will send an email if any of the support contracts are within 30 days of expiration to help make 
sure support contracts donôt lapse.  
 

 

Financials  Sub-Tab 
The Financials  sub-tab provides financial insights into the operational costs of your network in one 
location.  You can add additional information to manage inventory and track and amortize operational 
costs and compliance requirements. Ensure that you arenôt running equipment older than expected.   
 
Enter and track when a device was Deployed , Procurement Cost , Amortizations Months , Annual 
Support Cost , and Monthly Operating Cost . 
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This information can be changed via the Config Tool on the Financials  sub-tab. 
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Vulnerabilities Sub -tab  

This tab is for assessing and monitoring Operating Security and network device vulnerabilities on a daily 
basis. 
 

 
 

Note:   This sub-tab only displays if your product is licensed for the Security Operations Manager. 

 
For device vulnerability tracking purposes: The system fetches nightly updates from the National Institute 
of Standards (NIST) on known risks. Specifically, it fetches the CVE descriptions and risk scores on any 
bugs, defects and vulnerabilities for all network components, routers and switches, as published and 
released by all the major manufacturers, and collected in the National Vulnerability Database (NVD) at 
www.NIST.gov. 
 

Note:   If there are no entries for a device, it may be that this device manufacturer does not publish to 
NIST. Check with your device manufacturer to see if they publish vulnerabilities to NIST. 

 
On this tab, all network devices are listed, and the security columns provide the count of known risks, 
sorted by critical, high, medium and low risks, associated with each device. 
 
For any device named in the list with indicated vulnerabilities, select the Details  link to open the Security 
Vulnerabilities report for that device. A list of security vulnerabilities will pop-up as an overlay, listing the 
specific security risks, their severity threat levels (Critical, High, Medium, or Low) , the CVE in the NVD 
database that assess and discuss that risk, a threat score, a summary description, and the CVE 
publication date: 
 

 
  

http://www.nist.gov/
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If you need even more information, select the CVE named in this table, to proceed to that CVE in the 
NIST NVD. The CVE links are direct links to the NIST website and database (www.NIST.gov).  
Here is an example of a linked CVE in the NVD. 
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Interfaces Summary 

You can get Device and Interfaces information on any of the devices listed on the Network Devices  tab 
and selecting on any device name, and it will bring up an Interfaces Summary for that device. These 
Interface Summaries are also reachable by selecting Device Names in other tabs.  The Deviceôs 
Interfaces table will list the specific switch information that you selected and a table showing all of the 
interfaces on the switch. 

Interface s Summary Fields : General  Tab 

First select a Device Name to get the Interfaces table to appear for the device. The first and default tab is 
the General  tab.   The General  tab shows the following interface summary table. 
 

  
 
The first column includes a green, yellow or red status indicator.  If a device has an interface that is 
healthy the status dot next to its interface number will be green.  If an interface is degraded (utilization or 
error rate is higher than the configured threshold), the status dot for the interface will be red, and the Error 
Rate or Utilization Rate will be marked in red.  If the user has manually marked the interface as 
suppressed, the interface status dot will be yellow.   
 
Suppressing an interface can be done by selecting on a status dot and selecting to suppress that 
interface.   
 

Note:  If the status indicator shows up blank, then the interface is operationally shut down, and is not 
relevant. 

 
The Interface Number  column is the interface number on the device.  Each device manufacturer will 
create a unique number for each interface.  You can use this interface number to correlate physical 
interfaces on the switch.  Selecting on the interface number will display the Interface Details  page. Refer 
to the Interface Details  section for more information. 
 
The third column is the IP address associated with the interface (if any).  Routers and servers will 
generally have an IP address assigned to each interface, whereas switches may only have an IP address 
associated with the management interface.  If multiple IP addresses are associated with an interface, it 
will appear on the tooltip if you hover over the IP address field. 
 
The Description column is the interface description.  This information is provided by the device as a way 
of describing the interface.  It may contain information on the type of interface, or the interface identifier 
used on the device.  If an interface alias is configured on the device, this custom description will show up. 
 
The Peak Daily Error Rate  column is the error rate of the interface.  The error rate is calculated as a 
combination of all inbound and outbound errors on the interface, compared to the number of packets that 
have passed through the interface. 
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If the error rate is above the error threshold, it will be displayed in red. 
 

Note:  There are some devices that do not report error information correctly, and can lead you to believe 
that there are faults on interfaces that actually are functioning correctly.  If you perceive errors on 
an interface that is abnormal, contact the device manufacturer to attempt to determine more 
about its SNMP reporting capabilities. 

 
The Peak Daily Tx  column is daily peak utilization transmitted data.  This statistic reports the maximum 
transmitted utilization on the interface (as a percentage of bandwidth) that was seen over the past 24 
hour period. 
 
If this statistic is over the utilization threshold, it will be displayed in red. 
 

Note:  If PathSolutions TotalView is unable to read the correct interface speed from the device, this 
number may not be accurate. 

 
The Peak Daily Rx  column is daily peak utilization received data.  This statistic reports the maximum 
received utilization on an interface (as a percentage of bandwidth) that was seen over the past 24 hour 
period. 
 
If this statistic is over the utilization threshold, it will be displayed in red. 
 

Note:  If PathSolutions TotalView is unable to read the correct interface speed from the device, this 
number may not be accurate. 

 
The Interface Speed  column is interface speed, rated in bits per second.  If the interface is operationally 
shut down, or the device does not report a valid speed, then the speed is listed as Unknown . 
 
The Duplex  column shows the duplex status of the interface.  Duplex information cannot easily be 
determined from different switch manufacturers, so this field is calculated based on the presence or 
absence of collisions.  If there are any collisions on the interface, then the interface must be half-duplex.  
If there are no collisions on the interface, then the interface may be full-duplex, or it may be a half-duplex 
interface that has not yet received any collisions. 
 
The Status  column shows the operational and administrative status of the interface.  If the network 
administrator has configured an interface to be shut down it will be listed as down  in this column. 
The Control  column will only display if your product is licensed for Security Operations Manager.  This 
column will show one of three entries: 

¶ Shutdown: This link allows you to shut down the interface, effectively quarantining the connected 
device. 

¶ Enable: This link allows you to bring an interface back online. 

¶ Infrastructure: This interface cannot be shut down due to it being part of the network infrastructure. 
 

Note:  The ability to shut a port down or enable it requires read-write SNMP authentication with the 
device. 
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Current  Utilization  Widget  

From the Network Device Interface tables, you can get a Current Utilization  widget show live usage of 
any interface in the infrastructure in a separate window, so you can monitor it over time.  
Scroll to the Interface Utilization graph.  
 
At the top of the Interface Utilization graph, there is a link called Live  in the right corner.  
 

 
 
Select the Live  link and the widget appears, a graph of tx and rx over time. 
You can drag the widget anywhere on your desktop and monitor that device in live time. 
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Interface s Summary Fields : Traffic  

Select a Device Name  to get the Interfaces table to appear for the device, then select the Traffic  tab in 
the Interfaces table that will appear under the Device Name.  
 

 
 
The Interface Number , IP Address , and Description  columns will remain unchanged from the General  
tab. 
 
The Average Packet Size  column will show the average packet size tracked per interface.  Knowing if an 
interface is typically used for large or small packets allows you to configure queuing and enable proper 
policies (jumbo frames) to further improve the performance of a link.   
 
The Historical Broadcast Percent  columns show the historical (all time) broadcast percentages.  This 
field will inform you of the activity on the link regarding its general broadcast percentage rate to be used 
as a comparison against the Last Poll Broadcast Percentage. 
 
The Last Poll Broadcast Percent columns show the broadcast percentage of the last polling period.  
This information can be compared with the Historical Broadcast percentage to determine if an interface is 
transmitting or receiving a higher broadcast rate during the last poll than its overall historical average. 
 
The Last Poll Utilization Percent  columns show the Last Poll utilization percentage.  This is useful for 
determining which interfaces were the most heavily utilized on the network during the last polling period. 
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Interfac es Summary Fields : PoE Tab 

Select a Device Name  to get the Interfaces table to appear for the device, then select the PoE tab in the 
Interfaces table that will appear under the Device Name. 
 
The PoE tab includes the following fields. 
 

 
 
The Interface Number , IP Address , and Description  columns will remain unchanged from the General  
tab. 
 
The PoE column will show you if power is turned on and available for that interface.   
 
The PoE PSU column shows the specific Power Supply Unit (PSU) that powers the interface.  This 
number will either be a 1 or a 2.  If the number in the PSU column shows a 1 it is PoE device and if the 
PSU column shows a 2 it is a PoE+ device. 
 
The State  column will show you if power is being delivered to that interface. 
 
The Max Draw  column displays the maximum wattage that can be drawn by that interface.  Hovering 
over the Max Draw number will show a minimum to maximum range of power that the interface can draw. 
 
The ninth column, the PoE Class , will be a number from 0 to 4 depending on the Class of PoE.   
 

Class  Plain Language Description  Power Range (Watts)  

0 Unclassified 0.44-12.94 

1 Very Low Power 0.44-3.84 

2 Low Power 3.84-6.49 

3 Mid Power 6.49-12.95 

4 PoE+ / Type II Devices >12.95 

 
And the tenth column shows the power priority configured on ports enabled for PoE which can be Low, 
High, or Critical.  The switch invokes configured PoE priorities only when it cannot deliver power to all 
active PoE ports. 
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Interface s Summary Fields : STP Tab 

Select a Device Name  to get the Interfaces table to appear for the device, then select the STP tab in the 
Interfaces table. 
 
The STP tab includes the following fields. 
 

 
 
The Interface Number , IP Address , and Description  columns will remain unchanged from the STP tab. 
 
The State  column will show which of port state the interface is:  Blocking , Listening , Learning , 
Forwarding , or Disabled . 
 
The Enable  column shows if the interface is enabled for STP. 
 
The Path Cost  column will show the Path Cost of the interface.  
 
The Root  column will show the Designated Root of the interface. 
 
The Cost  column will show the Designated STP Cost of the interface. 
 
The Bridge  column shows the Designated Bridge for the interface. 
 
The Port  column shows the Designated Port for the interface. 
 
The Forward Transactions  column shows the Interface Forward Transactions for the interface. 
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Interface s Summary Fields: Details Tab 

Select a Device Name  to get the Interfaces table to appear for the device, then select the Details  tab in 
the Interfaces table. 
 
The Details  tab includes the following fields. 
 

 
 
The Interface Number , IP Address , and Description  columns will remain unchanged from the General  
tab. 
 
The X column shows an indicator if this interface has a physical connector associated with the interface. 
 

Note:  If the device does not support RFC 2863 and the ifConnector Present OID, then this column will 
be empty. 

 
The MAC Address  column shows the MAC address that is associated with this interface. 
 

Note:  The MAC address displayed here is the physical interfaceôs own MAC address, not the MAC 
address of any devices connected to this interface. 

 
The MTU column displays the MTU (Maximum Transmission Unit) of the interface.  This is the largest 
frame that can be transmitted or received on this interface.  Typically, this will show 1500 bytes as the 
maximum for normal frames, but may be above 9,000 bytes if the interface is configured for supporting 
Jumbo Frames. 
 
The Type  column presents the type of interface. 
 
The Last Changed  column shows the time the interface last changed status from up to down, or from 
down to up. 
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Interface s Summary Fields: CDP/LLDP Tab 

Select a Device Name  to get the Interfaces table to appear for the device, then select the CDP/LLDP  tab 
in the Interfaces table. 
 

 
 
Each interface is queried for CDP and LLDP information and displays exactly what device and OS version 
is connected to that switch/router interface.  To view CDP/LLDP information on an interface, select a 
switch.  You will then see all of the interfaces. Select the sub-tab named CDP/LLDP .   
 
If you see some information displayed, it means that the connected device is providing CDP/LLDP 
information and should display the remote deviceôs interface that connects to the local switch interface, 
the remote deviceôs IP address, platform, name, and method (CDP or LLDP). 
 

Note:  *Cisco CDP only shows other Cisco CDP Devices 
*LLDP Devices (Including configured Cisco Device) may show other LLDP devices 
*Some Devices (Enterasys/Extreme, HP) show both CDP and LLDP 
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Interface s Summary Fields : Connected Tab 

Select a Device Name  to get the Interfaces table to appear for the device, then select the Connected  tab 
in the Interfaces table. 
 
The Connected  tab includes the following fields. The Interface Number , IP Address , and Description  
columns. 
 

Note:  The results for the Connected  tab will show up differently depending if the device is a switch or 
not. 

 
 
Ethernet Switch Results 
 

 
 

Note:  The Connect , Scan  and Domain  links shown in the screenshot only appear if you have the 
TotalView Security Operations Manager product, and may not be included in your 
license.  Contact sales@pathsolutions.com for more information. 

 
The last column will show the VLAN associated with the device connected, followed by the MAC address 
and IP address (if found in router/server ARP caches).  MAC address manufacturers are identified by 
hovering over the MAC address.  
 
Reverse-DNS lookups for devices connected to switch ports are shown automatically for devices that 
have reverse-DNS names. 
 
IP addresses can be selected on to look up flows associated with the device to determine whom it is 
communicating with. 
 

Note:  If the results are blank, or the information is not as expected, select the Update  button to collect 
the current bridge table, MAC addresses, and ARP cache information from network equipment. 

 
  
  

mailto:sales@pathsolutions.com
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Device Overall Statistics 

Below the Interface Summary Fields  Table (shown on the previous pages) is a view of the overall 
statistics for the device: 
 
You can view the current or historical information for the aggregate utilization for the device. Drag the 
Yellow bubble to move or decrease or increase the historical data you want to see. 
 
This is valuable for determining when the device is passing more or less traffic. This equates to a graph 
showing how much work was performed by the device over time, and is useful for determining when to 
schedule downtime for the device.  
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If the device is a Cisco router or switch, the CPU utilization and Free RAM is also displayed. 
 
Device MOS, Latency, Jitter, and Loss graphs are displayed below the utilization and CPU graphs. 
 

 
 
The deviceôs routing table is displayed below the graphs.
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If the device is a Cisco device, additional chassis information will be displayed below the routing table. 

Device overall utilization traffic information is displayed next. 

 

Device Notes  

Notes can be added to a device so you can track when you performed work on a device. 
  

 
  



PathSolutions User Manual  TotalView 14.2 

 Page 46 

Note:  If you have authentication turned on, then the Username field will use the logged in user who 
entered the note. 

 
Note:  The notes are stored in comma separated values (CSV) format in the following directory: 
 

             C: \ Program Files  (x86) \ PathSolutions \ TotalView \ Notes  

 
 You can edit the files with any text editor like Notepad or use Excel to open the file in CSV 

format. 
 
 The filename for device notes is the IP address of the device.  For example, the notes for 
 device 38.102.148.163 would be stored in filename 38.102.148.163.csv. 
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Interface Details  

If you select an interface number, you will see details about that specific interface. 
 
The errors graph in addition to the utilization graph will be displayed to correlate periods of high packet 
loss with high utilization.   

 
From this page, you can view all information about an interfaceôs performance. 
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Utilization Graphs 

The utilization graphs provide both current (daily) as well as historical utilization of an interface. Select 
and drag the yellow bars on the graph to change the historical timeframe you are viewing. 
 
You can also view the information in bits per second, percent utilization, or peak percent utilization. If 
there is a dotted line overlay on a graph, it shows a trend developing over time (increasing or decreasing). 
 

 
 
In the History view, the left and right edges of the yellow bubble can be stretched or shrunk to display 
different date ranges.  You can also move the bubble right and left, to see different time ranges. 
 

 
 
Exporting Utilization Graph Data for an Interface  
The Download Excel  button allows you to download all the graph data into an .xls file for charting and 
graphing with a spreadsheet. 
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QueueVision ® 

If the interface is on a Cisco router configured for class-based QoS (CBQOS) with Modular QoS CLI, then 
the queues will show below the packet loss graph along with their queue match criteria. 
 

 
 
 
The first number is the number of bytes handled by the policy (Class map).  This references the 
PostPolicyBytes variable on the device relating to the queue. 
 
The second number is the number of bytes dropped out of the queue.  This references DroppedBytes on 
the device relating to the queue. 
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Network Prescription  

Below the Utilization graph is the Network Prescription  for the interface.  This is an analysis of any 
problems that exist on the interface, including errors and utilization. 
 

 
 

Interface Notes  

Below the Prescription and near the bottom of the screen. Notes can be added to an interface so you can 
track when you performed work on an interface. 
 

 
 
 

Note:  If you have authentication turned on, then the Username field will use the logged in user who 
entered the note. 

 
Note:  The notes are stored in comma separated values (CSV) format in the following directory: 
 
 C: \ Program Files  (x86) \ PathSolutions \ TotalView \ Notes  

 
 You can edit the files with any text editor like Notepad or use Excel to open the file in CSV 

format. 
 

The filename for device notes is the IP address of the device.  For example, the notes for device 
38.102.148.163 interface #2 would be stored in filename 38.102.148.163-2.csv. 
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View Error Counters  

Select the View Error Counters  button to the right of the Packet loss graph to view a list of all 19 error 
counters that are collected on the interface. 
 

 
 

If you select an error counter name, it will display the official IEEE definition in the engineerôs library to the 
right along with a more basic definition and what should be done to fix the problem. 
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Favorites Tab 

If you have specific interfaces that you want to group together to view from one page, they can be added 
to the ñFavorites ò tab. 
  

 
 
This page displays the most recent utilization that was seen during the last polling period of all favorite 
interfaces. 
 
If you select the View Current Utilization  link for one of the devices, the Current Utilization Widget for 
that device will pop up. You can drag that window anywhere on your screen and monitor its tx and rx over 
time. 
  

 

How to Add an Interface to the Favorites List  

To add an interface to the favorites list, select Favorite  in the General  sub-tab under the Device List  tab.   
You will be presented with a dialog confirming your selection. 
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Select OK to add the interface to the Favorites  tab or Cancel  if you do not want to do so. 
 
If Favorite  is greyed out for an interface, it means the interface is already on the Favorites  tab. 
 

Note:  The web interface must be in unlocked  mode  to be able to add an interface to the Favorites List.  
See the Administration Guide on how to use the Configuration Tool to unlock the web interface. 

 

How to Remov e an Interface from the Favorites List  

To remove an interface from the Favorites List, use the Configuration Tool. See the Administration Guide 
on how to remove Favorites.    
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Issues Tab 

Interfaces that have peak utilization rates or error rates that are over the threshold will be listed under the 
Issues  tab. 
 

 
  
The threshold levels are displayed at the top of this table for reference. 
 
If the error rate or peak utilization rate is over the threshold, it will be displayed in red for easy 
determination of the interface problem. 
 
Use the drop-down in the upper right corner to view specific groups of issues or choose All  to view all 
issues in all groups. 
 
You can select the interface number to jump to the interface details page and view the utilization and 
error information. 
 

Note:  Interfaces that have been over threshold sometime in the past 24 hours are listed.  Interfaces will 
roll off of the issues list if it is under the error rate and utilization rate for a full 24 hours 
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NetFlow Tab  

TotalViewôs License Unlimited NetFlow capability permits an unlimited number of interfaces to be added, 
monitored and viewed from the NetFlow  tab.  The initial view shows interface daily utilization, transmitted 
and received.  If you select into a graph, it will show you who used the bandwidth at that time and what 
they were doing.  
 

 
  
Can search by NetFlow source and destinations 
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If you select View Flows  under any named device, it will show you the most recent flows received on the 
interface at the top, followed by the flow stats. 
 
On this screen, the top graph shows the flow volume over time. You can toggle here between transmitted 
and received data.   
 
If you select a timeslot on the graph, it will pullup the Interface Flows Report and show you the volume of 
flows that were happening at that time.  A vertical red line will show you the selected timeslot. 
 

 
 

 
 
The next section of the screen, pie charts, shows you NetFlow data, segmented by the percent of 
protocol, port/service, DSCP/TOS, and the top 10 IP addresses. 
 

  
 
The last section of the screen shows each eventôs source and destination IP addresses, ports, bytes, 
packets, DSCP/TOS and flow durations.   
 
Reverse DNS lookups are provided in the Destination Address field. 
 
Notice the Excel export button is at the top left of this table. You can export the NetFlow data tables for 
spreadsheets. 
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Note:  If you desire to include specific interfaces that are not displayed in on the NetFlow  tab, this can 
be accomplished by using the Config Tool  and selecting the NetFlow  tab.  You can add, change, 
or delete any interfaces there as well as sort them in order by using the Shift Up  or Shift Down  
keys.  See Configuration section for details.   
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NBAR Tab 

If a Cisco router has Network Based Application Reporting (NBAR) configured, TotalView will 
automatically detect this and show the devices and interfaces on the NBAR tab: 
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If you click on the ñNBARò link at the right side of the table, it will show you the NBAR protocol statistics 
that have passed through the interface: 

 
 

  



PathSolutions User Manual  TotalView 14.2 

 Page 60 

BGP Tab 

The system will automatically detect BGP Neighbors configured on routers.  They will show up on the 
BGP Tab: 

 

This page automatically updates every 10 seconds so if a status changes, you will have immediate 
update of that status.  
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IPAM Tab 

For IP Address Management (IPAM) , this tab provides a searchable list of subnets in the network. 
Address usage information is automatically queried from Microsoft DHCP servers.  
 
To examine a subnet, select a subnet listed on the left-hand side, or enter one into the search  field, to 
pullup the stats on how that subnet has been allocated. Details include: VLAN name, number, usable IP 
addresses, available IP addresses, type (subnet or static), device manufacturers, lease, last seen, and 
whether connected. 
 

 
 
Hover over any name in the table, to see even more details about that item. 
 

 
 
Notice the Excel  button is available at the upper right, to download the report to a spreadsheet, and 
notice the buttons in the same place, to refresh the data as needed from DHCP and Bridge. 
 
Selecting any IP address on the IPAM tab brings up the NetFlow details about the data flows to and from 
that IP address, what  IP addresses it has communicated with, and when. 
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NetFlow Security Alerting  is included in the table .  If any data flows have a medium or high risk, the 

rows will be shaded yellow or red, respectively. 
 
For each flow that involves an external flow, you see the location of the remote end (City and Country) as 
well as the security threat level of the remote IP address. From this table, if you select a link listed under 
the Location  column, it will show the geolocation of that IP address on a Google Map. 
 

  



PathSolutions User Manual  TotalView 14.2 

 Page 63 

Top-10 Tab 

The Top-10 tab provides you with overall network information for all monitored interfaces.  This section is 
handy for determining what is occurring on the network regarding errors, utilization, and broadcast levels. 

Top 10: Errors  

The top 10 interfaces with the highest error rates are listed under the Top-10 tab, in the Errors  sub-tab. 
  
This sub-tab allows you to see what interfaces have errors that are approaching the error threshold. 
 
Select the interface number  to jump to the interface details page and view the utilization and error 
information. 
 

 
 
You can also modify the output to view your preferred Scope  or device Groups  by using the drop-down 
menu on the right-hand side. The Scope  drop-down menu will allow you to either see Peak Daily Highest 
Error Rate within the last 24 hours or the Last Poll Error Rate within the last 5 minutes.   
 
If a problem is currently happening on the network itôs valuable to know which interfaces are currently 
showing the highest utilization or error rates.  The Last 5 Minute Poll allows you to target the right 
impingement points in the network and get the root-cause of the problem fixed rapidly. 
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Top 10:  Transmitters  

The top 10 interfaces with the Highest Daily Transmitted Rates sorted by Utilization are listed under the 
Transmitters  sub-tab. 
  
This sub-tab allows you to see what interfaces physically transmit the most data regardless of interface 
speed. 
 
You can select the interface number to jump to the interface details page and view the utilization and 
error information. 
 

  
 
You can modify the output to view your preferred Scope  or Group  devices by using the drop-down menu 
on the right-hand side.  
 
You can also modify the output to view your preferred scope, by using the Scope  drop-down menu on the 
right-hand side, Select from one of the following options:  the Peak Daily Highest Error Rate within the 
last 24 hours; the Last Poll Error Rate within the last 5 minutes; the 95th Percentile Highest Daily 
Transmitted Rates; Raw Data, or Broadcasts with The Highest Transmitted Broadcast Percentage. 
 

 
 
  



PathSolutions User Manual  TotalView 14.2 

 Page 65 

Top 10:  Receivers  

The top 10 interfaces with the highest daily received rates are listed under the Receivers  sub-tab. 
 
This sub-tab allows you to see what interfaces physically receive the most data regardless of interface 
speed. 
 
Select the interface number if you want to jump to the interface details page and view the utilization and 
error information. 
 

 
 
You can modify the output to view your preferred Scope  or Group  devices by using the drop-down menu 
on the right-hand side.  
 
 You can also modify the output by using the Scope drop-down menu on the right-hand side. Select from 
one of the following options:  the Peak Daily Highest Error Rate within the last 24 hours; the Last Poll 
Error Rate within the last 5 minutes; the 95th Percentile Highest Daily Transmitted Rates; Raw Data, or 
Broadcasts with The Highest Transmitted Broadcast Percentage. 
 

 
 
 

Note:  If you have an interface that is receiving a high level of broadcasts, investigate the device that is 
connected to it to determine why it is transmitting a lot of broadcasts. 
























































































































































































































































































