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Conventions

The following conventions are used in this manual:

Italic
Used for emphasis and to signify the first use of a glossary term.

Courier
Used for URLs, host names, email addresses, registry entries, and other system definitions.

<TAB>
Used for the tab character on the keyboard.

Bold
Used for calling out buttons, file paths, tabs, fields, checkboxes, links and windows.

Note: Notes are called out to inform you of specific information that is relevant to the configuration or operation of
TotalView. Notes may occasionally be used to describe best practices for using the system.

Technical Support

For technical support:

Support@PathSolutions.com

(877) 748-1444 (7x24 tier 1 telephone support)
(408) 748-1777 Select 1 for tier 2 support
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Acti vat iQum c &n @Minzfairgd

The simplest way to deploy and start TotalView is by using the Quick Config Wizard. Follow the instructions in the
Deployment Guide to activate and use the Quick Config Wizard.

The QuickConfig Wizard will auto-configure the PathSolutions TotalView and begin monitoring in minutes.
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Using the Configuration Tool

The Configuration Tool can change the general configuration options of the product as well as add or remove devices
from monitoring.

Note: The Interface Discovery Tool is an alternate tool used to scan for devices and cut down interfaces that are
monitored. See the section_Interface Discovery Tool.

Running the Configuration Tool

The Configuration Tool can be | aunched on tsklecting Startyahaose $rogramne & Bdth&olubops
>TotalView > Config Tool.

Navigation

The menu on the left-hand side displays all the categories for configuration. Expand or contract the sections on the list to
see options for each area.

» - O 'Y
) - .
(‘I‘.Devu:es o« Clou gﬁer\rers - Services r‘ Reports
Search Options (Ctrl+E) | TotalView o
i Li Informati
+ TotalView A icense Information A
v E:::”Retentlon Customer Number: | |
Alert Options soluﬂons’ Customer Location: | |
Storage
Tech Support Contact Mame: |Sheue Winter |
W Web Interface
- Contact Phone: |555—555—5555 |
APl Keys -
- Totalview
Authentication Contact Email: |5winber@paﬂ150|uﬁons.com |
Multi-Site PathSolutions
Web Server X MAC Address: |007507564)24265 |
www.PathSolutions.com
Cloud
% Dashboard Change [ Validate License
Weather Widget Total Network Visibility ®
v :Sternetk License Count
VEt:flmrt 795 Licensed interfaces x 1 795
e . 23 Servers x5 115
Device Alerts e 1 3
Parent/Child T
Route Alerts Service version: 14.2.14238 1 Cloud x3 3
W Backup Svo.nﬁ%mol verlsion: 1:;3‘;0 0 SD-WAN x3 0
Credentials Z8rC VErson: i 0 SIP-Trunks x 3 d
N Call Simulator version: 8.0.8151 Total used 914
Devices Remotelnsight version: 14.1.14120 - "
Schedule L 250000
Variables Copyright 2025
R ight License Count
v
BGPNE,,G Copy version info to dipboard Remotelnsight Agents 100
Peers v v
Criebape AIO
Revert Apply
The | ist can be filtered to search f or \iliskowalfofthe pagesthati e s .

have that configuration option.
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Buttons

Multiple sections include buttons on the bottom of the screen to add, change, or delete settings and to organize the
display.

Add... Change... Delete. .. shift Up Shift Down

1 Use the Add button to add new items like device config and alerts to settings.
1 Use the Change button to change items listed in each section.

1 Use the Delete button to delete an item listed in each section. For safety reasons, a dialog box will appear
requesting confirmation to delete it.

1 Use the Shift Up and Shift Down buttons to shift the order of items in list up and down.

At the very bottom right of all screens, there are also Revert and Apply buttons that will be available if you have made
any edits.

Revert Apply

1 Usethe Apply buttontoappl y all the settings youbve conmpglygitwiled du
stop and restart the TotalView service. This could take up to 5 minutes.

1 Use the Revert button to revert to the last saved configuration.

Toolbars
You can add menu items on the left to the toolbar at the top by right-c | i cking on a menu item and
You can remove a toolbar fromthe top byright-c | i cki ng on the tool bar and choose @R

Restart Icon

In the upper right corner of many screens is a yellow restart icon. This icon will prompt a notification for changes that will
require a service restart. It is generally best to make multiple changes and then apply all of them at once to have the
service only restart once.
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TotalView License Page

| 3 TotalView Configuration Tool

| '/E:Devices & Cloud g"Servers

Services [ Reports

Search Options (Ctrl+E) TotalView
v TotalView
Data Retention
~ Email
Alert Options so' Utions.
Storage
Tech Support
~ Web Interface TotalView
APl Keys
Authentication pathSolutions
Web Server www.PathSolutions.com
Cloud
~ Dashboard
Weather Widget Total Network Visibility®
Intemet
V' Network
Vv Alerts
Device Alerts
Route Alerts
V' Backup . .
Credentials Service verslon:. 14.1.14140
X Config tool version: 14.1.67
Devices Wizard version: 14.1.39
Schedule Call Simulator version: 8.0.8151
Variables Remotelnsight version: 14.1.14115
BGP )
Custom OID Copyright 2024
Vv Devices Copy version info to clipboard
Ignored Error Counters
Ignored Interfaces
Ignored Type Names
~ Diagram
Layer-3 Excludes
Layer-3 Ignores
Layer-3 Static Links

Cl

i ck

AChange/ Validate Li

License Information

Customer Number:

Customer Location:

Contact Name:

Contact Phone:

Contact Email:

MAC Address:

il

Tim Titus

408-748-1777

demo@pathsolutions.com

Change / Validate License

License Count

834 Licensed interfaces x 1 834
0 Servers x5 0
1 Services x1 1
1 Cloud x3 3
0 SD-WAN x3 0
0 SIP-Trunks x3 0
Total used 838
Licensed 10000
License Count
Remotelnsight Agents 5
censeo

t o

3 License Information
Enter your license information. All fields are required for validation.

Customer Number:

| Customer Location:
1

i Contact Name:
Tim Titus

Contact Phone:
408-748-1777

Contact Email:
demo@pathsolutions.com

| MAC Address:
]

Check License

Cancel

Revert Apply

m aVialielateahe tichnaen g e

Enter your subscription information and then select Check License to validate the license.

t

o]

he

If you purchase additional interfaces for your growing network, just give us a call or email sales@pathsolutions.com. After
purchasing additional licenses, use this to re-validate the license.
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Data Retention

The Data Retention section allows you to determine how much storage is taken up with each data element and control
the retention days for each.

&P TotalView Configuration Tool - O

;\:M . Cloud gm . Services e Reports

[search options (cui+e | Data Retention
v TotalView | Assodations Database: ’32 | days 18M8
Data Retention
Email Cloud Information Database: \5 3| days 4MB
Storage =
Tech Support Device Backups Database: {96 S| days 4M8
Web Interface =
Cloud Device/Interface Database: 96 | days 553M8
Dashboard
Internet Linux Servers Database: 30 7| days 10MB
Network g
NLT NetFlow Database: 2 3| days 56 KB
Remotelnsight
Reports Network Services Database: days 7MB
> Risks
SD-WAN Remote Insight Tests Database: days 138
Servers
o R
VolP =
SIP-Trunks Database: 5 +| days 324KB
Windows Servers Database: 30 +| days 39MB

Revert Apply
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Email Configuration

This section configures the email communications along with the automated Network Weather Report and the Nightly
Security Report.

3 TotalView Configuration Tool == a X

-
/\»Devices Cloud gServers = Services [ Reports

| Email 5
| v TotalView Mail Server Address: |10.0.0.10 Port: |25

Data Retention

£l Enaypton: @ None OTSs Osst [ Authenticate

Storage

Tech Support Send from: |LAB-Velma-Reports@PathSolutions.com
Web Interface .

Cloud

Dashboard

Internet

Network Send daily network "Weather Report

NLT The "Weather Report” can help you keep track of your network health on a dady basis. Send Weather Report Now
Remotelnsight

Reports Send to:  |swinter @pathsolutions.com Test
Risks

SD-WAN

Servers

Services This report can be customized to indude specific information, or simply provide an overview of general health, Edit Report

VolP

Send Nightly Security Report
A nightly security report showing footprint, exposures and vulnerabilities in the environment, Send Security Report Now

Send to:  |swinter @pathsolutions.com; ttitus @pathsolutions.com Test

Apply

Enter your SMTP relay server IP address. This address can be your SMTP mail Internet gateway server's IP address
(depending on your mail server configuration). If you are uncertain, check with your email server administrator. See
Appendix B. SMTP Email Forwarding for additional information on SMTP relay server configuration.

You should select the type of encryption and what type of authentication (if any).

Enter the email address where the emails should be sent from.

Configuring the Weather Report

If you want to receive a daily network Weather Report, select the Send d aily network fiWeather Report d6checkbox and
enter one or more email addresses. Separate each email address with a space, comma, or semicolon.

Select Test to send a test email to all users listed.
If you want to modify the network Weather Report, select Edit Report . You will be able to modify the default report

template to include your company logo, custom information, or shrink the email to display only the information selected.
See Creating Email Report Templates for a full list of the objects that can be included in emailed reports.

Note: The report uses MIME encoding to allow email readers to respect the content as HTML formatted content. If you
need assistance with modifying this report, and do not understand MIME encoding, refer to the IETF's RFC1521
(www.ietf.org) or contact PathSolutions Technical Support for assistance support@pathsolutions.com.

Note: Do NOT put a period (".") on its own line anywhere in this file.

Configuring the Nightly Security Report

If you have the Security Operations Manager module, you can get a nightly security report sent to your mailbox that has a
summary of your security posture. If you want to receive the Nightly Security Report, select the Send Nightly Security
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Report checkbox and enter one or more email addresses who should receive the report. Separate each email address

with a space, comma, or semicolon

Select Test to send a test email to all users listed.

Alert Options

The Alert Options section allows you to change how alerts work.

w

;l'::Dcvic:s & Cloud g&ﬂﬂs Services pu= Reports

[seard .

~ TotalView
Data Retention

| Alert options
[ 1D Prefix

|A\ertAfter Email Priority

v Email default 1 poll Not Set

Alert Options
Storage
Tech Support
Web Interface
Cloud
Dashboard
Internet
Network
NLT
Remotelnsight
Reports
Risks
SD-WAN
Servers
Services
VolP

Add... Change... Delete... Shift Up Shift Down Reset Sort

Revert Apply

For example: Alerts are triggered the first time an event happens (the default).
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I f you want alerts to trigger only after the third time

@ Change Alert Option X

Prefix: default v

() Alert every poll

Send alert every poll while the value exceeds the threshold, then once when
the value normalizes.

© Alert after 1 <! polls

Send alert once after the value exceeds the threshold for specified number of
polls, then once when the value normalizes.

Email priority:  Not Set A

x [ Lom ]

Set the alert to trigger only after X number of successfive failed polls, and the once when the condition recovers.

For example, if every 5 minutes an alert is sent on low disk space on one drive, the frequency of the alerting can fill your
mailbox with alerts. In that case, set it to send just the Low disk space on Fred drive C  alert and then it will be silent until
the disk space problem is fixed. Once fixed, it will send out the Disk space on Fred drive C has recovered alert.

Note: There are also many other alerts to set up for different conditions and events, available to you when you start to
navigate the sections. Create a filter on the word alerts to quickly get to the sections for setting Network alerts,
Risk alerts, Server alerts, and VolIP alerts. The screenshot below displays an example of the alerts filter.
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Storage

The Storage section allows you determine how much disk space is taken up for various parts of the product as well as to
make it easy to move a section to a different drive on the server.

@ TotalView Configuration Tool - ] X
;\;:Devices & Cloud Servers _— Services = Reports
‘ fions (CtrlH Istorage o
v TotalView Application folders:
Data Retention
v Email Data (including Netflow) 14.3 GB [ 16.5 GB free on drive C:\ Move
Alert Options
Storage C:\Program Files (x86)\PathSolutions\Totalview\DATA Clear
Tech Support
Web Interface
Cloud Netflow 13.6 GB / 16.5 GB free on drive C:\
Dashboard C:\Program Files (x86)\PathSolutions\Totalview\DATA
Internet
Netweork
NLT Syslog 382 MB / 16.5 GB free on drive C:\ Move
Remotelnsight
Reports C:\Program Files (x86)\PathSolutions\Totalview\sY5SLOG
Risks
SD-WAN
Servers Device Backup Logs 334 MB ] 16.5 GB free on drive C:\
Services
VolP C:\Program Files (x86)\PathSolutions \Totalview\DeviceBackup
TFTP 26 MB/ 16.5 GB free on drive C:\,
C:\Program Files (x86)\PathSolutions\Totalview \TFTP Clear
Revert Apply

Select Move to relocate the folder to a new location or select Clear to empty the folder.

Note: If you move a folder, you must specify a local drive on the server, you cannot use a network share.
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Tech Support

The Tech Support section allows you to change the service account and validate various connections to different
external sites that the product uses for external data.

@ TotalView Configuration Toal -
;\‘:Dmu & Coud Servers _ Services puReports
[ - I Tech Support
v TotalView Service Account
Data Retention
~ Email Service account: |PATH50LLI'I'ION5\sznt=r (Change
Alert Options
Storage Account groups: |Admwmsnmrs,Us=rs
Tech Support
Web Interface
Cloud
Dashboard = Status
Internet Service is running
::-t[worl( Start Service Restart Service Stop Service
Remotelnsight [A start service automatically upon system startup
Reports
Risks
SD-WAN URL Chedk
Servers License server: sub 1.nlsubscription. com oK
Services Network Device OS5 Vulnerability checks: https:/invd.nist.qov oK
VolP IP Blackiist URL: https: /jiplists. firehol.ora/filesffirehol levell.netset oK
IP Country List URL: https://download. ip2ocation. com lite /1P L OCATION-ALITE-DB1.CSV.ZIP OK
Geolocation information: https://api.i .com oK
OUI Manufacturer list: https://standards-oui.ieee. i bet oK
Meraki API: +/fapi. meraki.com/api nizati oK
Event Log
Lu%t:vel 0|(o0f0f0|0|0|al [0)0f0]0|0|0f0[0| |0/0/af0|0|0|0|0 [a00)0)1f1)|L)l
Revert Apply

Web Interface

The Website Interface section controls the built-in webserver that is part of TotalView. Select the Web Interface section
from the left-hand menu and it will show three different areas: API Keys, Authentication, and Web Server.

9 TotalView Configuration Toel

J\opevices i Cloud [ servers

Services

- S5TVieS mbm

v TotalView
Data Retention
v Email
Alert Options
Storage
Tech Support
Web Interface
Cloud
Dashboard
Internet
Network
NLT
Remotelnsight
Reports
Risks
SD-WAN
Servers
Services
VolP

| web mterface

AP Keys: This configures API keys for the web server,

Authentication: This configures how users are permitted to login to the web server.
Web Server:  This configures how the web server operates.
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API Keys

The API Keys section allows you

to

create accounts that

JSON API in a controlled fashion. This can be used for CURL requests, Postman requests, or any other mechanism.

3 TotalView Configuration Tool - ] X
2 &
f\,"m & Coud g&mﬂs - Services | — Reports
[search optons (crr+¢ | ap1Keys
v TotalView = API Key Expires Role
Data Retention Test 50fBe86b-e0b2-43d4-03c1-033014a3635F  Unlimited TV-Users
v Email
Alert Options
Storage
Tech Support
v Web Interface
APl Keys
Authentication
Web Server
Cloud
Dashboard
Internet
Network
NLT
Remotelnsight
Reports
Risks
SD-WAN
Servers
Services
VolP
Add... Change.. Delete... Reset Sort
Revert Apply
To create a new key, click Add. You will see the following dialog:
& rdd APl Key X
Key Name:*
API Key: bb117721-d799-4d%a-b377-46b8631abb17 Generate
Expires: @ Unlimited
O Limited 5/23/2024 11:03 AM =
Role:* v
OK Cancel

You must give the key a name. The API key string is automatically generated. You can re-generate the key string if

necessary.
You can also set an expiration date on the key.

Each key should have a role identified as to what data is available. The role is defined on the Authentication tab.

Authentication

This section allows you to control how the webserver authenticates users, and what type of authentication should be

performed. Select from None, Internal, Active Directory , or Other.

When fiNoned is selected, ther e

be no authenticati on
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Below is a screenshot of the None authentication option.

P TotalView Configuration Tool* - O *

-
/(> Devices & Coud gServers . - Services  p= Reports

|Sea|'ch Options (Ctrl+E) | Authentication® a2
v TotalView ® MNone O Internal (O Active Directory O Radius
Data Retention
v Email
Alert Options
Storage

Tech Support
v Web Interface
APl Keys
Authentication®
Web Server
Cloud
> Dashboard
Internet
MetAlly
> Network
MLT
> Remotelnsight
Reports
> Risks
SD-WAN
> Servers
Services
> VolP

Revert Apply

Page 17



PathSolutions Administration Guide TotalView 14.2

When #flnternal o is selected, it owi || use a | ist of account

Below is a screenshot of the Internal authentication option. Accounts and roles can be added, changed, or deleted in this
section.

P TotalView Configuration Tool* - O *
" .
{\‘.Dewces & Coud gServers — Services P-.Rep_orts
|Sea|'ch Options (Ctrl+E) | Authentication™ a2
v TotalView () None (®) Internal () Active Directory () Radius
Data Retention
~ Email Accounts
Alert Options
5 MName |Ro|e
torage
Tech Support admin TV-Users
v Web Interface
AP Keys
Authentication™
Web Server
Cloud
> Dashboard
Internet
NetAlly Add... Change... Delete... Reset Sort
> Network
MLT Roles
> Remotelnsight
Reports Role Access
5 Ricks TV-Users *, @pscan, @pcontrol, @vulnerability, @svecontrol, @bckpeontrol...
SD-WAN
> Servers
Services
> VolP
Add... Change... Delete... Reset Sort
When AActive Directoryo is selected, it owi || have AD integ

be created on the domain that reflect the users who have different rights to TotalView. The AD Security Group name will
be used to assign access rights to those users.
w

;\-:Dewces & doud gSenn:Is . Services  p= Reports

D—— | Authentication ©

v TotalView (O None O Internal (®) Active Directory O Radius
Data Retention )
v Email AD Security Group | Access

Alert Opti
smu;g prens TV-Users *, @pscan, @pcontrol, @vulnerability, @svccontrol, @bckpeontrol, @scriptcontrol, ...

Tech Support

v Web Interface
API Keys
Authentication
Web Server

Coud

Dashboard

Internet

Network

NLT

Remotelnsight

Reports

Risks

SD-WAN

Servers

Services

VolP
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Below is a screenshot of the Radius authentication option. You will need to enter the Radius server IP address and port
and the Radius secret. You will need to have the Radius server send back the group field name to use to identify which
security group the logged in user should be assigned to.

P TotalView Configuration Tool* - O *
:,\::Devices & Coud gSEWers - Services r_ Reports
|Sea|'-:h Options (Ctrl+E) | Authentication® o)
v TotalView O MNone O Internal (O Active Directory ® Radius
Data Retention
v Email Server address:™ | |
Alert Options
Storage Port: |1812 |
Tech Support
v Web Interface Group field name: |Tota|\n'iewGroup |
APl Keys
Authentication® Radius secret: ||||||| |
Web Server
Roles
Cloud
Dashboard Role | Access
Internet TV-Users *, @pscan, @pcontrol, @vulnerability, @svccontrol, @bckpcontrol...
MetAlly
MNetwork
MLT
Remotelnsight
Reports
Risks
SD-WAN
Servers
Services
VolP
Add... Change... Delete... Reset Sort
Revert Apply
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Web Server
This section controls how the webserver will host the pages out and assists with creating a website certificate for the site.

You can also add an access control list to only respond to requests from a specific subnet or IP address.

@ TotalView Configuration Tool

— X
|Sea rch Options (Ctrl+E) Web Server o
v TotalView Web Server Options
v Email Web Page Reload: seconds
Alert Options
Storage Unlock Web Configuration: Unlock
Tech Support Records to list on the Top-10 tab: View Web Page
v Web Interface
Authentication Built-in Web server type: (® HTTPS () HTTP
Web Server Built-in Web server port number:
Cloud
v Dashboard Certificate Access Control List:
Weather Widget
Internet Server Certificate: View Full Info
NetAlly v Date is valid.
v Network / Private key matches the certificate.
v Alerts
BGP Alerts Valid: 8/22/2023 10:31 PM - 8/21/2024
Device Alert 4:55 PM
evice Alerts Subject: C = US, ST = California, L = Santa
Route Alerts Clara, O = PathSolutions, QU = IT
v Backup Operations, CN =
Credentials * pathsolutions.local
Devi Alternative DNS:*_pathsolutions.local
evices names:
Schedule Issuer: DC = local, DC = pathsolutions, The list is empty.
Variables CN = pathsolutions-DAPHNE-CA Any client can access the web server.
Custom OID
Devices Generate CSR: Generate Certificate Request...
v Diagram
Layer-3 Excludes
Layer-3 Ignores Import Certificate: Import KEY file...
Layer-3 Static Link
ayers Statictinis Import Certificate file...
Favorites
Financials Validate Certificate
Ignored Interfaces
Ignored Type Names
Restore Certificate: View Backup Certificate...
Issues
Maps Restore Certificate from Backup... Edit List...
Meraki
MatElawr

Revert

Apply

The Web page reload allows for global setting to have web pages refresh after a set number of seconds. This will affect

al |l pages

ewed on the site.

page and refresh interval for that page.

To change

ndi

Vi

dual pag

The web front-end can be unlocked with the checkbox to permit removing individual interfaces from being monitored as
well as add interfaces to the WAN and global Favorites list.

The next f

d controls howlOmanlyi ste.ccor ds

The built-in webserver can use either HTTPS (recommended) or HTTP for communications. The webserver port can be
overridden to be any port desired as long as it is not used on the server.

There are certificate handling capabilities on this page allowing you to create a certificate request and then import the
KEY file and certificate file after they are generated by your certificate authority.

You can add an access control list to only permit certain IP addresses or subnets to use the web pages.
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Cloud Monitoring

To configure Cloud interfaces, select Cloud from the left-hand menu. Here, you can add, change, or delete any websites
by name and IP address. Assign a sort order, by using the Shift Up or Shift Down buttons.

@_-::s.—:. Configuration Too - O
a »
J\oDevices i cloud [ servers _ services pu: Reports
|Search Options (Ctrl+E) | Cloud 0
> TotalView lame
Cloud
» Dashboard Group [Addrﬁs IName ILatmcy, ms | Loss, %
} 'N"::::k Interal 105101 TX-FW1
NLT Internal 10.51.30.5 TX_Lab_Switch
> Remotelnsight Internal 10.50.0.1 SV-FW
Reports Reflectors-ICMP chi0l.pathsolutions.com  Chicago (chi01.pathsclutions.com) 80
g :‘;k\;AN Reflectors-ICMP nj01.pathsolutions.com New Jersey (nj01.pathsolutions.com) 80
. Servers Reflectors-ICMP seall.pathsolutions.com  Seattle (sea01.pathsclutions.com) 80
Services Remote_Site_RR-ICMP  10.51.0.1 Round Rock FW 80
> VolP Remote_Site_RR-ICMP  10.51.0.5 Round Rock SW3 80
Remote_Site_SV-ICMP  10.50.0.1 Sunnyvale FW 80
Remote_Site_SV-ICMP  10.50.0.4 Sunnyvale Shed SW1 80
Web www.path com  PSWebsi 80
Web www.google.com Google Search
Web admin.office.com Office 365 Admin Page
< >
Add... Change... Delete... Copy.. Shift Up Shift Down Reset Sort
Revert Apply

Setup email alerts for latency and loss thresholds when you add or change the address on the cloud list: Select an
address on the Cloud list, then select Change . If you want email alerts, select the Email Alerts checkbox and fill out

those fields. Select OK to save.

BP Change Cloud Service *
Group: | 0-HQGear - |
Address: |8.8.4.4 |
Name: |Gcogle DNS Secondary |
Icon: |GoogIeCIoud.png
[Josce: o

[ Email Alerts

Email:

Latency threshold: |
Loss threshold: 0

Route change

QK

Cancel
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Dashboard Settings

| g TotalView Configuration Too
| 'u::Devices & Cloud g"Servers = Services = Reports
Dashboard

Weather Widget: Modify sites for the weather widget.

Search Options (Ctrl+E)

v TotalView
Data Retention
V' Email
Alert Options
Storage
Tech Support
Vv Web Interface
API Keys
Authentication
Web Server
Cloud
~ Dashboard
Weather Widget
Internet
~ Network
v Alerts
Device Alerts
Route Alerts
v Backup
Credentials
Devices
Schedule
Variables
BGP
Custom OID
V' Devices

Upload default dashboard Revert dashboard

Ignored Error Counters

Ignored Interfaces

Ignored Type Names
v Diagram

Layer-3 Excludes

Layer-3 Ignores

Layer-3 Static Links

If you want to change the default dashboard that all new users see, create the dashboard on your local browser and then
dashboard

t he
def aul t

fiSavedo and
ck fAUpl oad

choose
then cl i

wi ||
dashboar do

be
t o

Revert Apply

down |
i mport

oaded

t

to
as

y
t
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Weather Widget Page

The Weather Widget page allows you to add locations to the weather dashboard widget. These locations are typically
office locations and datacenters so you can correlate when weather events will affect these sites.

»

)
{\‘\Devices & Cloud gsarvers -

Services

|SEE'1"- Options (Ctrl+E)

r- Reports

| ‘Weather Widget

v

Alert Options
Storage
Tech Support
¥ Web Interface
API Keys
Authentication
‘Web Server
Cloud
Dashboard
Weather Widget
Internet
Metwork
v Alerts
Device Alerts
Route Alerts
~ Backup
Credentials
Devices
Schedule
Variables
~ BGP
Alerts
Peers
Custom QID
' Devices
Ignored Error Counters
Ignored Interfaces
Ignored Type Mames
Interface Description
~ Diagram
Layer-3 Excludes
Layer-3 Ignores.
Layer-3 Static Links
Favorites
Financials
~ IPAM
IPAM Subnets
Issues
Maps
Meraki
MetFlow
MNetwork Thresholds
Polling
Syslog
TFTP
WAN
MLT
Remotelnsight
Script Editor
Web Server

~

Site name

Coordinates

Santa Clara
‘Washington
The Alamo

37.3784579, -121.9678433
38.8076667, -77.0365371
28.4260629, -98.4861715

Add...

Change... Delete...

Reset Sort

Revert

Apply
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The resulting weather dashboard widget will look like this

. .
SRR Yy iy
= Lesfiet | Map data @ CARTO, Weather data © Openiis
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Dashboard Authentication

You can optionally create a Dashboard URL t hat doesndt rferddOC moaitorhgdorhpaitars.i cat i on
Create a role (TotalView -> Web Interface -> Authentication) with Dashboard Only view

&P TotalView Configuration Tool* — [m| X

. &
“‘.Devices ¢ Coud gSemers - Services = Reports

Search Options {Cirl+E) | Authentication 3
Vv TotalView ~ O Mone O Internal @ Active Directory O Radius
Data Retention

' Email AD Security Group |Ac(ESS
Alert Options

?;Dc:gszpport TV-Users *, @pscan, @pcontrol, @vulnerability, @svecontrel, @bckpeontrol..,
W Web Interface Dashboard Only Dashboard
AP Keys*
Authentication
Multi-Site
Web Server
Cloud
W Dashboard
Weather Widget
Internet
WV Metwork
W Alerts
Device Alerts
Parent/Child
Route Alerts
W Backup
Credentials

Default *, @pscan, @vulnerability, @pcontrol, @svecontrol, @bckpeontrol...

Devices

Schedule

Variables
W BGP

Alerts

Peers W Add... Change... Delete... Reset Sort
e, fallal

Revert Apply
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Create an API with the view selected.
1) Go to TotalView -> Web Interface -> API Document section
2) Create and API Key with a Dashboard only Restricted View.

At this point, you can use the APl in a HTTP call to display the Dashboard Information without Login required.

If you create an API key and then use it as part of the URL for the dashboard, a logged in user on a NOC monitoring
machine should have continuous access to the dashboard information after the service is restarted:

Example:
https:/  <TotalViewServer>  /dashboard.html?api_key=<API Key with no brackets>

Metwork Health ’ Device Manufacturers ’ Interface Speed

\ :

€ Vi

Daily Errors ’ Daily Utilization

Interface Duplex

Network Health
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Internet Settings

The Internet page configures the external DNS and remote connection that should be tested to validate Internet

connectivity on the Internet tab. o
| gTotalview Configuration Tool - m] X

i

i }ﬁDevices & Cloud E"Servers - Services = Reports

Search Options (Ctri+E) Internet 2}
v TotalView Internet Lookup Name: www.google.com
Data Retention
v Email Remote DNS Server: 8.8.8.8
Alert Options
Storage

Tech Support
v Web Interface
API Keys
Authentication
Web Server
Cloud
V' Dashboard
‘Weather Widget
Internet
~ Network
v Alerts
Device Alerts
Route Alerts
v Backup
Credentials
Devices
Schedule
Variables
BGP
Custom OID
V' Devices

Ignored Error Counters

Ignored Interfaces

Ignored Type Names
Vv Diagram

Layer-3 Excludes

Layer-3 Ignores

Layer-3 Static Links

Revert Apply

The name will be used to do a local DNS check as well as a remote DNS check to validate that Internet connectivity is
working smoothly.
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NetAlly Settings

Select NetAlly from the left-hand menu, then select the Enable NetAlly Integration
link-Live Integration will become available.

Then enter your NetAlly login and password in the Login and Password fields.

checkbox and the section on NetAlly

@ TotalView Configuration Tool™

" .
{‘:.Devices & Coud gSEWers - Services = Reports

|Sea|'-:h Options (Ctrl+E) | NetAlly

TotalView [] Enable Netally integration
Cloud - .
Dashboard Metally Link-Live Integration
Internet
MNetAlly
Network Password:
MLT
Remotelnsight
Reports
Risks
SD-WAN
Servers

Login:

Services
VolP

Revert Apply

Note: If the NetAlly tab does not show up on your deployment, contact support@pathsolutions.com for it to be enabled.
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Network Monitoring

Select Network from the left-hand menu. This section configures network related communications and alerts. The top
menu provides a short description of each subsection.

b TotalView Configuration Tool - O *

n 2
(\‘\.Devic:S & Coud ﬁ Servers - Services :-IM

Search Options (Cirl+E) | Network Configuration Group

5 TotalView This section configures network related communications and alerts. ~

N f):’s:‘l‘:oald Alerts: This allows communications alerts relating to network devices and interfaces.
Internet Backup: This section configures SSH communications with network devices to perform device backups and configuration

> Network o
NLT BGP: This configures BGP alerting for peers.

> Remotelnsight _ N § §
Reports Custom OID: Configures custom OIDs to be monitored and assodiated with a device finterface.

> Risks Devices: This configures SNMP communications with network devices.
SD-WAN

S Servers Diagram: This configures the dynamic network diagram to indude or exdude subnets and devices.
Services Favorites: This configures interfaces to show on the Favorites tab.

> Vol Einancials: This configures information to show on the Finandals tab.

Issues This shows what types of issues will show up on the Issues tab.
Maps This configures network maps on the Maps tab.

Meraki: Configures Meraki APT key.

NetFlow This configures interfaces that are NetFlow enabled.

Network Thresholds: This changes the network visual alert threshold levels.

This enables and configures syslog alerts.

This enables and configures the TFTP server.

This configures the interfaces to show on the WAN tab.

T

Revert Apply
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Alerts
Select Network > Alerts from the left-hand menu. This section allows for you to set Device A lerts and Route Alerts .

P TotalView Configuration Tool - O *

:,.;:Dewces & Coud gServers - Services P—M

Search Options (Ctrl+E) Alerts

TotalView | Device Alerts: This configs twork device and interface related alerts.
Coud Route Alerts: This configures routing table change alerting.
Dashboard
Internet
v MNetwork
~ Alerts
Device Alerts
Route Alerts
v Backup
Credentials
Devices
Schedule
Variables
BGP
Custom OID
v Devices
Ignored Error Counters
Ignored Interfaces
Ignored Type Names
~ Diagram
Layer-3 Excludes
Layer-3 Ignores
Layer-3 Static Links
Favorites

Financials
Issues
Maps

Rl

Revert Apply

Note: There are other network alerts to set up for different conditions and events, available when you start to navigate
the sections.
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Device Alerts

Go to Networks > Alerts > Device Alerts . The system can generate alerts if interfaces change status or exceed set
levels of utilization or errors.

&P TotalView Configuration Tool - a X

e
S0 Devices gl Cloud gkwers - Services -lM

|Search Options (Ctrl+E) | Device Alerts

» TotalView " | | Device name [ IP address I Alert type Email I @ I RX I Err I st
Cloud

Dashboard
Internet
~ Network
v Alerts
Device Alerts
Route Alerts
» Backup
BGP
Custom OID
Devices
Diagram
Favorites
Financials
Issues
Maps
Meraki
MetFlow
Network Thresholds
Polling
Syslog
TFTP
WAN
NLT
Remotelnsight
Reports
Risks ~ Add... Change... Delete... Reset Sort

Fmathenluti

Any C ication Failure

v

v

Revert Apply

Add or change alerting for interfaces or devices on the Alerts section.
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For Device Alerts, if you select the Add button, you should see the following alert configuration dialog.

| &P add Alert *

| Email address: | itops @pathsolutions.com v |

Description: |uti|izaﬁ0n |

IP address: Any ~

(O) Device Communications Failure

(® Cisco CPU Utilization £

() Cisco free RAM 4095

Alert type:

bytes
(O MOSscore 3.4 3

(O Spanning-Tree topalogy change

(O Any Interface

() Interface Number (s) (i.e. 1,5,7-10)
(O Interface Description

(O Interface Type  other

(O Infrastructure Interface

80 (= percent utilized
80 . | percent utilized

) - percent packet lost

None

Cancel

Enter the email address that should receive the alert and a short description of the alert.

Enter the IP address of the device or select Any from the IP address field to match any device or device group.

Choose a device-related alert like the following:

f
f
il
il

|l

Device Communications Failure: This will trigger if the device does not respond to the initial SNMP query at the

start of a poll. If it does not respond, it will attempt to ping the device to see if it is completely unreachable and
then send the appropriate alert.

Cisco CPU utilization: This will trigger if the Cisco device shows its 5 minute average CPU utilization above the
threshold level.

Cisco free RAM: This will trigger if the amount of free RAM on the device drops below this level.

MOS score: This will trigger if the MOS score to/from the device drops below this level. This option will only be
enabled if you have the Telecom Ops package as part of your license.

Spanning-tree topology change: This will trigger if the spanning-tree topology changes for the layer-2 domain.

Choose an interface-related alert. The interface related alerts allow selecting interfaces based on the following criteria.

il
f
f

=A =4

Any interface: Any interface on the selected device(s)

Interface number: This allows selecting a specific interface number

Interface description: This allows entering an interface description that will match with text that exists on the
interface description or interface alias.

Interface type: This allows selecting a specific interface type that would match interfaces.

Infrastructure Interface: This type of interface matches any interface that is a switch interface that connects to
another switch (more than 4 MAC addresses on an interface), or connects to another monitored device (switch,
server, oOor router), or is an interface -wNera swirtveh
with one selection.
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For interface alerts, trigger thresholds can be set for one or multiple conditions.

M Transmit Utilization Rate
1 Receive Utilization Rate
I Error Rate
1

Status Change: PoE change or up/down change

Group Alerting

To setup an alert for devices in a group, select the dropdown menu for IP address and select Any from group
NAME. For example, if you want to know when any device in the Chicago group has an interface with high utilization,

select the IP address drop-d o wn

me n u, and sel

ect

Chicago Group Alert and fill out the parameters that will trigger the alerts.

fi Amitg a doncieendesgriptiorny quch@sCh i ¢ a g ©

&P add Alert

Email address:
Description:
IP address:

Alert type:

Status change:

[] Tx utilization:
[] Rx Utilization:

[ Error percentage: i0

| itops @pathsolutions. com

|poe

Any from group "Chicago™

O Device Communications Failure
() Cisco CPU Utilization 80 5 %
() Cisco free RAM 4096

() MOS score 3.4 %

(") Spanning-Tree topology change
(® Any Interface

() Interface Mumber(s)
() Interface Description
() Interface Type  other
() Infrastructure Interface
80 - percent utiized
80 -  percent utilized

= percent packet lost

PoE change

bytes

{i.e. 1,5,7-10)
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PoE Alerts

If you want to set an alert when a PoE-enabled device is connected or disconnected from your network, go to the
Network Alerts section and select Add .

Setup an email address from the drop-down menu for the alert.

Add a concise description, such as PoE alert, and complete the Alert type field and the settings that will trigger the
alerts.

Select PoE change from the Status Change drop-down menu and then select OK.

Note: You must first select an option in the Alert type field for the Status Change field to become active.

&P add Alert *
Email address: | itops @pathsolutions. com hal |
Description: ||:u:e |
IP address: Any from group "Chicago™ W
Alert type: () Device Communications Failure

{O) Cisco CPU Utilization 80 = %

() Cisco free RAM 4096 bytes
() MOSscore 3.4 %

(C) Spanning-Tree topalogy change

(® Any Interface

() Interface Number(s) {i.e. 1,5,7-10)
() Interface Description

() Interface Type  other 1
() Infrastructure Interface
[] T utilization: 80 -  percent utilized
[ rx Utilization: 80 - percentutiized

[ Error percentage: 10 % percent packet lost

Status change: PoE change w
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Parent/Child

This feature is used to establish relationships between devices for alerting notifications. If the parent is unresponsive the

children will not alert.

»

— O
:,li:nevices 4 Cloud gEErvers Services = Reports
| parent/child
~ Email | | Device name IP address
Alert Options ~ Santa Clara/Syrah
Storage Santa Clare/SantaClara.pathsolutions.local
. \T;c: ISuppwrt Santa Clara/tempranillo.pathsolutions.local
eb Interface Santa Clara/Michelob
APl Keys Santa Clara/Burgundy
Authentication Santa Clara/Chardonnay
Multi-Site Santa Clara/Pinot
Web Server Santa Clara/Merlot
Cloud Santa Clara/Muscat
~ Dashboard Santa Clara/Palomino
Weather Widget Santa Clara/Riesling 10.0.0.29
Intemnet Santa Clara/Dubonnet 10.0.032
M I:l‘etwwk Santa Clara/barleywine
Alerts Santa Clara/Alsace
Device Alerts Santa Clara/hgf140d-poe
Parent/Child Santa Clara/hqups1
. Route Alerts Santa Clara/PS_OpenGear
Backup ) ~ Sunnyvale/svfwl 10.50.0.1
Credentials Sunnyvale/Sunnyvale.pathsolutionslocal  10.50.0.2
Devices Sunnyvale/Tim's svsw2-shed 10.50.0.4
Schedule Sunnyvale/svapl-office 10.50.0.5
Variables Sunnyvale/svap2-shed 10.50.0.6
v BGP Sunnyvale/HardCider 10.500.7
Alerts Sunnyvale/Chianti 10.50.0.10
Peers Sunnyvale/Tim's svsw-office 10.50.0.142
. E)litiocr:som Sunnyvale/UBNT 10.50.0.174
Sunnyvale/svfw1 10.30.0.250
Ignored Error Counters
Ignored Interfaces
Ignored Type Names
Interface Description*
~ Diagram
Layer-3 Excludes
Layer-3 Ignores
Layer-3 Static Links
Favorites
Financials
v [PAM
IPAM Subnets
Issues
Maps
Meraki
NetFlow
Metwork Thresholds
Palling
Private IP
Syslog
TFIP
WAN
v Remotelnsight
Script Editor
Web Server
Reports
~ Risks
Alerts
Certificates
Dictionary
DNS
Geoarashic v | | Add topevel device | | Add child devics Delete
Revert Apply
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Select the top level(parent) and then choose the children devices.

&P select top-level devices x
Select devices

Group Device name IP Address &
SantaClara i Syrah 10.001
Santa Clara SantaClara.pathsclutions.local  10.0.0.2
Santa Clara 10.0.0.6
Santa Clara tempranillo.pathsolutions.local  10.0.0.7
Santa Clara Michelob 10.0.0.12
Santa Clara Burgundy 10.0.0.19
Santa Clara Chardonnay 10.0.0.20
Santa Clara Pinot 10.0.0.21
Santa Clara Merlot 10.0.0.22
Santa Clara Muscat 10.0.0.23
Santa Clara Palemino 10.0.0.28
Santa Clara Riesling 10.0.0.29
Santa Clara 10.0.0.30
Santa Clara Dubonnet 10.0.0.32
Santa Clara barleywine 10.0.0.33
Santa Clara Alsace 10.0.0.39
Santa Clara hgf140d-poe 10.0.0.46
Santa Clara hgupsi 10.0.0.120
Santa Clara 10.0.0.137
Santa Clara P5_OpenGear 10.0.0.250
Sunnyvale svfwl 10.50.0.1
Sunnyvale Sunnyvale.pathselutions.local 10.50,0.2
Sunnyvale Tim's swvsw2-shed 10.50.0.4
Sunnyvale svapl-office 10.50.0.5
Sunnyvale svapd-shed 10.50.0.6
Sunnyvale HardCider 10.50.0.7
Sunnyvale Chianti 10.50.0.10
Sunnyvale Tim's svsw1-office 10.50.0.142
Sunnyvale UBMT 10.50.0.174
Sunnyvale svfwl 10.50.0.250
Santa Clara titos 10.0.0.13 hd

Ok

Cancel
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Route Alerts
Go to Network > Alerts > Route Alerts to configure route alerts. This displays the list of configured Route Alerts.

P TotalView Configuration Tool - O X

a
/ \»Devices & doud gm - Services g Reports

Search Options (Ctrl+E) | Route Alerts

> TotalView | [Devicename [P Address  [Route [ Mask [ Type | Alert
Cloud
% Dashboard HQ FW/hqpa430 10.86.0.5 0.0.0.0 0.0.0.0 ACD swinter@pathsolutions.com

Internet
v MNetwork
v Alerts
Device Alerts
Route Alerts
» Backup
BGP
Custom OID
Devices
Diagram
Favorites
Financials
Issues
Maps
Meraki
MNetFlow
Network Thresholds
Polling
Syslog
TFTP
WAN
MNLT
> Remotelnsight < >
Reports
S Ricke v Add... Change... Delete... Reset Sort

Revert Apply

Use the Add and Change buttons to add and change the route alerts (IP address and mask), the type of alerts to send,
and the email recipient.

&P Change Route Alert X
IF Address: | Any w
Route: |1[J.51.30.D |
Mask: |255.255.255.D |
Type: Add Change Delete
Alert email: | itops @pathsolutions.com b |
Mote: |Change to Houston Routes |
o
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Backup Configuration

Go to Network > Backups . This section permits network equipment configurations to have scheduled backups. TotalView
shows backup configurations can also do a diff against previous versions to see what has changed. Also, view the logdfile
of backups and initiate a manual backup from the web interface.

P TotalView Configuration Tool - O X

}.‘::Devices & doud gServers - Services E Reports

SSH Authorization
TotalView ~ The authorization p d has been config
Cloud This password is required to be used anytime changes are made
Dashboard 1o device configurations with the Config Change Wizard.
Internet
v MNetwork Change password  Reset password
Alerts
Backup
BGP )
Customn OID Credentials: This configures the SSH aredentials used to login to network devices.
Devices Devices:  This configures the devices to use the SSH credentials.
E:a'ﬂ’t':s Schedule:  This configures the schedule and scrpt to perform backups.
Financials Variables: This configures custom variables to be used in saripts.
Issues
Maps

Meraki
MNetFlow
Network Thresholds
Polling
Syslog
TFTP
WAN
NLT
Remotelnsight
Reports
Risks
SD-WAN
Servers

Revert Apply

To use the device configuration backup capability, a master password must be set. This master password is used to
protect the device login credentials from being used illicitly.

Once the master password has been set, it must be used for any changes made to the configuration, or anytime that the
Device Configuration Wizard is used.

Note: If you must reset the password because it was lost, all credentials will be deleted in the system and will need to
be re-entered.

Once the master authorization password is set, select the Credentials section.
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Credentials

The first time you select Backup > Credentials in the menu (or any other Backup subsection), you will get a message
that states Enter the Device Autho rization password field.

@ TotalView Configuration Tool

:.-\-:Dewces & Coud gServers

- Services r-_lm

Search Options (Cirl+E)

| credentials

TotalView
Cloud
Dashboard
Internet
v Network
Alerts
v Backup
Credentials
Devices
Schedule
Variables
BGP
Custom OID
Devices
Diagram
Favorites
Financials
Issues
Maps
Meraki
NetFlow
Network Thresholds
Polling
Syslog
TFTP
WAN
MNLT
Remotelnsight

Enter the Device Authorization password:
| |

Authenticate

Revert

Apply

Enter the password and select Authenticate . This displays the list of configured credentials.

@ TotalView Configuration Tool*

:,\::Devices & Coud gServers

S

Services P— Reports

|Sea|'ch Options (Ctrl+E)

| credentials

> TotalView
Cloud
> Dashboard
Internet
MetAlly
v Metwork
> Alerts
v Backup
Credentials
Devices
Schedule
Variables
BGP
Custom OID
Devices
Diagram
Favorites

W

Financials

Issues

Maps

Meraki

MNetFlow

MNetwork Thresholds
Polling

Syslog

TFTP

WAN

# | | Credential name

Fswinter

SW PAN
HP Manager
psbadmin

Add Chann, Dizlate Docot Cord
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Select Add to add credentials to the system. The dialog box asks you to enter the username and password that you
would use for SSH connect to a switch or router. Typically, this would be your Radius server credentials or a set of
credentials created on the system for TotalView to use.

3 TotalView Configuration Tool* — O X

-
(\‘.Devices & Coud gServers - Services [ Reports

|Sea|'ch Options (Ctrl+E) | Credentials a2

TotalView # | | Credential name
Cloud

Dashboard
Internet SW PAN

swinter

NetAlly B Add Credentials x
¥ Network

Alerts
v Backup
Credentials Username:™ |
Devices
Schedule Password: |
Variables
BGP Confirm password: =
Custom OID
Devices
Diagram
Favorites

Credential name: ™ ||

Financials

Issues

Maps

Meraki

MNetFlow

Network Thresholds
Polling

Syslog

TFTP

WAN

MILT

oK Cancel

v Add... Change... Delete... Reset Sort

Revert Apply
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Devices
Go to Backup > Devices section to assign device backups. This displays the list of devices with backup configurations.

P TotalView Configuration Tool* - O *
Sear +E) Devices
TotalView Device name Address Port Credentia
,é:er‘tdOptlons Headquarters/Syrah 10.0.0.1 22 psadmin
ou
Emnail HOFW/hgpad50 10.86.0.5 22 psadmin
MNetAlly Headquarters/Michelob 10.0.0.12 22 psadmin
v Network Austin/bdw 10.51.0.1 2 psadmin
o ,;Ier;s Boston/bostonsw-stout.pathsolutions.lo 10.30.0.1 22 psadmin
acku
Cr:dentials Austin/AustinRTR.pathsolutions.local 10.51.0.254 22 psadmin
Devices Austin/DallasRtR.pathsolutions.local 10.51.20.1 22 psadmin
Schedule Austin/Dallas5W1.pathsolutions.local 10.51.20.5 22 psadmin
Variables Austin/HoustonRtR.pathsolutions.local 10.31.301 22 psadmin
Custom OID . B -
Devices Austin/Houston5W1,pathsolutions.local 10.51.30.5 22 psadmin
Diagram Sunnyvale/svfw1 10.50.0.250 22 psadmin
Favorites Headquarters/SantaClara.pathsolutions.local  10.0.0.2 22 psadmin
Financials Chicago/AngryBalls.pathsolutions.local 10.60.0.2 22 psadmin
| d Interf,
gnorec Meraces Headquarters/Chardonnay 10.0.0.20 22 psadmin
Ignored Types
lssues Headquarters/Burgundy 10.0.0.19 22 psadmin
Maps Headquarters/Muscat 10.0.0.23 22 psadmin
Meraki
MetFlow
MNetwork Thresholds
Polling
Syslog
TFTP < >
WAN
MNLT Add... Change... Delete... shift Up shift Down
Revert Apply
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Select Add if you need to add a device to the configuration.

AP Add Devices *®
Credentials: | psadmin ~

55H Paort: |22

Filter: |1|:|.|:|.|:|.zl [x ) |
Group IP Address MName Description oK
] Headquarters 10.0.0.2 SantaClara.pathsolutions.local Cisco 105 Software, 2800 Software ...

] Headquarters 10.0.0.20 Chardonnay ProCurve J9083A Switch 2610-24, ...

] Headquarters 10.0.0.21 Pinot HP 197264 2920- 240G Switch, ...

[] Headquarters 10.0.0.25 Grenache Cisco Internetwork Operating ...

J Headquarters 10.0.0.26 Ribolla Cisco 105 Software, C3560 Softwar...

] Headquarters 10.0.0.22 Merlot HP 197264 2920-24G Switch, ...

[] Headquarters 10.0.0.29 Riesling Brocade Communications System...

] Headquarters 10.0.0.23 Muscat HP 197264 2920- 240G Switch, ...

[] Headquarters 10.0.0.27 Franc Cisco Internetwork Operating ...

] Headquarters 10.0.0.28 Palomino Cisco 105 Software, C3330 Softwar...

[] Headquarters 10.0.0.250 P5-P1-OpenGear Linux P5-P1-OpenGear 3.10.0-ucl ...

Test connection OK Cancel

Select the credentials from the Credentials drop-down menu to show you a list of devices, so you can use the
appropriate credentials for the device and use the Filter field to filter the list.

It is recommended to select the device then select Test connection to verify those credentials and ensure the security
token is read and stored. If this is the first time communicating with the device, it will ask you to verify the hardware
security token.
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The screenshot below displays an example of testing a connection.

&P Test S5H Connection ey

Tests finished

Testing 55H Connection to 10.0.0,23:22

Connecting to the host...
OK

Verifying the host key. ..
OK

Attempting password authentication...

Unable to login: Access denied

Attempting keyboard-interactive authentication. ..
Login failed: Access denied

Schedule Backup

Go to Backup > Schedule section to create a backup schedule of network devices. This displays the list of devices with
schedules.

3 TotalView C Too — O *
. &
/o Devices gl Cloud gServers - Services =, Reports
|Sea|'ch Options (Ctrl+E) | Schedule a2
TotalView * | | Device name Address Schedule Script
g"“:; ; HQ FW/hqpads0 10.86.0.5 00077 PaloAlto-set(RunningConfig).tf
ashboar
Internet HCQ LAM/Syrah 10.0.0.1 000**? CiscolO5 with enable(Running
MetAlly HO LAN/Dubonnet 10.0.0.32 000**? HP2920(RunningConfig).tdt
~ Metwork HO LAN/Pinot 10.0.0.21 000**? HP2920(RunningConfig).tdt
- ;;\Ieris HO LAN/Muscat 10.0.0.23 000**? HP2920(RunningConfig).tet
acku
Cr:dentials HQ LAMN/SantaClara.pathsolutions.local 10.0.0.2 0o00**? CiscolO5(RunningConfig).bd
Devices HQ LAMN/MPLSCore.pathsolutions.local 10.0.0.3 000**7 CiscolO5(RunningConfig).bd
Schedule HQ LAN/tempranillo.pathselutions.local 10.0.0.7 0o00**? CiscolO5(RunningConfig).bd
ngva”ables SV LAN/Sunnyvale.pathsolutions.local 10.50.0.2 000**? CiscolOS(RunningConfig).bd
Customn OID Boston/bostonsw-stout.pathsolutions.lo 10.30.0.1 0o00**? ExtremeQ5(RunningConfig).bd
Devices
Diagram
Favorites
Financials
Issues
Maps
Meraki
MNetFlow
MNetwork Thresholds
Polling
Syslog = 3
TFTP
" _‘_WAN v Add... Change... Delete... Shift Up Shift Down Reset Sort Backup
Revert Apply

Page 43



PathSolutions Administration Guide TotalView 14.2

Select Add to add backup schedules for devices. Then select the backup type, set a schedule, pick a script (browse from
the scripts provided with TotalView), and an email to notify once finished.

P Add Schedule 4
Filter: |IP address, Group, Mame or Description
| Group | TP Address | MName Description
O HOLAN 10.0.0.32 Dubcnnet HP J97294 2920-48G-POE+ Switch, revision WB.16.10.0022, ROM WE.16.03 (/ws/swhbuildm/rel_ajanta_arenal_gaoff/code/...
] HOLAN  10.00.23 Muscat HP 137264 2920-24G Switch, revision WB.16.10.0022, ROM WB.16.03 (/ws/swhuildm/rel_ajanta_arenal_gaoff/code/build/..
] HaLaN 10.0.0.21 Pinot HP 197264 2920-24G Switch, revision WE.16.10.0022, ROM WEB.16.03 {/ws/swbuildm/rel_ajanta_arenal_qaoff/code/build/...
O HaFw 10.86.0.5 hqgpad30 Palo Alto Networks PA-400 series firewall
[] Chicage 10.60.0.2 AngryBalls.pathselutions.local Cisco 105 Software, C3350 Software (C3330-IPSERVICESKS-M), Version 12.2(30)5E1, RELEASE SOFTWARE (fc2)...
[] HOLAN 10.0.0.3 MPLSCere.pathsolutions.local Cisco 105 Software, 2800 Software (C2800NM-1PVOICEKS-M), Version 15.1(1)T, RELEASE SOFTWARE (fc1)...
] HaLaN 10.0.0.12 Michelob Cisco MX-05(tm) n8000, Software (n9000-dk9), Version 7.0(3)11(1k), RELEASE SOFTWARE Copyright (c) 2002-2013 by Cisc...
[ HaLAN 10.0.0.2 SantaClara.pathsolutions local Cisco 105 Software, 2800 Software (C2800NM-1PVOICEKS-M), Version 13.1(1)T, RELEASE SOFTWARE (fc1)...
] HOLAN 10.00.7 tempranillo.pathsolutions.local Cisco 105 Software, ASR1000 Software (X86_64_LINUX_IOSD-UNIVERSALKS-M), Version 15.5(3)51a, RELEASE SOFTWARE ...
] svLAN 10.50.0.2 Sunnyvale.pathsolutions.local Cisco 105 Software, 1841 Software (C1841-ADVENTERPRISEKS-M), Version 15.0(1)M10, RELEASE SOFTWARE (fc1)...
[] Boston 10.30.0.1 bostonsw-stout.pathsolutions.local ExtrerneX05 (X440-8p) version 16.2.3.5 16.2.3.5 by release-manager on Tue Apr 4 16:13:34 EDT 2017
O HOLAN 10.0.0.1 Syrah Cisco 105 Software [Denali], Catalyst L3 Switch Software (CAT3K_CAA-UNIVERSALKS-M), Version 16.3.5b, RELEASE ...
Type: (® Reoccuring ) One-time () Syslog Match
Schedule: [ooo==2 | [ edt.
Seript:® | ‘ Browse...
Notify: On Failure  [] On Success Email: v|
Syslog match: |mnﬁgured from |
oK Cancel

For the selected device, it will show the internal system description to help you determine what schedule and script to use
to perform the backup.

The Script should be chosen based on the device manufacturer and OS.

Enter an email address that should be notified of backup success or failure.
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The schedule information is entered in CRON tab format but can easily be modified by selecting Edit to see the full set of

timing options.

Cron siring:

@ Backup Schedule

|DDD"?

Mext launches: |2j8f2023 12:00 AM, 2/9/2023 12:00 AM, 2/10/2023 12:00 AM, 2/11/2023 12:00 AM, 2(12/2023 12:00 AM, ...

Seconds: () Every 1 > | second(s)
® specific III 5 10 15 20 25 30 35 40 45 50 55
Minutes: O Every 1 > | minute(s)
® Specific IIl 5 10 15 20 25 30 35 40 45 50 55
Hours: O Every 1 +| hour(s)
® Spedific |I| 1 Z 3 4 5 & 7 8 ] 10 11
12 13 14 15 18 17 18 19 20 21 23
Days of month: () Any
O sperific 1 2 3 4 5 & 7 8 g 10
11 12 13 14 15 16 17 13 19 20
21 A 23 24 25 25 27 23 29 30 31
Maonths: (® Every I:I month(s)
(O speific Jan Feb Mar Apr May Jun
Jul Aug Sep Oct Mow Dec
Days of week: (@ any
O spedific MO TU WE TH FR SA su
Cancel
Note the fANext Launcheso fi el as t will show when

Select OK to completed the schedule changes.

t

he
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Variables

Go to Network Backup > Variables section for setting up backup variables for the backup scripts. This calls up the list of
variables.

In some cases, you may want to use a variable in a script, and have TotalView fill in the variable when the script
runs. This variable may be a password (for security reasons it will not save the variables to the files made during backup).
Or the variable may be a variable that you may want to use in multiple scripts, such as a domain name.

P TotalView Configuration Tool* - O *

. &
{‘:.Devmes & Coud gSEWers - Services = Reports

|Searci1 Options (Ctrl+E) | Variables 52

TotalView A | | Variable
Cloud
Dashboard
Internet
Methlly
v Metwork
Alerts
v Backup
Credentials

enable

Devices
Schedule
Variables

BGP

Custom OID

Devices

Diagram

Favorites

Financials

Issues

Maps

Meraki

MNetFlow

MNetwork Thresholds

Polling

Syslog

TFTP

WAN Add...

MILT

Change... Delete... Reset Sort

Revert Apply

Add or change variables by selecting the Add and Change buttons and filling out the Variable and Value fields.

@ Change Variable *

Variable: ‘enable |

Value: ‘iiiill |

« | [==]
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BGP
Go to Network > Alerts > BGP Alerts , choose Alert s or Peers

9 TotalView Configuration Tool

v
f\wDevices g Cloud gServers - Services [ Reports

| BGP
v TotalView | Alerts: This configures BGP alerts.
Data Retention
v Email
Alert Options
Storage
Tech Support
~ Web Interface
APl Keys
Authentication
Web Server

Peers: Configures BGP peers that will be available for monitoring.

Cloud
v Dashboard
‘Weather Widget
Internet
~ Network
v Alerts
Device Alerts
Route Alerts
~ Backup
Credentials
Devices
Schedule
Variables
~ BGP
Alerts
Peers
Custom OID
v Devices
Ignored Error Counters
Ignored Interfaces
Ignered Type Names
Interface Description
~ Diagram
Layer-3 Excludes
Layer-3 Ignores
Layer-3 Static Links
Favorites v

Revert Apply
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BGP Alerts

Go to BGP > Alerts If a BGP peer gets disconnected or changes status, you can receive alerts.

@ TotalView Configuration Teel®

N ] y
£+ Devices & Coud gm -

Services r- Reports

Search Options (Ctrl+E)

| bGP Alerts*

~ TotalView*
Data Retention
~ Email
Alert Options
Storage
Tech Support
v Web Interface
APl Keys
Authentication
Web Server
Cloud
Dashboard
Internet
v MNetwork
Alerts
Backup
v BGP
Alerts*
Peers
Custom OID
v Devices
Ignored Error Counters
Ignored Interfaces
Ignored Type Mames
Interface Description
~ Diagram
Layer-3 Excludes
Layer-3 Ignores
Layer-3 Static Links
Favorites
Financials
v IPAM
IPAM Subnets
lssues
Maps
Meraki
MetFlow

~

Device name IP Address Peer IP Email

W Add... Change... Delete. .. Shift Up Shift Down Reset Sort Enable Disable

Use the Add or Change buttons to add or modify agents and peers on the list, and email for the alert.

&P Add BGP Alert bt
Agent IP address: | Headguarters/Syrah (10.0.0.1) ~

Peer IP address: |10.D.0.2 |
Alert email: | itops @pathsolutions. com hd |

care

Revert

Apply
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BGP Peers

Go to BGP > Peers If a BGP peer gets disconnected or changes status, you can receive alerts.

@ TotalView Configuration Toel

}‘;:Devices & Cloud gsarvers

Search Options (Ctrl+E)

v TotalView
Data Retention
~ Email
Alert Options
Storage
Tech Support
~ Web Interface
APl Keys
Authentication
Web Server
Cloud
Dashboard
Weather Widget
Internet
~ Network
v Alerts
Device Alerts
Route Alerts
~ Backup
Credentials
Devices
Schedule
Variables
~ BGP
Alerts
Peers
Custom OID
v Devices
Ignored Error Counters
Ignored Interfaces
Ignored Type Names
Interface Description
~ Diagram
Layer-3 Excludes
Layer-3 Ignores
Layer-3 Static Links
Favorites

<

~

Services r- Reports

BGP Peers

BGP List Show only in Established state

Device name I IP address Peer IP

HQ/Syrah 10.0.0.1 169.254.0.2
HO/Michelob 10.0.0.12 169.254.0.1

Add Alert... Delete Alert... Allow Peer

Ignore Rules

Device Peer IP

Add... Change... Delete... Shift Up Reset Sort

Revert

Use the Add or Change buttons to add or modify devices and peers on the list.

&P Add Ignore Rule *

Device: () All devices

(®) Spedific: |

ah (10.0.0.1) - |

Peer: () all peers

(®) Spedific: | 169.254.0.2 ! Established e |

Only in Established state

Cancel

Apply
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Custom OID

PathSolutions TotalView can monitor custom OIDs such as CPU utilization, memory usage, and temperature if the device
provides this information via SNMP. The Config Tool has a button Run MIB Browser to specify the custom OID to
monitor and associate it with a device/interface.

5P TotalView Configuration Tool - O X

}\:Devms & Cloud gServers - SEMVicES ey Reports

Search Options (Ctrl+E) | Custom OID

TotalView ~ Run MIB Browser...
Cloud

Dashboard
Internet
v Network

Alerts
Backup
BGP
Custom OID
Devices
Diagram
Favorites
Financials
Issues
Maps
Meraki
NetFlow
Network Thresholds
Polling
Syslog
TFTP
WAN

NLT

Remotelnsight

Reports

Risks

S5D-WAN

Servers e

Use the MIB Browser to spedfy the custom OID to monitor and assodate it with a device finterface.

Revert Apply

Page 50



PathSolutions Administration Guide

TotalView 14.2

The MIB Browser will open in a separate window. See the section MIB Browser for OID lookups, OID monitoring and OID

graphing.

(' MIB Browser / 10.0.0.1 - Syrah

6% DEE ER G - v

[] view Ful OID

SR

v 7 cpeExtPsePortTable

v 7 cpeExtPsePortEntry
l’j’ cpebExtPsePortEnable
@ cpeExtPsePortDiscoverMode
G_' cpeExtPsePortDeviceDetecte
@ cpeExtPsePortleeePd
@ cpeExtPsePortAdditionalstaty
l’j’ cpeExtPsePortPwrMax
@ cpeExtPsePortPwrallocated
G_' cpebxtPsePortPwrAvailable
@' cpeExtPsePortPwrConsumpti
(;’ cpebExtPsePortMaxPwrDrawn
l’j’ cpeExtPsePortEntPhyIndex
@’ cpeExtPsePortPolicingCapabl
G_' cpeExtPsePortPolicingEnable
G’ cpeExtPsePortPolicingAction
@ cpeExtPsePortPwrManAlloc
l’j’ cpeExtPsePortCapabilities

7 cpeExtMainPseTable

E7 cpebxtPdstatistics

(@ cneFxtPalicinaNntifFnahle

L]

cpeExtPsePortPwrConsumption

Path: 1.3.6.1.4.1,9.9.402.1.2.1.9

TextPath: iso.org.dod.internet. private. enterprises. dsco. dscoMgmt. dscoPowerEther
netExtMIB, cpeExtMIBObjects. cpeExtPsePortTable. cpeExtPsePortEntry.c
peExtPsePortPwrConsumption

Type: Unsigned32

Access: read-only

Maodule: CISCO-POWER-ETHERNET-EXT-MIB (CISCO-POWER-ETHERMNET-EXT-
MIB.my)

Last updated: 2013-07-09

This indicates the actual power consumption of the PD
connected to this interface. It may not necessarily
be equal to the value of cpeExtPsePortPwrAvailable.

Note:

Customize OID monitoring reports by editing the cfg file. See Appendix F. Custom OID Monitoring.
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Devices Configuration
Go to Network > Devices section, to see the list of currently monitored devices.

Note: All interfaces for each switch are monitored by default, ignore individual interfaces from being monitored on the
web interface.
Note: If SNMPv3 is not enabled and is desired, contact support@pathsolutions.com.
y_-::s.—:. Configuration Teo — O
:, .‘:: Devices @y Cloud g Servers - Services [ Imu_ﬂ!
Search Options (Ctrl+E) | Devices 0
> TotalView ~ Fnd:|£-':-.: Device name, IP Address, Description |
Cloud General Support
» Dashboard ('\‘ Group [ Device name I IP Address I Int I SNMP I Description il
Internet
v Network HQ FW hqmux63 10.86.0.4 2 vic HQ Ffrewalls
s Alerts HQ FW hqpad50 10.86.0.5 7 v HQ Firewalls
> Backup HQ FW hqf140d-poe 10.0.0.46 9 vic
BGP HQ LAN Syrah 10.0.0.1 1 vlc HQ Lab Gear
' C"“":O'D HQLAN SantaClara.pathsolutions.local 10002 3 v HQLabGear
> Diagram HQ LAN MPLSCore.pathsolutions.local 10.0.0.3 4 vle HQ Lab Gear
Favorites HQLAN RuckusAP 10.0.0.6 18 v HQ Lab Gear
Financials HQLAN tempranillo.pathsolutions.local 10.0.0.7 5 vic HQ Lab Gear
'::"'* HQLAN Michelob 10.0.0.12 15 v HQ Lab Gear
M:f:k._ HQLAN Burgundy 10.0.0.19 2 W HQ Lab Gear
NetFlow HQ LAN Chardonnay 10.0.0.20 28 v2c HQ Lab Gear
MNetwork Thresholds HQ LAN Pinot 10.0.0.21 25 vic HQ Lab Gear
2°“'“9 HQLAN Merlot 10.00.22 %5 v Device
by HQLAN Muscat 100023 35 vk HQlabGear
WAN HQ LAN Franc 10.0.0.27 51 vie HQ Lab Gear
NLT HQ LAN Palomino 10.0.0.28 26 vic HQ Lab Gear
> Remotelnsight HQ LAN Riesling 10.0.0.29 29 vk Device
. ::E"‘ HQLAN PS-PTRI 10.0.0.30 1 v HQ Lab Gear v
SD-WAN -
Y Servers v Add... Change... Delete... Shift up Shift Down Reset Sort
Revert Apply

Change the sort order for TotalView web display if desired. To move items on the list up or down, select on the item, and

then select Shift Up or Shift Down .
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Adding Devices
To add a device, select Add. The Add device dialog will display.

.@ Change Device

Group:
IF address:

Device Type:

SMMP version:

Community string:

AuthProt:

MoAuth

PrivProt:
MNaoPriv

Contract date:
Contract ID:
Contract phone:

Description {optional):

x
| Santa Clara ~ |
|1D.D.D. 1 |
O M Linux server @ Layer-3 Switch et

O Man-Linux server
(@) Dynamic detection

() SNMPw1 (@) SMMPv2c

() SNMPw3

AuthPass:

PrivPass:

[ |12/10/2024

|DE'u'iIZE

Ok

Cancel

Enter the IP address and SNMP read-only community string for the device.

Optionally, add the support contract date, ID, contract phone and contract description for the device. This contract
nformation wil/|

Syppod dab. o n

Select OK to add the device or select Cancel.

Tot al Vi ewd s
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Deleting Devices
To delete a device, select the device and select Delete. The Delete Device dialog will display.

&P Delete Device >

You are about to delete 10.0.0.25 from the configuration.
Delete all data for this device
] Prevent this device from being discovered by the wizard

Are you sure?

If you select on the Prevent this device from being discovered by the wizard checkbox, the device will no longer be
discovered when running the wizard.

Note: Deleting a device from monitoring will not delete the previously collected graph data. Add the device back to
monitoring and it will continue to use the same data file for graph data storage.

Note: Any device prevented from being re-discovered when the QuickConfig Wizard runs can be added back again by
removing the device from being ignored in the SwMonlgnore.cfg file or by adding the device to be monitored
again in the SwitchMonitor.cfg file. These files can be found in the following directory:

C:\Program Files (x86) \PathSolutions \TotalView \

Save the file after any modification.
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Changing Device Information

addr e s sselamtrChasigel e ct

To modify a device, double-selecton an exi sting device | P
The Change Device dialog will display.
&P Change Device >
Group: | Headguarters ~ |
IP address: |10.D.D.25 |
Device Type: O A Linux server
i) Mon-Linux server
(®) Dynamic detection
SMMP version: () suMPyl (@) sNMPv2e () SNMPy3
Community string: ||:uub|i|:
AuthProt: AuthPass:
MoAuth
PrivProt: PrivPass:
MoPriv
Contract date: [0 | 2/7j2023
Conftract ID: | |
Contract phone: | |

Description (optional):

0.4

Cancel

The only required fields for a device are the Group, IP address, and SNMP community string fields.

Configuring the Support Tab

If you add the support contract date, ID, contract phone and contract description for devices, this information will appear

on Tot aS$uppore tald s

Page 55



PathSolutions Administration Guide TotalView 14.2

Ignored Error Counters

Select Network > Devices > Ignored Error Counters then add, change or delete the error counters that you want to no
longer respect as errors. This can be done for a single interface on a device, an entire device, or all devices and
interfaces in the deployment.

@ TetalView Configuration Tool — m} X

/ y»Devices & Toud gSEWErS . Services g Reports

‘SEEI ch Options (Ctrl+E) | Ignored Error Counters 0

TotalView A

Device/Group | Interface Counter name Suppress

Cloud
Dashboard
Internet
Network
Alerts
Backup

SV LAN/UBNT (10.50.0.174)
SV LAN/UBNT (10.50.0.174)

HOQ LAN/Franc (10.0.0.27)

Inbound Discards
Inbound Errors
Outbound Errors

Frame Toe Longs

8
SV LAN/UBNT (10.50.0.174) 8
4
5

10.51.0.1 Inbound Discards Yes

BGP
Custom OID Any Any

¥ Devices Any Any
Ignered Error Counters

Inbound Unknown Protocols  Yes

Outbound Queue Length Yes

Ignored Interfaces
Ignored Type Names
Diagram
Favorites
Financials
Issues
Maps
Meraki
NetFlow
Metwork Thresholds
Polling
Syslog
TFTP
WAN
NLT
Remotelnsight
Reports

Ricks b

Add... Change... Delete... Shift Up Shift Down Reset Sort

Revert Apply
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Ignored Interfaces

Go to Network > Devices > Ignored Interfaces , and add, delete and change the list of interfaces to ignore here. These
interfaces will not be monitored and will not count towards licensing.

5P TotalView Configuration Tool - O X

:,-\-:Dewces & doud gServers - Services P_M

Search Options (Ctrl+E) | Ignored Interfaces O

Internet | | Device name ‘ IP Address Interfaces
w
Network HQLAN/Syrah  10.0.0.1 1,4,5,7-12,14,22,23,25-30,32,33,45,48-50

Alerts
Backup HQ LAN/... 10.0.0.12 83886080,151060590,151060666,151061190,436207616,436208128,436209664,436210176,4...

BGP HQ FW/hgmx65  10.86.0.4 24-12
Custom OID HQ FW/hqpads0 10.86.0.5 1-49-13
~ Devices
lgnored Error Counters
Ignored Interfaces
Ignored Type Names
Diagram
Favorites
Financials
Issues
Maps
Meraki
NetFlow
MNetwork Thresholds
Polling
Syslog
TFTP
WAN
NLT
Remotelnsight
Reports
Risks
SD-WAN
Servers

v Add... Change... Delete... Reset Sort

Revert Apply

Select Add or Change buttons to add devices by IP address and interface ranges to the ignored list.

&P Add Range >

IP address: ~

Interface range:

Carcel

Alternate Methods to Ignore Interfaces
There are two other ways of ignoring interfaces, outside of using the Config Tool.

1) The IgnoreList.cfg allows you to ignore ranges of interfaces on devices.

The above file should be opened in Notepad for editing. After you save the file, stop and restart the service to have this
change take effect.
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This file is located in the following directory:

C:/Program Files (x86)/PathSolutions/TotalView/IgnoreList.cfg

2) If you only have a couple of ports you would like to ignore, go to the TotalView Web Interface, Device List tab and
select on a device and then select on the Ignore link towards the right-hand side of the table for each interface number
you would like to ignore.

Note: The web server must unlocked in order for the Ignore column to show up in TotalView. See the section Error! R
eference source not found. _ for how to lock and unlock the web server.

Devices “Total Network Visibility®
“« > Wi WS Trafic PoE STP Inventory Descripion Backup Support Financials  Vulnerabiliies
Device SHMP Oper  Admin
Device Name IPAddress  Versian Manage CPU Int Down Down Location Contact Uptime
[ Finot 100021 w2e | Tenerssi v E IR 0 tops@pathsciutions.com 1184 0Ch 05m

& Interfaces
-
state
[ gnore Gueus  MAC

Interface Favortts | waW  Address Description mt X L Type Address MTU Type Last Changed

® INT#1 F wan 1:1 gz @ 4028f00H31 | 1528 | ethemetCsmacd | 118 days 00:08:08.05
INT22 z2 1028700dH3e ethemetGsmacd | 118 days 00:06:10.89
INT23 x3 40a8700dH3d ethemetGsmacd | 118 days 00:08:10.89
INTa2 44 1028700430 ethemetGsmacd | 118 days 00:06:10.89
INT25 55 40a8700dH3b ethemeiCsmacd | 118 days 00:05.10.82
INT26 86 102870043 ethemetGsmacd | 118 days 00:06:10.89
INT&T 77 40287004138 ethemetCsmacd | 114 days 03:03:31.60
INT&E BT 40287004138 ethemeiCsmacd | 118 days 00:05.10.89
INT#9 ee 40287004137 ethemeiGsmacd | 118 days 00:05.10.88
INT&10 10:10 40287004138 sthemeiCsmacd | 118 days 00:05.10.89

* INT#11 1 40287004135 ethemetCsmacd | 118 days 00:05:08.81
INT212 12:12 1028700434 ethemetGsmacd | 118 days 00:06:10.89

® INT#13 13:13 40287004133 ethemeiCsmacd | 17 days 18:44:08.82
INT214 1414 1028700432 ethemetGsmacd | 118 days 00:06:10.89

® INT#15 15:15 4028700431 ethemeiCsmacd | 102 days 14:10:52.60
INT216 18:18 1028700430 ethemetGsmacd | 118 days 00:06:10.89
INT&1T 1717 4028700421 ethemeiCsmacd | 118 days 00:06.10.88

Page 58



PathSolutions Administration Guide TotalView 14.2

Ignored Type Names
Select Network > Devices > Ignored Type Names then add, change or delete the interface types you want to ignore.

8P TotalView Configuration Tool - O X

e Devices i Cloud gkwers - Services Reports

Search Options (Ctrl+E) | Ignored Type Names o

Internet #| | Interface type name
v MNetwork Lol

> Alerts
» Backup M5 TCP Loopback interface
BGP Loopback
Custorn OID Nullo
¥ Devices Controlled
Ignored Error Counters
Ignored Interfaces Uncontrolled
lgnored Type Names
> Diagram
Favorites
Financials
Issues
Maps
Meraki
MNetFlow
Network Thresholds
Polling
Syslog
TFTP
WAN
NLT
> Remotelnsight
Reports
> Risks
SD-WAN
> Servers e

Add... Change... Delete... Reset Sort

Revert Apply

Select Add or Change buttons to modify the types on the ignored list.
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Interface Description

The ability to override interface name, bandwidth, and IP/Subnet.

@

-

[earch options (cirl+£) ]

l\::l)e\rices &b doud gsemrs Services

[ Reports

(2]

~ Web Interface ~
APl Keys
Authentication
Multi-Site
Web Server
Cloud
Dashboard
Weather Widget
Internet
¥ Network
v Alerts
Device Alerts
Parent/Child
Route Alerts
v Backup
Credentials
Devices
Schedule
Variables
~ BGP
Alerts
Peers
Custom OID
~ Devices

<

Ignored Error Counters
Ignored Interfaces
Ignored Type Names
Interface Description*
~ Diagram
Layer-3 Excludes
Layer-3 Ignores
Layer-3 Static Links
Favorites
Financials
~ IPAM
IPAM Subnets
Issues
Maps
Meraki
NetFlow
Network Thresholds
Polling
Private IP
Syslog
TFTP
WAN
Remotelnsight
Script Editor
Web Server
Reports
v Risks
Alerts
Certificates
Dictionary
DNS.
Geographic
~ loT
Devices
1T VLAN

<

Device/Group

Interface

Speed

Description

IP Address

1P Mask

Policies

Change...

Delete. .

Shift Up Shift Down

Reset Sort

Revert
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Add Device and Interface

@ Change Interface Description

Device

(®) Spedfic: Santa Clara/Syrah (10.0.0.1)

() Any device

() Match sysDescr:

Interface

(®) spedfic: | 7: Gi1f0/5: GigabitEthernet1/0/5 (VMWare)

() Match fields:  ifflame:

ifDescr:

Override fields

Speed: |1G

Description: |Iinkto vm host

ifAlias:

ifType: | Mot spedfied

IF: | 192.168.1.45

IP mask: |255.255.255.U

0K

Cancel
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Diagram (Interactive Diagrams)

To configure how to display the interfaces and devices on the Automatic Interactive Network Diagram, go to the Network
> Diagram section from the left-hand menu. There are three sub-sections: Layer-3 Excludes, Layer-3 Ignores and Layer-
3 Static Links.

5P TotalView Configuration Tool - O X

}\::DEUICE & Coud gServers - Services P-'El”_ﬂ!

Search Options (Ctrl+E) | Diagram
. TotalView ~ | Layer-3Exdudes: This configures layer-3 devices and subnets that should not be in the diagram.
Coud Laver-31gnores:  This removes individual devices from the network diagram.
Dashboard
Internet Layer-3 Stafic Links: This configures stafic links between devices/subnets.
v Network
Alerts
Backup
BGP
Custom OID
Devices
Diagram
Favorites
Financials
Issues
Maps
Meraki
NetFlow
Network Thresholds
Polling
Syslog
TFTP
WAN
NLT
Remotelnsight
Reports
Risks
S5D-WAN
Servers e

Revert Apply
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Layer -3 Excludes

The Layer-3 Excludes section allows you to exclude large sections of your network from the diagram (devices and
subnets). This is useful if you have a lab network that you do not want to be part of the diagram, but still want to be

monitored.

@ TotalView Configuration Tool

:;.‘::Devices & doud gServers

Services r_ Reports

|:\=,-.-':" Options (Ctrl+E

Layer-3 Excludes

TotalView
Cloud
Dashboard
Internet
v Network
Alerts
Backup
BGP
Custom OID
Devices
v Diagram
Layer-3 Excludes
Layer-3 Ignores
Layer-3 Static Links
Favorites
Financials
Issues
Maps
Meraki
NetFlow
Network Thresholds
Polling
Syslog
TFTP
WAN
MNLT
Remotelnsight
Reports

A | | IP Address | Mask

169.254.0.0 255.255.0.0

v Add... Change...

Delete...

Revert

Update

Apply

Use the Add and Change buttons to specify an IP address and subnet mask of a device/subnet that you wanted to
exclude from display on the diagram. Then select OK to close this dialog and the subnets and devices will be removed

from the diagram.

.@ Exclude

Pt

IP address: | 169,254.0.0

0

Mask: |255.255.D.D

9

Cancel

After finishing a batch of additions and changes, to preview the changes to the diagram, select Update and then refresh

your browser window.

Note: The Update button will do an instant update (approximately 2 seconds) of any diagram changes that you have

made.

It is good practice to use the Update button rather than the Apply button for checking the diagrams. The Apply
button would stop and start TotalView with the latest configured settings, which may take a lot longer.
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Layer -3 Ignores

This configures layer-3 devices and subnets that should not be in the diagram. If you want to remove a specific link from
the diagram, enter it on this section.

@':"— ew Configuration Too — O

(\::Devices &b doud gServers . SEvices  pu=; Reports

|i~e:1-':" Options (Ctrl+E) Layer-3 Ignores
Internet | | IP Address

v MNetwork
Alerts
Backup
BGP
Custom OID
Devices

~ Diagram
Layer-3 Excludes
tx::i ngt:::eLsinks Ignored II_D addresses will
Favorites be listed here.
Financials
Issues
Maps
Meraki
NetFlow
MNetwork Thresholds
Polling
Syslog
TFTP
WAN
MLT
Remotelnsight

Reports

Risks

SD-WAN

Servers v Add... Change... Delete... Reset Sort Update
Revert Apply

Use the Add and Change buttons to specify an IP address that should be ignored and not displayed on the diagram.
Then select OK to close this dialog.

B9 1gnore X

IP address: ™

OK Cancel

To review your work on the diagram, select Update and then refresh your browser window to verify that item was
removed.

Note: The Update button will do an instant update (approximately 2 seconds) of any diagram changes that you have
made. It is good practice to use the Update button rather than the Apply button for checking the diagram.
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Layer -3 Static Links
This configures static links between devices/subnets.

The Layer-3 Static Links section is used to tie separate networks together when they have no direct connection like when
an MPLS or VPN cloud is between subnets.

5P TotalView Configuration Tool - O X

:,\-:Deulces 4 Coud g&mers Services e Reports

-

Search Options (Ctrl+E) | Layer-3 Static Links

Internet | | IP Address ‘ Mask [ Cloud name
v Metwork

Alerts
Backup
BGP
Custom OID
Devices
~ Diagram
Layer-3 Excludes
Layer-3 Ignores
Layer-3 Static Links
Favorites
Financials
lssues
Maps
Meraki
MetFlow
MNetwork Thresholds
Polling
Syslog
TFTP
WAN
NLT
Remotelnsight

Reports

Risks

SD-WAN

Servers v Add... Change... Delete... Reset Sort Update
Revert Apply

Enter the IP address , Mask of an existing subnet and the Cloud name that you want to connect.

&P Change Static Link >
P address:  |10.0.0.12 O |
Mask: |225.225.225.8 O |
Cloud name: |Lab Metwork o |

« | [ea]

In general, you will want multiple subnets to connect to the same Cloud Name. The Cloud name field must be identical to
have them connect to each other.
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The screenshot below is an example of a WAN cloud that connects three subnets together.

192.168.30.0

When you are finished adding your links, select Update and then refresh the web page to see how it takes effect. This
allows you to quickly make changes and see the results.
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Favorites
Specific interfaces can be selected to appear on the Favorites tab in TotalView.

@“:::—.5 Configuration Too - O

}.‘::Devlces 4 doud gServers Services P-'Epo_rls

-

Search Options (Ctrl+E) | Favorites o

Internet # | | Device name IP address I Interface number
¥ Network HQFW/hqpads0  10.86.0.5 7

Alerts
Backup HQ FW/hqpa450 10.86.0.5 8

BGP 10.51.0.1 7
Custorn OID
Devices
Diagram
Favorites
Financials
Issues
Maps
Meraki
NetFlow
Network Thresholds
Polling
Syslog
TFTP
WAN
NLT
Remotelnsight
Reports
Risks
SD-WAN
Servers
Services
VolP

v Add... Change... Delete... Shift Up shift Down Reset Sort

Revert Apply

Select the Add and Change buttons to add or change the items on the list of Favorites.

@ Change Favorite Interface *
IP address: Headquarters/hgpa450 (10.86.0.5) w
Interface number: |7 = |

o | [oa]

Configure it so that users can chose Favorites while in the TotalView web interface.

Note: The web server must be unlocked for the Favorites column to show up in TotalView.
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Financials

You may add your procurement cost and other financial information if you would like TotalView to track it for you. Select
Network > Financials from the left-hand menu to get this section.

5P TotalView Configuration Tool - O X

Ay &
(.‘-.Devlces 4 Qoud 95ervers - Services -'En_rls

Search Options (Ctrl+E) | Financials o

Internet A | | Device name ‘ IP address Ilnstall date IPmc cost I Amortizati ISuppcrtcost
v MNetwork

» Alerts
» Backup
BGP
Custorn OID
> Devices
» Diagram
Favorites
Financials
Issues
Maps
Meraki
NetFlow
MNetwork Thresholds
Polling
Syslog
TFTP
WAN
NLT
> Remotelnsight
Reports
> Risks
SD-WAN
> Servers
Services
> VolP

v Add... Change... Delete... Shift Up Shift Down Reset Sort

Revert Apply

Add and change financial records, by selecting the Add and Change buttons and entering new information.

&P Add Financials Record >
IF address: Headguarters/Syrah (10.0.0.1) b
Install date: | 2/7/2023 e

Procurement cost: |239[J

Amortization: |4B |

Annual suppart cost; |34D

Carcal
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IPAM
How often to you want TotalView to update Microsoft DHCP information.

& TotalView Configuration Tool*

.

\»Devices {1 Cloud E15ervers - Services = Reports

| mam
Devices | Microsoft DHCP scope update frequency: pols
Schedule
Variables updates are disabled
~ BGP
Alerts
Peers [PAM Subnets: This configures additional TP networks to indude in TPAM.
Custom QID

~ Devices
Ignored Error Counters
Ignored Interfaces
Ignored Type Names
Interface Description
Diagram
Layer-3 Excludes
Layer-3 Ignores
Layer-2 Static Links
Favorites
Financials
IPAM
IPAM Subnets
Issues
Maps
Meraki
MetFlow
Metwork Thresholds
Polling
Syslog
TFTP
WAN
NLT
~ Remotelnsight
Script Editor
Web Server
Reports
~ Risks
Alerts
Certificates
Dictionary
DNS
Geographic
v leoT
Devices
loT VLAN
Pelicies

<

<

Rogue IT
Whitelist
SD-WAN
~ Servers
~ Operating Systems

¥ Linux Servers
Lok

Revert

Apply
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IPAM Subnet
The ability to add non-monitored IP subnets into the IPAM Tab

&P TotalView Configuration Tool* — O x

-
/\Devices i, Cloud Servers _  Services = Reports

Search Options (Ctrl+E) | IPAM Subnets

Devices A | | 1P Address Mask
Schedule
Varizbles
v BGP
Alerts
Peers
Custom OID
Devices
Ignored Error Counters
Ignored Interfaces
Ignored Type Names
Interface Description
Diagram
Layer-3 Excludes
Layer-3 Ignores
Layer-3 Static Links
Favorites

<

<

Financials
IPAM
IPAM Subnets
Issues
Maps
Meraki
MetFlow
Network Thresholds
Folling
Syslog
TP
WAN
NLT
Remotelnsight
Seript Editor
Web Server
Reports
Risks
Alerts
Certificates
Dictionary
DNs
Geographic
v leT
Devices
1oTVLAN
Policies
Rogue IT
Whitelist
SD-WAN
v Servers
~ Operating Systems
v Linux Servers
L

<

<

<

v Add... Change... Delete... Reset Sort

Revert Apply
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Issues
Specify what issues you want to view or ignore on the Issues list.

5P TotalView Configuration Tool - O X

L B
(".Devices & Joud gServers - Services = Reports

|::’:—.';' Options (Ctrl+E Issues 0
Internet - 4 Tgnore error and utiization caloulations on VLAN interfaces
v MNetwork
Alerts [] 1gnore Unknown Protocol Errors on interfaces
Backup
BGP [] Do not report incorrect subnet masks on issues tab
Custorn OID
Devices [ Do not report down devices on issues tab
Diagram
t t ARP cache t
Favorites 4 Do not repor entries that disagree on issues tab
rmnmls [[] Do not report missing default routes on devices on issues tab
s5Ues
Maps
Meraki
NetFlow
MNetwork Thresholds
Polling
Syslog
TFTP
WAN
MNLT
Remotelnsight
Reports
Risks
SD-WAN
Servers
Services
VolP
v

Revert Apply

How to Ignore Unknown Protocol Errors

Select the Ignore Unknown Protocol Errors  checkbox, if you do not want to regard Inbound Unknown Protocols as
errors.

By default, devices will increment the Inbound Unknown Protocols error counters on interfaces if strange protocols are
received. This is typically when network adapters receive IPX, AppleTalk, or Cisco Discovery Protocol (CDP) broadcasts
from devices. These packets can be perceived as errors since they may be unwanted protocols on the network, or the
network administrator may view these as valid packets that were successfully delivered although are of no use to the
recipient device.

How to Ignore VLAN Interface Errors
Select the Ignore errors and utilization calculations on VLAN interfaces checkbox in the Network > Issues section.

For some switch manufacturers, VLAN interfaces report anomalous errors. If you do not want the error rate of VLAN
interfaces calculated, select the Ignore error calculations on VLAN interfaces checkbox. The VLAN interface will still
be listed, but it will not be listed on the TotalView Issues tab.
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Maps
Select Network > Maps from the left-hand side. It will bring you to this screen to open the Map Config Tool.

@':"— ew Configuration Too — O

:,.‘::Devices &b doud gServers - Services  pu Reports

Search Options (Ctrl+E) Maps

Internet - Run Map Tool...
v MNetwork

Alerts
Backup
BGP
Custorn OID
Devices
Diagram
Favorites
Financials
Issues
Maps
Meraki
MNetFlow
Network Thresholds
Polling
Syslog
TFTP
WAN

NLT

Remotelnsight

Reports

Risks

SD-WAN

Servers

Services

VolP

Revert Apply

Note: Ignore select the Apply and Revert buttons on screen in this section. They do not save the map or revert the
map.

Select Run Map Tool . The Map Config Tool will open in a new window and will ask you to select a map. Select a map
from the drop-down menu.

I:I Select a Map x
Please select a map
anﬁg L Cancel

See the section on the Map Config Tool for instructions how to use this tool.
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Meraki

Select Network > Meraki from the left-hand list. Enter the Meraki API key. Select Check to check the key is valid. A

notice will verify if the API key is valid.

9 TotalView Configuration Too

aa
/yeDevices i, Cloud gm

-

Services

Reports

Search Options (Ctrl+E)

| Meraki

Internet
v MNetwork
» Alerts
» Backup
BGP
Custorn OID
Devices
Diagram
Favorites
Financials
Issues
Maps
Meraki
NetFlow
MNetwork Thresholds
Polling
Syslog
TFTP
WAN
NLT
Remotelnsight
Reports
Risks
SD-WAN
> Servers
Services
> VolP

A | Meraki APTKEY: |Croman 1osio 107 /0 307900 ITULOC £33 ££ 10 £7907 Chedk

5P Meraki API Key Check x

o This API key is valid

Revert

Apply
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NetFlow

To configure NetFlow, select Network > NetFlow from the left-hand menu. Select Run Analysis Tool
NetFlow Analysis and adjust the interfaces displayed on the NetFlow section.

atthe top torun a

»

Jopevices i Clond [ servers

Alert Optices
Storage
Tech Support
v WebIntedsce
AP Keys
Authentication
Web Server
Coud
v Dashboard
Weather Widget*

v Aerts
Device Alents
Route Alerts
v Backup
Credentials
Devices
Schedule
Variables
v BGP
Aderts
Peers
Custom OID
v Devices
Ignored Error Counters
Ignored interfaces
Ignoted Type Names
Interface Description
¥ Diagram
Layer-3 Excludes
Layer-3 Ignores
Layer-3 Static Links
Favontes
Financials
v PAM
IPAM Subnets
Isues
Maps
Meraki
NetFlow
Network Thresholds
Polling
Iyiog
R
WAN
NY
v Remeteinsight
Seript Editor
Web Server

-

- ] X
Services - Reports
Netflow
~| [ enadle Netrlow | Run Analysis Tool.. ooy QewD  Dstaretenton: 2davs
NetFlow devices
Device name | @ Address [intertace |
HQ-FW/hqpeds0 108605 3
HQ-FW/hgpsd0 103505 7
HQ-FW/hqpad s 10.86.0.% s
2dd... e Oele Reset sort
Fltered devices
Agent device name | Agent P | Source [ SourceMask | source interface [Dest® [DestMask [ Destintertace | Protocot |
o | as oroe Dol et fort
Revert Acoiy

The Run Analysis Tool
your NetFlow database).

-
“r

Running analysis...
DB has 110356462 records

button performs a NetFlow analysis (this may take up to 30 minutes depending on the size of
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The NetFlow analysis report then gets called up in a new window and displays similar to the screenshot below.

Flow Interface Analysis Tool - O X
In Use Agent I Inbound Int Count
o N.; .............. bostensw1-stout.pathsolutions.local 10.30.0.1 1001 34
@ Yes sviwl 10.50.0.1 1 0
& Ves swwl 10.50.0.1 3 0
@ ves sviwl 10.50.0.1 5 0
@ Yes swiwl 10.50.0.1 9 0
O No svfwl 10.50.10.1 1 1438050
O No svfwl 10.50.10.1 4 17577
© No sufwrl 10.50.10.1 7 652427
O no svfw 10.50,10.1 9 4961
@ No svfwl 10.50.10.1 10 1691
© No svfwl 10.50.10.1 1 76403
O no svfw 10.50.10.1 12 541345
@ Yes hqmx65 10.86.0.4 1 514340
@ ves hgqmx65 10.86.0.4 3 499675
@ ves hgmx65 10.86.0.4 9 16330
© No hqmx65 10.86.0.4 29 62058
@ ves hqpads0 10.86.0.5 6 12950826
Add Remove Details... Clear Copy to clipboard

Change the sort order, by selecting items on the list, selecting the Shift Up or Shift Down buttons. You can also assign
the sort order by entering an Interface number.

To add an interface, select something marked No from the list. Then select the Add button at the bottom. It will ask if you
are sure you want to add records to the configuration file? Select Yes or Cancel.

Flow Interface Analysis Tool x

Are you sure you want to add records to the configuration file
for IP address 10.30.0.1 en inbound interface 10017

Yes Cancel

To remove an interface, select something from the list marked Yes. Then select Remove at the bottom. A dialog box will
ask if you are sure you want to remove records from the configuration file? Select Yes or Cancel.

Flow Interface Analysis Tool .

Are you sure you want to remove records from the configuration file
! for IP address 10.26.0.4 on inbound interface 97

Yes Cancel
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To view the NetFlow details of any agent, select something from the list, then select the Details button.

Details for hgmx65 (10.86.0.4) it
Inbound Int  Inbound ifDescr Qutbound Int Outbound ifDescr Count
: port1 3 port3 509690
1 portl 29 4650
3 port3 1 portl 428629
3 port3 3 port3 1m
3 port3 9 portd 16116
3 port3 29 53829
9 portd 3 port3 16119
9 portd 29 2N
29 1 portl 6086
29 3 port3 55751
29 9 portd 2N
29 29 10

The Clear button asks if you want to remove all entries from the database for an address at the IP address selected?
Select Yes or Cancel.

Flow Interface Analysis Tool >

Are you sure you want to remove all entries from the database
! for IP address 10.86.0.4 on inbound interface 57

Yes Cancel
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Network Thresholds

To edit thresholds for on-screen alerts in the Web Interface, select Network > Thresholds from the left-hand menu. Set
what percentages of errors will be flagged with a red indicator on the TotalView Interface or a peak utilization rate is

greater than a specified percent.

MNetwork Thresholds
Polling
Syslog
TFTP
WAN
MNLT
Remotelnsight
Reports
Risks
SD-WAN
Servers
Services
VolP

5P TotalView Configuration Tool - O X
A &
I Devices gy Cloud g Servers Services = Reports
|Se:1-':" Options (Ctrl+E Network Thresholds 0
Internet | Thresholds Levels
¥ Network TotalView tracks utilization and error rates for each monitored interface on your network.
Alerts
Backup To help you quickly determine if your network is healthy, you can set the thresholds for error rates and utilization.
BGP An interface will be flagged with a red indicator if it exceeds either of the below threshold levels:
Custom OID =1
Devices An error rate greater than |5 ~ | percent
Diagram -or -
Favorit [
Fia:::c i:Ts A peak utiization rate greater than |90 < | percent
Issues
Maps
Meraki
MNetFlow

Revert Apply

For example, if an interface has an error rate higher than 5%, the network status will be changed to 'Degraded'.

If an interface has a peak utilization rate (transmitted or received) over 90%, the network status will be changed to
Degraded .

These numbers can be adjusted to suit your specific network environment, and your tolerance for errors.

When you are finished making changes, select Apply to commit the changes to memory.
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Polling Behavior
Go to the Network > Polling section to configure polling behaviors: frequency and options.

@ TotalView Configuration Tool — O e
L &
/i Devices g Cloud g Servers - Services [(— Reports
|:e:—. ch Options (Ctrl+E Polling o
Internet A Poling Frequency
v - - -
Net\:::rts Pol devices every |0 < |hours |5 < | minutes |0 ~ | seconds
Backup Note: If poliing frequency is changed, dally graphs will be deared.
BGP
Custom OID Poling Options
Devices
Diagram Dedlare a poll as failed if it does not receive a response within | 5000 + | miliseconds
Favorites Pol — 5 =
Financials L 1|
Issues Number of threads for poling information from interfaces 200 o
Maps .
Meraki Update Bridge Route information automatically every 10 + | minutes
NetFlow
MNetwork Thresholds
Polling
Syslog
TFTP
WAN
NLT
Remotelnsight
Reports
Risks
SD-WAN
Servers
Services
VolP
v
Revert Apply

TotalView is network friendly and makes every attempt to prevent the network from flooding with requests. One minimum
sized SNMP packet is sent per interface.

Polling Options

TotalView will need to know how long to wait for a response before declaring an individual poll as failed. The default is
3000ms (3 seconds). If you have a network that has extremely high latencies, you may choose to increase this number.
If you want the PathSolutions TotalView to declare a device as failed if it does not respond within a smaller response
window, adjust this number down.

Polling Threads

PathSolutionsdé Total View uses 20 threads for polling devic
may choose to increase this number. If you have a slower computer and PathSolutions TotalView is utilizing 100% of the
systemdbs CPU during a polling cycl e, the€RBU. masyil gaese leds thieader p e

overhead in the system.

Configuring the Polling Frequency

You will want to select how often the program should poll each interface. The default is 5 minutes. Less frequent polls will
decrease the traffic on your network. However, it will not provide you with as granular information on utilization and error
rates.

Note: If you change the polling frequency, all historical utilization information (daily, weekly, monthly, and yearly graphs)
will be erased when you select OK or Apply .

Note: It is important not to poll your devices too often, as this can add to network overhead. In general, you should poll
your interfaces every 5 minutes.
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Private IP

To manually add public IP space into your internal network so it is not identified as internet.

»

Jiopvices di Clowd [Psevers _ services o Reports

¥ Web Interface
AP Keys
Authenitication
Multi-Site
Web Server
Cleud
~ Dashboard
Weather Widget
Intemet
v Metwork
¥ Alerts
Device Alerts
Pasert/Child
Route Alers
~ Backup
Credentials
Devices
Schedule
Varisbles
~ BGP
Alerts
Peers
‘Custom OID
~ Devices
Ignared Error Courters
Ignored Interfsces
Ignored Type Mames
Interface Description”
~ Diagram
Layer-3 Excludes
Layer-3 Ignres
Laryer-3 Static Links
Favorites
Financials
~ IPAM
IPAM Subnets
lssues.
Maps
Meraki
NetFlew
Network Thresholds
Polling
Private P
Sysleg
TFIP
WaN
¥ Rematelnsight
Seript Edites
Web Server
Reports
~ Rlisks
Alerts
Certificates
Dictionary
DNS
Geographic
v T
Devices
IeT VLAN
Palicies

Add button

- o x
_FINII’:EF

| subnet [ M |
10.0.0.0 255000

127000 25000

128000 25000

10925000 25525500

mA00 2552000

19216800 25525500

.@ Change Subnet

Subnet: |zz4.u.u.u

Mask: |24|:J.n.u.u

« (o]
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Syslog

The system has a built-in syslog server to receive and organize syslog messages received from network devices.

5P TotalView Configuration Tool - O X

a
{,{.Devices 4 Qoud gServers - Services P_M
Search Options (Cirl+E) | Syslog °

Internet A | ] Enable Sysiog server |C:\Program Files (x86)\F TotalView\SYSLOG |
v MNetwork

Alerts Device name | IP address or group | Facility | Severity | Email | Search string
schku‘l Any Any Any Any itops@pathsolutions.com  Configured from
Custom OID
Devices
Diagram
Favorites
Financials
Issues
Maps
Meraki
MNetFlow
MNetwork Thresholds
Polling
Syslog
TFTP
WAN

MNLT

Remotelnsight

Reports

Risks

SD-WAN

Servers

Services

VolP

Any Any Any Any itops@pathsolutions.com  commit

v Add... Change... Delete... Reset Sort

Revert Apply

To enable the syslog server, select the Enable Syslog Server checkbox.

Syslog messages will be captured and be visible from the web pages. Select the Syslog link to the right of Telnet and
Web to view the received syslog messages from each device.

Note: You will have to configure each of your network devices to send their syslog messages to the PathSolutions
TotalView server.
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Add or change alerting for syslog messages by selecting the Add and Change buttons. The dialog shown below will
display.

Change syslog alert X

Email address: |noc@company.com|

IP address:  [10.0.0.21 (Pinot) |
Facility: Any —
Severity: Any v

Search string: |3TP

Test string: |

Test result: |
OK Cancel

Enter the search string with a regular expression to enter a test string and see if it matches.

Enter the email address that should receive the alert, the IP address where the syslog message should come from, the
facility number (or Any if it could be any facility number) the Severity number (or Any), The Search String, The Test
String, to view the Test Result.

The Syslog matching capability is ECMAScript compatible.
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Facility Levels

A facility level is used to specify what type of program is logging the message. This lets the configuration file specify that
messages from different facilities will be handled accordingly .[4] The list of facilities available are defined by REC 3164.

Facility Number Keyword Facility Description

0 kern kernel messages

1 user user-level messages

2 mail mail system

3 daemon system daemons

4 auth security/authorization messages
5 syslog  messages generated internally by syslog
6 Ipr line printer subsystem

7 news network news subsystem

8 uucp UUCP subsystem

9 clock daemon

10 authpriv  security/authorization messages
11 ftp FTP daemon

12 - NTP subsystem

13 - log audit

14 - log alert

15 cron clock daemon

16 local0 local use 0 (local0)

17 locall local use 1 (locall)

18 local2 local use 2 (local2)

19 local3 local use 3 (local3)

20 local4 local use 4 (local4)

21 local5 local use 5 (local5)

22 local6 local use 6 (local6)

23 local7 local use 7 (local7)

The mapping between Facility Number and Keyword is not uniform over different operating systems and different syslog
implementations. For cron either 9,15, or both may be used. The confusion is even greater regarding auth/authpriv. 4 and
10 are most common, but 13 and 14 can be used.
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Severity Levels

RFC 5424 defines eight severity levels.

Code Severity Keyword Description

emerg .

0 Emergency (panic) System is unusable.

1 Alert alert Act|on_ must pe
taken immediately.

2 Critical crit Critical conditions.

3 Error err (error)  Error conditions.

4 Warning warning Warning conditions.

(warn)

Normal but

5 Notice notice significant
condition.

6 Informational info Informational
messages.

7 Debug debug Debug-level
messages.

ECMAScript Regular Expressions Pattern Syntax

General Description

A "panic" condition usually affecting multiple apps/servers/sites. At
this level it would usually notify all tech staff on call.

Should be corrected immediately, therefore notify staff who can fix
the problem. An example would be the loss of a primary ISP
connection.

Should be corrected immediately, but indicates failure in a
secondary system, an example is a loss of a backup ISP connection.

Non-urgent failures, these should be relayed to developers or
admins; each item must be resolved within a given time.

Warning messages, not an error, but indication that an error will
occur if action is not taken, e.g. file system 85% full - each item must
be resolved within a given time.

Events that are unusual but not error conditions - might be
summarized in an email to developers or admins to spot potential
problems - no immediate action required.

Normal operational messages - may be harvested for reporting,
measuring throughput, etc. - no action required.

Information useful to developers for debugging the application, not
useful during operations.

(regex)

The following syntax is used to construct regex objects (or assign) that have selected ECMAScript as its grammar.

A regular expression pattern is formed by a sequence of characters. Regular expression operations look sequentially for
matches between the characters of the pattern and the characters in the target sequence. In principle, each character in
the pattern is matched against the corresponding character in the target sequence, one by one. The regex syntax allows

special characters and expressions in the pattern.
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Special Pattern Characters

Special pattern characters or sequences of characters have a special meaning when they appear in a regular expression
pattern, either to represent a character that is difficult to express in a string, or to represent a category of characters. Each
of these special pattern characters is matched in the target sequence against a single character (unless a quantifier
specifies otherwise).

|characters || description || matches |
|. ||not newline ||any character except line terminators  (LF, CR, LS, PS). |
|\ t ||tab (HT) ||a horizontal tab character (same as \ u0009). |
|\ n ||new|ine (LF) ”a newline (line feed) character (same as \ uOOOA). |
|\ \Y ||vertica| tab (VT) ”a vertical tab character (same as \ uo00B). |
|\ f ”form feed (FF) ||a form feed character (same as \ u000C). |
\ r (cggi)age return a carriage return character (same as \ u000D).

a control code character whose code unit value is the same as the remainder of
\ Cletter control code dividing the code unit value of letter by 32.
For example: \ ca isthe sameas \u0001, \cb the sameas \u0002, and so on...

\ xhh ASCII character a character whose  code unit value has a hex value equivalent to the two hex digits hh.
characte For example: \Xx4c isthesameas L,or \x23 thesameas #.

Unicode a character whose code unit value has a hex value equivalent to the four hex digits
\ uhhhh

character hhhh .
|\ 0 ||nu|| ||a null character (same as  \ u0000 ).
\int backref the result of the submatch whose opening parenthesis is the int-th (int shall begin by a

ackreterence digit other than  0). See groups below for more info.

|\ d ”digit ”a decimal digit character (same as [[:digit:]] ). |
|\ D ”not digit ”any character that is not a decimal digit character (same as [M:digit:]] ). |
|\ S ”Whitespace ”a whitespace character (same as [:space:]] ). |
|\ S ”not whitespace ”any character that is not a whitespace character (same as [*:space]] ). |
|\ w ”Word ”an alphanumeric or underscore character (same as [_[:alnum:]] ). |
\ W t q any character that is not an alphanumeric or underscore character (same as

notwor [*_[:alnum:]] ).
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the character as itis, without interpreting its special meaning within a regex
expression.

\ character ||character Any character can be escaped except those which form any of the special character
sequences above.

Neededfor: ~$ \ . *+2()[1{}]

|[ class] ”character class ”the target character is part of the class (see character classes _ below)

negated character

A cl
[* class] class

the target character is not part of the class (see character classes helow)

Notice that, in C++, character and string literals also escape characters using the backslash character (\), and this affects
the syntax for constructing regular expressions from such types. For example:

std::regex el ( "\\d"); //regular expression: \'d -> matches a digit character
std::regex e2 ( "\\\\"); [/ regular expression: \'\ -> matches a single backslash ( \)
character

Quantifiers

Quantifiers follow a character or a special pattern character. They can modify the number of times that character is
repeated in the match.

|characters || times || effects |
|* ||0 or more ||The preceding atom is matched 0 or more times. |
|+ ||1 or more ||The preceding atom is matched 1 or more times. |
|'? ||0 orl ||The preceding atom is optional (matched either O times or once). |
|{ int} ”int ”The preceding atom is matched exactly int times. |
|{ int ,} ”int or more ”The preceding atom is matched int or more times. |
|{ min , max } ||between min and max ||The preceding atom is matched at least min times, but not more than max |

By default, all these quantifiers are greedy (i.e., they take as many characters that meet the condition as possible). This
behavior can be overridden to ungreedy (i.e., take as few characters that meet the condition as possible) by adding a
guestion mark (?) after the quantifier.

For example:
Matching "(a+).*" against "aardvark" succeeds and yields aa as the first sub match.
While matching "(a+?).*" against "aardvark" also succeeds, but yields a as the first sub match.

Groups
Groups allow applying quantifiers to a sequence of characters (instead of a single character). There are two kinds of
groups.

| characters || description ” effects |

|( subpattern ) ”Group ”Creates a backreference. |

|(?: subpattern ) ”Passive group ”Does not create a backreference. |

When a group creates a backreference, the characters that represent the subpattern in the target sequence are stored as
a submatch. Each submatch is numbered after the order of appearance of their opening parenthesis (the first submatch is
number 1; the second is number 2, and so on...).

These submatches can be used in the regular expression itself to specify that the entire subpattern should appear again
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somewhere else (see \int in the special characters _ list). They can also be used in the replacement string _ or retrieved in

the match results

Assertions

object filled by some regex operations.

Assertions are conditions that do not consume characters in the target sequence: they do not describe a character, but a
condition that must be fulfilled before or after a character.

| characters || description || condition for match
|’\ ||Beginning of line ||Either it is the beginning of the target sequence or follows a line terminator
|$ ||End of line ||Either it is the end of the target sequence or precedes a line terminator
The previous character is a word character and the nextisa non-word character
\ b (or vice -versg). . .
Word boundary Note: The beginning and the end of the target sequence are considered here as
non -word characters
The previous and next characters are both word characters or both are  non -word
\ B Not a word characters .
boundary Note: The beginning and the end of the target sequence are considered here as

non -word characters

(?= subpattern )

Positive lookahead

The characters following the assertion must match subpattern , but no characters
are consumed.

(?! subpattern )

Negative
lookahead

The characters following the assertion must not match subpattern , but no
characters are consumed.

Alternatives

A pattern can include different alternatives:

|character ||descripti0n ||

effects |

I |[separator

||Separates two alternative patterns or subpatterns. |

A regular expression can contain multiple alternative patterns simply by separating them with the separator operator (]):
The regular expression will match if any of the alternatives match, and as soon as one does.

Subpatterns (in groups or assertions) can also use the separator operator to separate different alternatives.
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Character Classes

A character class defines a category of characters. It is introduced by enclosing its descriptors in square brackets ([ and ]).
The regex object attempts to match the entire character class against a single character in the target sequence (unless a
guantifier specifies otherwise).

The character class can contain any combination of:

9 Individual characters: Any character specified is considered part of the class (except \, [, ] and -, which have a
special meaning under some circumstances and may need to be escaped to be part of the class).
For example:
[abc] matches a, b or c.
[*xyz] matches any character except x, y and z.
9 Ranges: They can be specified by using the hyphen character (-) between two valid characters.
For example:
[a-z] matches any lowercase letter (a, b, ¢ ... until z).
[abcl-5] matches either a, b or c, or a digit between 1 and 5.
1 POSIX-like classes: A whole set of predefined classes can be added to a custom character class. There are
three kinds:

| class || description || notes

Uses the regex traits ' isctype member with the appropriate type gotten

[ classname :] |[character class :
from applying lookup classname _ member on classname for the match.

collatin . .

[. classname .] 9 Uses the regex traits ' lookup collatename to interpret classname .
sequence

[= classname =] character Uses the regex traits ' transform primary  of the result of
equivalents regex_traits::lookup collatename for classname to check for matches.

91 The choice of available classes depends on the regex traits _ type and on its selected locale, but at least the
following character classes shall be recognized by any regex traits _ type and locale:

| class || description ||equiva|ent (with regex_traits __, default locale) |
|[:a|num:] ||a|pha -numerical character ||isa|num |
|[Za|pha2] ||a|phabetic character ”@Dh_a |
|[3b|ank2] ||b|ank character ”M |
|[:cntr|:] ||contr0| character ”M |
|[:digit:] ||decima| digit character ||ﬂgi |
|[:graph:] ||character with graphical representation ||isgraph |
[[:lower:] |[lowercase letter |listower |
|[3print2] ||printab|e character ”E{M |
|[:punct:] ||punctuation mark character ||§M |
|[ZSpacei] ||Whitespace character ||isspace |
|[ZUDperZ] ||uppercase letter ||isupger |
|[:Xdigit:] ||hexadecima| digit character ||w |
|[2d1] ||decima| digit character ||w |
[[:w] |[word character |lisalnum |
|[2SZ] ||whitespace character ||issgace |
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1 Please note that the brackets in the class hames are additional to those opening and closing the class definition.
For example:

[[:alpha:]] is a character class that matches any alphanumeric character.
[abc[:digit:]] is a character class that matches a, b, ¢, or a digit.
["[:space:]] is a character class that matches any character except a whitespace.

91 Escape characters: All escape characters described above can also be used within a character class
specification. The only change is with \b, that here is interpreted as a backspace character (\u0008) instead of a
word boundary.

Notice that within a class definition, those characters that have a special meaning in the regular expression (such
as *, ., $) don't have such a meaning and are interpreted as normal characters (so they do not need to be
escaped). Instead, within a class definition, the hyphen (-) and the brackets ([ and ]) do have a special meaning
under some circumstances, in which case they should be escaped with a backslash (\) to be interpreted as
normal characters.

Character class support depends on the regex traits ~ used by the regex object: the regex object callsitst r aisctiyps 6
member function with the appropriate arguments. For the standard regex_traits  object using the default locale, see
cctype for a classification of characters.
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TFTP Server
The system can receive TFTP files from network devices via the built-in TFTP server.

Select the Enable TFTP server checkbox. If desired, select Browse to select a different directory where the TFTP files
are saved/retrieved.
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