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Preface

Most network devices are constantly collecting statistics relating to the health of each interface. Network
engineers rarely have the budget, time, and resources to access this wealth of information, and very few
products exist that can help engineers detect and analyze problems before they affect users.

TotalView by PathSolutions was created to help provide this information (collected by switches, routers,
servers, and other network devices) in an advanced and easy to use format, to identify the root cause of
network problems, and maintain maximum network performance.

Audience

Network administrators with various levels of expertise can benefit from TotalView by PathSolutions, as
the product offers not only a rapid view of network health, but also in-depth analysis of specific issues.

To install and use TotalView, a network administrator should be able to set up a managed switch with an
IP address and an SNMP read-only community string.

Conventions
The following conventions are used in this manual:

Italic
Used for emphasis and to signify the first use of a glossary term.

Couri er
Used for URLs, host names, email addresses, registry entries, and other system definitions.

Bold
Used for calling out buttons, file paths, tabs, fields, checkboxes, links and windows.

Note: Notes are called out to inform you of specific information that is relevant to the configuration or
operation of TotalView. Notes may occasionally be used to describe best practices for using the
system.

Technical Support
For technical support:

Support@PathSolutions.com

(877) 748-1444 (7x24 tier 1 telephone support)
(408) 748-1777 Select 1 for tier 2 support

Page 6
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Overview

TotalView by PathSolutions is a Windows service that uses SNMP to monitor statistics and utilization for
each interface on switches, routers, and servers. If data-link errors or utilization rates rise above a
settable threshold, you can use the generated web pages to help you determine the source of the
network problems. This will help you to maintain a healthy network.

TotalView by PathSolutions is designed to disclose network weaknesses that cause data and
VolIP/UC/Video stability issues. By monitoring all network interfaces for utilization, packet loss, and
errors, it becomes easy to determine exactly where network faults exist.

TotalView goes one step further by providing insight into the specific error or issue that is causing
degradation so a rapid resolution can be applied.

Continuous monitoring of all interfaces provides the ability to generate alerts if any interface degrades
below a level that will support Network and VolIP services.

TotalView also maintains a history of utilization and errors on all interfaces so you can troubleshoot
Network and VolP problems after they occur.

All network devices that support SNMP can be queried for link status and health information.

Page 7
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Using the Web Interface

The web pages are served are served out HTTPS/TLS1.2 via port 443.
Log In

The first screen is a login screen with a random quote.
e Default login: “admin” password: “turtle”

As the administrator you will want to change the login and password upon installation. This can be done
via the Config Tool.

Optionally, you can enable AD integration to use AD credentials for logging in.

Website Navigation

The PathSolutions TotalView web layout is easy to follow, and easy to navigate. You can minimize the
menu on the left by selecting the left arrow. The new Ul shows all the top level categories down the left
hand side of the display.
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Menu in expanded view: Menu in collapsed view:

Dashboard: customizable
dashboard

Network: network device and
interface monitoring

VolIP : Telecom module ?

Servers

Services

T NetAlly
e Remotelnsight(z)

Risks —SecOps Manager®

Clients Monitoring

Cloud: cloud connection monitoring

\ Internet: internet connection

monitoring

Predictors: bandwidth and cabling

\ utilization & predictions
\ $earch

NLT: Natural Language
Troubleshooting

Support

Notes:

1. Underneath the Health Section at top left, a message will appear if your support has expired, your
software is out of date, or you need more licenses to monitor your network.
2. These items only appear if you own the license for them.
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Subsections for each main section can be navigated by the tabs that appear along the top of each
section.

In addition, links throughout the interface allow navigation to additional pages and supporting reports.
Web Page Headers

At the top of the left collapsible menu of each web page, general information is displayed: Polling
Frequency, Last Poll Time, and Network Health.

Tabs

Navigating each section of the web interface is accomplished by using the Navigation bar and tabs at the
top of the Network section’s pages:

Each tab covers a specific area relating to the health of your network.

Navigation Buttons

Graphical interface buttons help with navigation and other options:

@ An eye button at the right of tables is sometimes available. When selected, it will bring up another
additional details about the selected item. For example on the packet tables, the eye button brings up the
packet error counter information.

E: This green Excel button will download an on-screen report into an Excel spreadsheet.
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Navigation Hints

onnect

55H Web HTTP 3

Hovering over items in a report often shows additional information
about that item, and sometimes links, For example on the loT
Tab, when you hover on the “Connect” links, device links to
Telnet, SSH, Web, HTTPs and Syslog will appear. Available links
are in bold and blue here.

The search field at the bottom left of the expanded menu is
another good way to find things. It will search for IP addresses,
MAC addresses, DNS records, OUI information, CDP, LLDP,
and SysDescr information.

Filtering your view of devices, servers and interfaces is possible
by entering text into the filter fields above the tables. This makes
it very quick and easy to find similar monitored elements. For
example: finding all Meraki devices in the inventory.
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Dashboard

The Dashboard tab shows a dashboard that provides user-changeable wicdgets that can be displayed
inside or outside of this tab. You decide the type of widget and how you want information presented, and
each widget auto-updates automatically.

TotalView supports multiple customized dashboards. This means you don’t have to clear your dashboard

if someone wants to share their dashboard with you, and you can have separate dashboards for different
topics like networks, servers, and cloud.

Customizing Dashboards

When you first open the program or use the Dashboard, it will display the default widgets with a little
“Edit” link in the upper right-hand side.

If you select the Edit link, it enters edit mode with shaded widgets. It shows a menu of widgets, and
options for loading, saving or deleting dashboards:

P4 N\

If you select Add Widgets, it will open a dialog box showing all the available widgets. Select widgets here
by selecting on them.
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The widget(s) you select will immediately be placed in the upper left corner of the on the open dashboard
tab. Drag it to a blank area on the screen by selecting it and dragging it. Change the size by selecting on
the sizing object in the lower right corner of the widget.

If you want, in edit mode you can select X to delete any widget from the dashboard. Or use the Clear link
to remove all widgets from the current tab.

RN

When you are satisfied with widget location and size, select Lock and the system will then lock it in place
on that dashboard tab. The X in the upper right corner of widgets will change to an arrow that you can
now select. This will create a separate detached window for the widget that you can drag around your
screen.
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To make a new dashboard, select the edit mode, then select New from the small menu above widgets at
the upper left. This will create the next dashboard tab.

/

Saving and Sharing Dashboards

From the widget edit mode, use the Save link at upper right to save and download a copy of your
dashboard configuration to your computer.

Use the Load link to upload a widget configuration from your computer (i.e., if you are sharing a set with
peers).

Renaming Dashboards

When in edit mode, you can double-click on a dashboard name and it will allow you to rename the
dashboard.

Changing Dashboard Order

You can also change the display order of dashboards by clicking on the “Order” button. It will allow you to
select a dashboard and move it up or down in the list.

Cancel

Saving Dashboards

From the widget edit mode, use the Save link at upper right to save and download a copy of your
dashboard configuration to your computer. This information is saved in your local browser’s cache. If
you clear your cache, or login with a different browser, the dashboard will be erased and you will use the
server’s default dashboard.

It is recommended that you save each of your dashboards before clearing your browser’s cache.
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Dashboard Widgets

The following dashboard widgets are available:

Network Health

Bar graph showing overall health of the network

Interface Duplex

Pie chart showing percentage of half-duplex interfaces

Interface Speed

Pie chart showing percentage of different interface speeds

Device Manufacturers

Pie chart showing percentage of network device manufacturers

MAC Addresses Pie chart showing percentage of desktop & client manufacturers
Turtle Widget Timmy the Turtle

Daily Errors Graph of daily errors

Daily Issues Graph of daily issues

Daily Ports Graph of daily ports in use

Daily Utilization

Graph of overall network utilization

Device CPU Utilization

Graph of device CPU utilization

Device Free RAM

Graph of free RAM

Device MOS Score

Graph of MOS Scores to/from the device

Interface Utilization

Interface utilization transmit and receive

Cloud Route

Cloud route path view

SD-WAN Route

SD-WAN route path view

SIP-Trunk Route

SIP-Trunk route path view

Diagram Network diagram

Ping IP Addresses Customizable ping for any IP address

Map Network map

Top-10 Top-10 interfaces for errors, transmit, receive, latency, jitter, loss

Server Drive Free Space

Table of drives with lowest disk space

Custom OID

Daily graph of a custom OID monitor

Down Devices

Table of down devices

WAN Table of current WAN interface status
WAN Graph Daily graph of WAN interface
BGP Table of BGP neighbors and their status

Server CPU Graph

Daily graph of server CPU

Server CPU Current

Bar graph showing current server CPU

Server RAM Graph

Daily graph of server free RAM

Server RAM Current

Bar graph showing current server free RAM

Server Drive Free Graph

Daily graph of server free drive space

Server Drive Free Current

Bar graph showing current free drive space

Servers Issues

Table showing server issues

Services

Table showing down services

NBAR Statistics

Pie chart showing NBAR statistics for an interface
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E Network Section

The Network section is available by choosing Networks or the Networks
icon in the left panel menu. This menu will bring you to the Network section and tools. A navigation bar at
the top of the display shows sub-tabs for network mapping and monitoring.

Path Tab
The Path tab permits you to view the health of all links between two IP addresses.

Before mapping a call, select the Update button to make sure that the bridge tables and ARP cache
information is current.

Note: The mapping will display the current path that packets take. If the network configuration or state
was different at a previous point in time, this mapping may not reflect the previous conditions.
Enter the Source IP address where you want the mapping to start and the Destination IP address
where the packets would be destined. Select the Map button to initiate the mapping.

This will perform a one-way path mapping from the starting IP address to the ending IP address. lItis a
one-way view of how packets flow from the starting IP to the ending IP. To view how packets would
return, you should select Reverse Historical, as the reverse path may be different than the outbound
path if asymmetric routing is occurring.

Each interface will display the historical percent utilization (received for inbound interfaces and transmit
for outbound interfaces) along with the error rate.

You can also view the duplex setting of each interface to make sure that each outbound interface
matches the duplex setting on the inbound interface.

On outbound Cisco router interfaces, the Queuing configuration of the interface is also shown to aid in
determining if QoS is configured properly on the interface.
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Note:

Note:

If the mapping is unable to complete, it may be due to the fact that all switches and routers along
the path may not be monitored. Add these devices to monitoring for complete visibility of the
entire path.

If a switch or router is unable to be monitored (For example: A WAN service provider does not
allow SNMP access to the device), then a static route mapping can be made through the device
to the far end. Refer to the Administration Guide’s section: Changing the Map Fetch Variables
to Improve Map Stability on how to add a static route to the configuration.
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The screenshot below is an example of a full Path Map.
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Map Tab

On the Map tab, TotalView includes the Dynamic Network Map, with a zoom, select and drag user
interface. This capability gives you an “eagle’s eye” view of what your network is doing at the current
point in time.

The map updates every 5 seconds and audible alerts play when links or devices go down so you can
remedy the problem immediately.

The map permits two different element types to be displayed:
1. Link: This is an interface that will change color depending on the utilization of the link, or change
to white if no status could be determined, or black if the link shows as down.
2. Device Ping: This is a single point that relates to an IP address that is checked for status. It will
show green if responding, or red if not responding.

TotalView also provides Multiple Map Views for Multiple Locations.
To zoom in and out on the map, use the zoom plus + and minus — buttons at the top left of the screen.

To pan, use your curser in the center of the screen to move around.

Line Color Description

Green <10% utilized (lightly utilized)

Yellow ~50% utilized

Red >90% utilized (heavy utilized)

Black Interface is down

White Communication failure (could not read interface status)

To detach the map for viewing in a separate window, use the Detach button in the top right corner.

To mute sound alerts, select the Mute button at upper right.
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Diagram Tab

This shows the automatic, interactive network diagram. This flexible map gives a pictorial view of your
network connections. You can zoom and scroll the diagram, move elements around, and lock them into
place.

As new devices and subnets are added to your network, the diagram will automatically update with the
layer-3 devices and subnets.

Beginning with TotalView 12, you may now select Grouping to show groupings of devices at your
locations. You can shift-select a group name to zoom into and see just the devices in that group.
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Also, with TotalView 14.1, you may make a Visio download of the diagram by selecting the Visio button at
top, and also view it in a new display window by selecting the Detach link.

Gremlins Tab

The Gremlins tab is a correlation engine that allows you to quickly understand what events happened at
a specific timeframe on the network. The Gremlins report has been re-designed to include a timeframe
slider bar at the top:

Gremlins Total Network Visibility®

What happened Now on the network Group: All -

Timetrame: ()

43% Error rate during this period

By default, the Gremlins report shows you events happening “Now on the network.”

The Timeframe slider bar allows you to choose a specific point in time to analyze.
The Group drop-down menu on the right side allows you to narrow the scope to look at events that
occurred within that group.

It will present events in the following order of priority:
Devices that went offline

Devices that went online

Interfaces that went down

Interfaces that went up

Devices that had high packet loss

Interfaces that had high utilization

Interfaces that had packet loss

NoohrwN =
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Devices Tab
The Devices tab view shows you a list of your monitored network devices and information about each.

Devices Total Network Visibility®

® Healthy  Suppressed @ lssue 7 Commiail  © (OSSN Traffic PoE STP Inventory Descripion Backup Support Financials Vulnerabilities

Device SNMP. Oper  Admin
Device Name IP Address  Version Manage CPU Int Down Down Location Contact Uptime

[N Headquarters (24 de o -

Notice the new filter field at the top of this table to filter any open sub-section. This filters only on sub-
sections that are opened at the time.

The health legend is at the top of this section:

@ Healthy Suppressed @ Issue ¥ Comm fail

You can also use collapse all to close all device groups.

Select Lock Web to remove the Ignore and Favorites columns and prevent them from being globally
modified.

From this tab you can also view more specific device sub-tabs.

General Sub-tab
The General sub-tab allows you to manage the device as well as learn about the device capabilities.

The first column in the table includes a green dot, red dot, yellow dot or a question mark (?) status
indicator, corresponding to the status indicator in the health legend. If a device has all interfaces healthy,
the status dot beside its name will be green. If a device health is suppressed by the user, the status dot
will be yellow. Suppressing an interface can be done by selecting on the status (colored dot) and
selecting to suppress that interface. If a device has an interface that is degraded (utilization or error rate is
higher than the configured threshold), the status dot will be red. A red question mark (?) will be shown on
devices with communication failure.

The device type icon is displayed to the right of the status indicator. This will automatically be
determined based on the features and capabilities of the device.

Note: The Device type can be overridden to have it display a different type of device by using the
Config Editor and changing the DeviceType.cfqg file.

The Device Name (programmed into the switch as the system name, hostname, or sysName) is
displayed in the second column. To change this, you should login to the device and change the device’s
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internal name (hostname) or "sysName". Refer to the device manufacturer's documentation to determine
how to change this information.

If you select the device name, it will link to a summary of the device, listing all the interfaces that exist on
the device, along with detailed information about the device. Refer to the Interface Summary section on
page 33.

The managed IP address of the device is listed in the third column.

The Manage Device column includes links to Telnet, SSH, Web, and HTTP into the device, as well as the
syslog information received from the device.

The # of Int column displays the total number of interfaces on the device.

The Oper down column displays the total number of operationally shut down interfaces on the device.
These interfaces are not in-use and will have an inactive link light.

The Admin down column displays the total number of administratively shut down interfaces on the
device. These interfaces have been manually disabled by the network administrator and will not function
if a node is connected to the interface.

The Location column of information displays the location of the device. This information is configured on
the switch as the location or "sysLocation" of the device. Refer to the device manufacturer’s
documentation to determine how to change this information.

The Contact column of information displays the contact for the device. This information is configured on
the device as the contact or "sysContact" of the switch. Refer to the device manufacturer’s
documentation to determine how to change this information.

Note: If TotalView reads an email address in the sysContact field, it will create a web link to the email
address.

Device is listed in the last column. This will show how long the device has been online since it was last
rebooted.

Traffic Sub-tab
The Traffic sub-tab displays information about the device’s packets and broadcasts seen.

Devices Total Network Visibility®
@ Healthy  Suppressed @ lssue 7 Commfail h QST PoE STP Inventory Description Backup Support Financials  Vulnerabilities
Aug Daily Packats Auvg Daily Broadeasts Avg Daily Broadeast Rate Last Poll Eroadcast Rate
—

Device Name IP Address Tx Rx Tx Rx Tx Rx Tx Rx

Headquarters (24 devices) ~

* (%) hgmues

® (2 hapadso

® Jf syrah

® @ SantaClara
® [] RuckusAP
® @ tempranillo
® . kmaxmm
® B Michelob
 [&] Burgundy
[ Chardonnay
®[&] Pinot

® [ Merlot

[ Riesling
®[&] Muscat

® [&] Franc

® 5] Palominc
® 5 PS-PTR1

10.58.0.4
10.85.0.5
10001
10002
10005
10007
10008
10001z
100012
100020
100021
100022
100028
100022
100027
100028
10.0.0.30

629,027k

2333k
70,970k
1,081k
3388k
316k
10,8206
50,524k
316k
1,155k
51k
o7k
33k
1258k
1522k
1071k
80

3723k

T84k

T8k

S11k

310k

0.000%
0.000%

1.803%

13.034%

8.836%

0.000%
0.000%
0510%
0.862%
0.000%
11.253%
1.160%

2176%

50.804%

This permits you to determine the average daily broadcast rate and compare it to the last poll broadcast

rate to help identify devices that are transmitting or receiving a high level of broadcasts.
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Note: If a device is transmitting a high percentage of broadcasts, it is more likely that one of its
interfaces is receiving a high percentage of broadcasts from one of its ports, and then transmitting
those broadcasts to all interfaces on the device. Select the device and look for interfaces that are
receiving a high broadcast rate to determine the device that is broadcasting.

PoE Sub-tab

The PoE sub-tab shows information on the status and power consumption of the devices, the percentage
of utilization that is running, and the level of alarms that have been set to alert you if power is running low.

Devices Total Network Visibility®
evice Pover sty 1)
Device Name IP Address Group Status Rating (Watts) Consumption % Power Utilization Alarm Threshold
Headquarters (24 devices) «
® ) hamxes 108504
® (=) hqpa50 10.86.05 - -
o syrah 1000.1 1 on T80 W 0w 15 -
® @ santaClara 10002
 [¥] RuckusAP 10006
® @ tempranill 10007
® , kmaxmm 10008
* B michelob 10.00.12
[ Burgundy 10.00.18 1 on 408 W oW 0% 0%
® [i] Chardonnay 10.0.0.20
® [&] Finat 100021
@[] Meriot 10.0.022
@[] Riesling 10.0.0.20
® [ Muscat 10,0023

This allows you to quickly determine if there are any high-power drawing devices that are connected to
the switch or if there are any power faults.

PoE allows you to watch the status and monitor the power usage for your PoE switches to make sure that
you are not getting close to limitations of the switch. It also monitors the power draw for each port on the
switch so you can determine where high-power drawing devices are connected to and quickly determine
any power faults.

Note: PoE Historical Utilization can be optionally tracked over time by enabling data retention of PoE
stats. This permits organizations to track their power usage and generate reports showing when
and where additional power is being drawn from PoE switches. See Appendix A, Saving PoE
Usage to a Database, on how to enable reporting and how to extract data from the database.

STP Sub-tab
The STP sub-tab shows the device’s Spanning Tree information.

Devices Total Network Visibility®
Device Name IP Address Protocol Version Priority Last change Changes RootBridge  RootCost RootPort Hold Time
Headquarters (24 devices) «
® 2 hqmx65 10.86.0.4
® ) hapad50 102605 -
® [§f syran 10.00.1 2ee0210 - 28673 Syrah 0 - 100
® @3 SantaClara 10002
® [ RuckusAP 10006
® g3 tempranillo 10.0.07
® g, kmax-mm 10008 = = =
® B Michelob 100012 Unknown 42 days 13:11:3100 4071 Syrah 3 nt 24086 100
@[] Burgundy 10.00.18 eee8021d Syrah 200038 nt #1 800
@[] Chardonnay 10.0.020 eee2021d 30483 Syrah 40000 Int #26 600
® [ Pinat 10.00.21 eees021d Syrah 40000 nt# 600
® [5] Merlot 100022 eee021d 115 days 23:48:27.36 1 Syrah 40002 nt# 600
® [=] Riesling 10.0.0.20
® [ Muscat 100023 2eeg0210 42 days 12123814 207 Syrah 20002 nt#21 600
® [&] Franc 100027 s2280210 1756 Syrah 5] Int #13 100
 [&] Palomino 100028 s2280212 5 Syrah 2 nt=1 100
PSpp=— nnnan

Determine when your last STP root bridge election occurred and which device is acting as the root
bridge. Also know which interfaces are active as well as listening so you don’t cause a reconfiguration by
disconnecting the wrong interface.
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Inventory Sub-tab

The Inventory sub-tab shows details about a device’s internal information. For any make/model of
device discovered on your network, the Manufacture Date, Model, Serial Number, Hardware,
Firmware and Software OS revisions are reported.

Devices Total Network Visibility®
Inventory [ Code Revision
- ﬁ
Device Name ddress | Filter Model Filter Serial Num Harchware Firmware Software
Headquarters (24 devices) ~
* () hqmuxes 10.85.0.4 Cisco Meraki MXE5 Q20N-Z73D-DYG4 wired-17-10
* (2 hapad5d 10.88.05 Fala Afio Metworks. 023201001068 10 1023h2
o[ syran 10.0.01 Cisco Systems, Inc FDO1B45E185 vot 01 Denali 16.3.50
* @ santaClara 10.002 FTX104083WH Vo3 12.4(12]T5 15T
® [¥) RuckusAP 10,006
* ) tempranillo 10.007 ASR1001 55110510470 o4
® /§, kmax-mm 10.0.0.8
® B8 Michelob 10.0.0.12 MOK-COITITH SAL10030WNR 10
® [&] Burgundy 100018 J808TA RM.122
*[%] Chardonnay 10.0.020 Hewiett-Packard 90854 RA1.122
*[&] Pinot 10.00.21 HP JeTzEa Rev 0 WB.16.10.0022
*[%] Merlot 10.0022 HP Jerzaa Rev 0 WB.16.10.0022
& Riesling 10.0020 Brocade Communications Systems LLC
# &l Muscat 100023 HP JarzEA SG42FLWZHR Rev 0 WB.16.02 WB.18.10.0022

The filter field is very useful in getting filtered lists of the inventory. For example, you can go in and filter
on all the Cisco devices, or all Meraki devices

An Inventory Excel spreadsheet can be downloaded by selecting on the Inventory link and selecting on
the Excel icon. Additional detailed inventory information is available in that spreadsheet that is not
available via the web Ul: The Inventory spreadsheet includes serial numbers and details of every element
inside the chassis like blades, fan trays, and management systems.

Description Sub-tab
The Description sub-tab shows the internal system description for the device.

Devices Total Network Visibility®

@ Healthy © Suppressed @ lIssue 7 Commfail  © General Traffic PoE STP Inventory [ EELUGLUE Backup Support Financials Vuinerabilities
Device

Device Name IP Address Internal Device Description

Headquarters (24 devices) «

* ) hqmx65 10.86.0.4

® 7 hqpads0 108605

o[ syrah 10001 sco.comtechsupport Copyright (o) 1085-

* @ santaClara 0002 yright 5 19868-2010 by Cizeo Systems, Ina

® [¥] RuckusAP 10008

) tempranillo 10007 INIVERSALKS-M), Version 15.5(2)S1a, RELEASE SOFTWARE {fo1) Technical Support: http:/iwww cisco.comitechsupport Copynght {c) 1886-2015 by
sco Systems, Inc. Compiled

® §, kmax-mm 100038 kmase-mm.pathsalutions Jocal 1

# [ Michelob 100012 c. Compiled 41572015 20:00:00

# %] Burgundy 10.00.18 7

* [ Chardonnay 10.0.0.20 54 Switch 2510

® & Pinot 100021 Switch, revision WE.18.10.0022, R 5 i ajanta_arenal_qasfficode/build/anm{swhilim_rel_sjanta_arenal_qaofi_rel_sjanta_arenal)) (Formerly ProCurve)

® [&] Merlot 10,0022 sion WE.16.10.0022, ROM ta_arenal_qacfiicode/build/anm{swhuikdm ants_srenal_gaofi_rel_sjanta_srenal)) (Formerly ProCurve]

# [ Riesling 1000208 5. Ine. IGX8460-24-HFOE. I Compiled on Feb 24 2016 a1 06:49:34 labeled a5 ICXB4R0T400h

# [ Muscat 10,0023 _srenal_gsofficodebuildianmiswbiidr - renal)) (Formerly PraCurve)

®[&] Franc 100027 5}, Version 1. 1), MAINTE! (¢} 1988-2001 by cisco Systems, Inc.

# [ Palomine 10,0028 N Vrsion 12.2(441SE6. RELEASE SOFTWARE (fcl) Coovrioht (c) 1888-2008 bv Cisco Svstems, Inc. Comoiled Mon 08-Msr-08 20:25 by osreddy
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Backup Sub-tab

This sub-tab provides a summary of the last backup of devices. The backup column shows the date of
last backup and whether it succeeded or failed.

Suppressed  ® Issue 7 Comm fail

s
®

rs (24 devices) «

65

150

Clara
15AP
anillo
mm
lob
indy

lonnay

t
ng
it

tino
R

Device
IP Address

10.25.0.4
10.86.0.5
10.0.0.1

10.0.02

10.0.06

10.0.0.7

10.0.02

10.0.0.12
10.0.0.18
10.0.0.20
10.0.021
10.0.0.22
10.0.0.20
10.0.0.23
10.0.0.27
10.0.0.28
10.0.0.20

2023-01-28 00.00.02 Backy

Devices

2022-01-28 00.00.04 Backup successiul

2022-01-28 00.10.22 Backup successiul

2022-11-21 00.20.54 Backup sucosssiu

2022-01-28 00.00.02 Backup successful
2023-01-28 00.21.02 Backup faled

20;
2022-11-21 00.10.35 Backup failed

1-28 00.10.50 Backup faled

2022-11-21 00.20.45 Backup faikd

2022-11-21 D0.20.41 Backup failed

Backup Information Details

Details
Details
Details

Details
Details
Details

Total Network Visibility®

General Trafic PoE STP [nventory Description [EOSM Support Financials Vulnerabiliies

Backup

Log

Log

Log

Log
Log

Backup

JO0- A0

To setup and configure device backup schedules, see the Administration Guide. Backup configurations
are also possible. You have the ability to do a diff against previous versions to see what has changed.

A dialog will allow you to add a note, then the backup will begin.
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If you select a Details link, you can see the details of any backup. This will show the different
configurations that were backed up, and using the tool bar at the top, you can also see the differences
between backups to see what changed.

You can also compare the differences between backups to see what changed by selecting the File
Compare button at top right of this screen.

8 PathSolutions TotalView - Google €
A Mot secure | BHtpsy/10.1.0.1

hgpa450 (10.86.0.5) Configur:

[seareh... J

hqpa450]10.85.0.5)2023-03-08@00.0C
hgpa450{10.85.0.5)2023-03-08@00.0C
hqpa450{10.85.0.5)2023-03-07@00.00
hqpa450]10.86.0.5)2023-03-05@00.0C
hopa450{10.85.0.5)2023-03-05@00.0
hqpa460{10.85.0.5)2023-03-04@00.0C
hqpa450{10.85.0.5)2023-03-03@00.0C
hopa450{10.85.0.5)2023-03-02@00.00
hopa450({10.86.0.5)2023-03-01@15.17
hqpa450{10.85.0.5)2023-03-01@15.17
hopa450{10.86.0.5)2023-03-01@15.17
hapa450{10.85.0.5)2023-03-01@14.5
hgpa450{10.85.0.5)2023-03-01@14.5¢
hopa450{10.85.0.5)2023-03-01@14.5¢
hopa450{10.86.0.5)2023-03-01@14.4¢
hgpa450{10.85.0.5)2023-03-01@00.00

hopa450{10.86.0.5)2023-02-28@00.0C

hopa450{10.86.0.5)2023-02-27@18.11
hgpa450{10.85.0.5)2023-02-27@18.11

hopa450{10.86.0.5)2023-02-2

hapa450{10.85.0.5)2023-02-27T@18.5

hgpa450{10.85.0.5)2022-0

hqpa450{10.86.0.5/2023-02-2T@18.5¢

hopa450{10.85.0.5)2023-02-27@00. 10
hqpa460{10.25.0.5)2023-02-26@00.07 -

3
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You can also select the Log link to see the logdfile of backup.

You can also select the Backup button, to initiate a manual backup from this tab on the web interface.
The backup is immediate.
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Vulnerabilities Sub-tab

This tab is for assessing and monitoring Operating Security and network device vulnerabilities on a daily
basis.

Note: This sub-tab only displays if your product is licensed for the Security Operations Manager.

For device vulnerability tracking purposes: The system fetches nightly updates from the National Institute
of Standards (NIST) on known risks. Specifically, it fetches the CVE descriptions and risk scores on any
bugs, defects and vulnerabilities for all network components, routers and switches, as published and
released by all the major manufacturers, and collected in the National Vulnerability Database (NVD) at

www.NIST.gov.

Note: If there are no entries for a device, it may be that this device manufacturer does not publish to
NIST. Check with your device manufacturer to see if they publish vulnerabilities to NIST.

On this tab, all network devices are listed, and the security columns provide the count of known risks,
sorted by critical, high, medium and low risks, associated with each device.

For any device named in the list with indicated vulnerabilities, select the Details link to open the Security
Vulnerabilities report for that device. A list of security vulnerabilities will pop-up as an overlay, listing the
specific security risks, their severity threat levels (Critical, High, Medium, or Low) , the CVE in the NVD
database that assess and discuss that risk, a threat score, a summary description, and the CVE
publication date:
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If you need even more information, select the CVE named in this table, to proceed to that CVE in the
NIST NVD. The CVE links are direct links to the NIST website and database (www.NIST.gov).
Here is an example of a linked CVE in the NVD.
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Support Sub-tab

The Support sub-tab provides contract information for any of your network devices in one place on this
tab. Contract details you can add include the Contract ID, Contract Date, and Contract Phone number

for your devices.

Consult the Administration Manual on how to use the Config tool to add support information for any

device.

The system will send an email if any of the support contracts are within 30 days of expiration to help make
sure support contracts don'’t lapse.

Financials Sub-Tab

@ Change Device

Group:
1P address:

Device Type:

SNMP version:

Community string:

AuthProt:
NoAuth
PrivProt:

NoPriv
Contract date:
Contract ID:
Contract phone:

Description {optional):

X
| Headguarters ~ ‘
| 10.0.0.25 ‘
O A Linux server
O Mon-Linux server
(®) Dynamic detection
() sNMPv1 @) SNMPv2e () SNMPy3
|pubhc
AuthPa:

PrivPa:
O 272023
x

The Financials sub-tab provides financial insights into the operational costs of your network in one
location. You can add additional information to manage inventory and track and amortize operational
costs and compliance requirements. Ensure that you aren’t running equipment older than expected.

Enter and track when a device was Deployed, Procurement Cost, Amortizations Months, Annual
Support Cost, and Monthly Operating Cost.
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This information can be changed via the Config Tool on the Financials sub-tab.

&P 2dd Financials Record *
IF address: Headguarters,Syrah (10.0.0,1) A
Install date: |2ﬁ-||r2023 w

Amortization: |48

Procurement cost: |2390 |

Annual support cost: |34D

carel
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Interfaces Summary

You can get Device and Interfaces information on any of the devices listed on the Network Devices tab
and selecting on any device name, and it will bring up an Interfaces Summary for that device. These
Interface Summaries are also reachable by selecting Device Names in other tabs. The Device’s
Interfaces table will list the specific switch information that you selected and a table showing all of the
interfaces on the switch.

Interfaces Summary Fields: General Tab

First select a Device Name to get the Interfaces table to appear for the device. The first and default tab is
the General tab. The General tab shows the following interface summary table.

Devices Total Network Visibility=

SO Trafic PoE  STP Inventory Description Backup Support Financials Vulnerabilities.

Device SNMP Oper  Admin
Device Name IP Address  Version Manage CPU Int Down Down Location Contact Uptime

& [&] Pinat 10.0.0.21 v2e | Teloet S8 26 21 0 tops@pathsciutions.com 116d 00h 08m

& Interfaces

[EN0N Trafic FoE STP Detils CDP/LLDP  Connected

Port Status
Interface VLAN
Speed Duplex 1D
® INTE Favorite | WaN 11 gnore | 0.000% | 0.016% | 1.288%  1000,000,000  Fu 1
INTEZ
INTE3
INTE4
INTES
INT#6
INT#T
INT#B
INTES
INTE10

P
Interface Favonts wWaN Address Description

ore | 0.000% | 0.000% | 0.000%

The first column includes a green, yellow or red status indicator. If a device has an interface that is
healthy the status dot next to its interface number will be green. If an interface is degraded (utilization or
error rate is higher than the configured threshold), the status dot for the interface will be red, and the Error
Rate or Utilization Rate will be marked in red. If the user has manually marked the interface as
suppressed, the interface status dot will be yellow.

Suppressing an interface can be done by selecting on a status dot and selecting to suppress that
interface.

Note: If the status indicator shows up blank, then the interface is operationally shut down, and is not
relevant.

The Interface Number column is the interface number on the device. Each device manufacturer will
create a unique number for each interface. You can use this interface number to correlate physical
interfaces on the switch. Selecting on the interface number will display the Interface Details page. Refer
to the Interface Details section for more information.

The third column is the IP address associated with the interface (if any). Routers and servers will
generally have an IP address assigned to each interface, whereas switches may only have an IP address
associated with the management interface. If multiple IP addresses are associated with an interface, it
will appear on the tooltip if you hover over the IP address field.

The Description column is the interface description. This information is provided by the device as a way
of describing the interface. It may contain information on the type of interface, or the interface identifier
used on the device. If an interface alias is configured on the device, this custom description will show up.

The Peak Daily Error Rate column is the error rate of the interface. The error rate is calculated as a
combination of all inbound and outbound errors on the interface, compared to the number of packets that
have passed through the interface.
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If the error rate is above the error threshold, it will be displayed in red.

Note: There are some devices that do not report error information correctly, and can lead you to believe
that there are faults on interfaces that actually are functioning correctly. If you perceive errors on
an interface that is abnormal, contact the device manufacturer to attempt to determine more
about its SNMP reporting capabilities.

The Peak Daily Tx column is daily peak utilization transmitted data. This statistic reports the maximum
transmitted utilization on the interface (as a percentage of bandwidth) that was seen over the past 24
hour period.

If this statistic is over the utilization threshold, it will be displayed in red.

Note: If PathSolutions TotalView is unable to read the correct interface speed from the device, this
number may not be accurate.

The Peak Daily Rx column is daily peak utilization received data. This statistic reports the maximum
received utilization on an interface (as a percentage of bandwidth) that was seen over the past 24 hour
period.

If this statistic is over the utilization threshold, it will be displayed in red.

Note: If PathSolutions TotalView is unable to read the correct interface speed from the device, this
number may not be accurate.

The Interface Speed column is interface speed, rated in bits per second. If the interface is operationally
shut down, or the device does not report a valid speed, then the speed is listed as Unknown.

The Duplex column shows the duplex status of the interface. Duplex information cannot easily be
determined from different switch manufacturers, so this field is calculated based on the presence or
absence of collisions. If there are any collisions on the interface, then the interface must be half-duplex.
If there are no collisions on the interface, then the interface may be full-duplex, or it may be a half-duplex
interface that has not yet received any collisions.

The Status column shows the operational and administrative status of the interface. If the network

administrator has configured an interface to be shut down it will be listed as down in this column.

The Control column will only display if your product is licensed for Security Operations Manager. This

column will show one of three entries:

e Shutdown: This link allows you to shut down the interface, effectively quarantining the connected
device.

e Enable: This link allows you to bring an interface back online.

o Infrastructure: This interface cannot be shut down due to it being part of the network infrastructure.

Note: The ability to shut a port down or enable it requires read-write SNMP authentication with the
device.
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Current Utilization Widget

From the Network Device Interface tables, you can get a Current Utilization widget show live usage of
any interface in the infrastructure in a separate window, so you can monitor it over time.
Scroll to the Interface Utilization graph.

At the top of the Interface Utilization graph, there is a link called Live in the right corner.

\
: N

Select the Live link and the widget appears, a graph of tx and rx over time.
You can drag the widget anywhere on your desktop and monitor that device in live time.
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Interfaces Summary Fields: Traffic

Select a Device Name to get the Interfaces table to appear for the device, then select the Traffic tab in
the Interfaces table that will appear under the Device Name.

Devices Total Network Visibility®
“« > : RSl Trafic PoE STP Inventory Descripion Backup Support Financials Vulnerabilities
Device SNMP Oper Admin
Device Name IP Address  Version Manage CPU Int Down Down Location Contact Uptime
* [iE] Pinot 10.0.0.21 ¥2g | Teinet SSH Wek % 1 o s com 1164 00h 06m

& Interfaces
Historical Last Poll LastPall
Broadcast Broadcast Utilization
vg Percent Parcent Percent
P Knors | Packet
Interface Favorts wan | Address Description mt  Size T* Rx T Rx T™*  Rx
* INT#1 F WaN 11 gnore | 225bytes | 1.570% | 35.820% | 2.460% | 48.477% 0.001%  0.001%
INTE2 zz2 gnore -| oooos| 0000% | 0.000% | 0.000% | 0.000% | 0.000%
INT23 EE gnore -| 0.000% | 0000%  0000% | 0.000%  0.000% | 0.000%
INT#4 44 gnore -| 0.000% | 0000%| 0.000% | 0.000% | 0.000% | 0.000%
INT25 55 gnore -| 0.000% | 0000% 0000% | 0.000% 0.000% | 0.000%
INT#6 68 gnore -| oooo| 0000% | 0.000% | 0.000% | 0.000% | 0.000%
INTST 77 gnore -| os32% | 1076% 0000% | 0.000% 0.000% | 0.000%
INT28 X gnore -| 0.000% | 0000% | 0.000% | 0.000% | 0.000% | 0.000%
INT29 o gnore -| 0.000% | 0000% 0000% | 0.000% 0.000% | 0.000%
INT#10 10:10 gnore -| 0.000% | 0.000% | 0.000% | 0.000% | 0.000% | 0.000%
* INTE11 111 gnore | 112 bytes | G7.318% | 11.016% | 93.688% | 4.348%  0.003% | 0.000%
INT#12 Favorite | WAN 1212 gnore -1 0.000% | 0000% | 0.000% | 0.000% | 0.000% | 0.000%

The Interface Number, IP Address, and Description columns will remain unchanged from the General
tab.

The Average Packet Size column will show the average packet size tracked per interface. Knowing if an
interface is typically used for large or small packets allows you to configure queuing and enable proper
policies (jumbo frames) to further improve the performance of a link.

The Historical Broadcast Percent columns show the historical (all time) broadcast percentages. This
field will inform you of the activity on the link regarding its general broadcast percentage rate to be used
as a comparison against the Last Poll Broadcast Percentage.

The Last Poll Broadcast Percent columns show the broadcast percentage of the last polling period.
This information can be compared with the Historical Broadcast percentage to determine if an interface is
transmitting or receiving a higher broadcast rate during the last poll than its overall historical average.

The Last Poll Utilization Percent columns show the Last Poll utilization percentage. This is useful for
determining which interfaces were the most heavily utilized on the network during the last polling period.
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Interfaces Summary Fields: PoE Tab

Select a Device Name to get the Interfaces table to appear for the device, then select the PoE tab in the
Interfaces table that will appear under the Device Name.

The PoE tab includes the following fields.

Devices Total Network Visibility®
a » Lock Web CTUEIGIM Traffic PoE  STP  Inventory Description Backup Support Financials Vulnerabilities
Device SNMP Oper Admin
Device Name IP Address Version Manage CPU Int Down Down Location Contact Uptime
L] @ Syrah 10.0.0.1 v3 Telnet SSH Web HTTPS Sysiog | 6% | 20 24 3 Santa Clara topsi@pathsolutions.com 343d 08h 21m

@ Interfaces
Connected Device
Ignare PoE Max

Interface Favorite WAN IP Address Description Int PoE PSU State Draw PoE Class Priority

INT#1 Favorite  WAN Gi0/0: GigabitEthernet0/0 (Management) Ignore | Yes 1 Searching
® INT#3 Gi1/0f1: GigabitEthernet1/0/1 (Firewall PA -450) Ignore | Yes 1 Searching

INT#4 Favorite Gi1/0r2: GigabitEthernet1/0/2 Ignore | Yes 1 Searching

INT#5 Favorite Gi1/0f3: GigabitEthernet1/0/3 Ignore | Yes 1 Searching
® INT#6 Favorite Gi1/0f4: GigabitEthernet1/0/4 (Firewall - Meraki MX685) Ignore | Yes 1 Searching

INT#T Favorite Gi1/05: GigabitEthernet1/0/5 (VMWare) Ignore | Yes 1 Searching

INT#8 Favorite Gi1/0/6: GigabitEthernet1/ (v [are) Ignore | Yes 1 Searching

INT#9 Favorite Gi1/0/7: GigabitEthernet1/ MWare) Ignore | Yes | 1 Searching

INT#10 Favorite Gi1/0f8: GigabitEthernet1/0/8 (VMWare) Ignore | Yes 1 Searching

INT#11 Favorite Gi1/0/9: GigabitEthernett/ (Test link) Ignore | Yes 1 Searching

INT#12 Favorite 110 GigabitEthernet1/0/10 (VMWare - CUCM) Ignore | Yes 1 Searching
@ INT#13 Favorite Gi1/0/11: GigabitEthernet1/0/11 Ignore | Yes 1 Searching

INT#14 Favorite Gi1/0/12: GigabitEthemnet1/0/12 (Voice) Ignore | Yes 1 Searching - - -
@ INT#15 Favorite Gi1/0/13: GigabitEthernet1/0/13 (CUCM VM Port) Ignore | Yes 1 Delivering Power | 2550 W High Power (PoE+) Low
® INT#16 Favorite | WAN Gi1/0/14: GigabitEthemnet1/0/14 (Dubonnet) Ignore | Yes 1 Searching - -

The Interface Number, IP Address, and Description columns will remain unchanged from the General
tab.

The PoE column will show you if power is turned on and available for that interface.

The PoE PSU column shows the specific Power Supply Unit (PSU) that powers the interface. This
number will either be a 1 or a 2. If the number in the PSU column shows a 1 it is PoE device and if the
PSU column shows a 2 it is a PoE+ device.

The State column will show you if power is being delivered to that interface.

The Max Draw column displays the maximum wattage that can be drawn by that interface. Hovering
over the Max Draw number will show a minimum to maximum range of power that the interface can draw.

The ninth column, the PoE Class, will be a number from 0 to 4 depending on the Class of PoE.

Class Plain Language Description Power Range (Watts)
0 Unclassified 0.44-12.94

1 Very Low Power 0.44-3.84

2 Low Power 3.84-6.49

3 Mid Power 6.49-12.95

4 PoE+ / Type Il Devices >12.95

And the tenth column shows the power priority configured on ports enabled for PoE which can be Low,
High, or Critical. The switch invokes configured PoE priorities only when it cannot deliver power to all
active PoE ports.
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Interfaces Summary Fields: STP Tab

Select a Device Name to get the Interfaces table to appear for the device, then select the STP tab in the
Interfaces table.

The STP tab includes the following fields.

Devices Total Network Visibility®

(RSO Trafic PoE STP Invenfory Descripion Backup Support Financials Vulnerabilities
Device SNMP Oper  Admin

Device Name IP Address  Version WManage CPU Int Down Down Location Contact Uptime

® ] Pinot 10.00.21 vZc | Teinet SSH U %/ o tops@pathsolutions. com 116d 00h 06m

& Interfaces

General Trafic PoE OGN Details CDP/LLDF  Connected

Designated

P ignars Path Forward
Interface Favorts wian  Address Description mt  Priority  State  Enable Cost Root Cost Bridge Port Transactions
® INTE F:
INT#2
INT#3
INT#4
INT#5
INT#6
INTS?
INT#8
INT#9
INT#10
® INTE1S
INT#12

e 128 |fowarding ® 20000 | Syrah | 20000 | Dubonnet | 3017 1

(L] grore | 128 | forwarding | @ 200000 | Syrah | 40000 | Pinot | 200k 1

The Interface Number, IP Address, and Description columns will remain unchanged from the STP tab.

The State column will show which of port state the interface is: Blocking, Listening, Learning,
Forwarding, or Disabled.

The Enable column shows if the interface is enabled for STP.

The Path Cost column will show the Path Cost of the interface.

The Root column will show the Designated Root of the interface.

The Cost column will show the Designated STP Cost of the interface.
The Bridge column shows the Designated Bridge for the interface.
The Port column shows the Designated Port for the interface.

The Forward Transactions column shows the Interface Forward Transactions for the interface.
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Interfaces Summary Fields: Details Tab

Select a Device Name to get the Interfaces table to appear for the device, then select the Details tab in
the Interfaces table.

The Details tab includes the following fields.

Devices Total Network Visibility®
“« » [(SOPN Trafic PoE STP Invenfory Descripion Backup Support Financials Vulnerabilities
Device SNMP Oper  Admin
Device Name IP Address  Version Manage CPU Int Down Down Location Contact Uptime:
® ] Pinot 10.0.0.21 w2e | Teber 5SH ® o 116d O0h 08m

& Interfaces
ot
State
P Ignors Queus  MAC

Interface Favorts Wan Address Description m X L Type Address  MTU Type Last Changed

® INTE VAN 1:1 .. 40aBRO0CIFF3F hemetCsmacd | 118 days 00:05:08.05
INT#2 22 40a3f00dT2e metCsmacd | 118 days 00:05:10.88
INT#3 23 4028f00df73d meiCsmacd | 118 days 00:05:10.89
INT#4 44 40a8f00dfF3c metCsmacd | 118 days 00:05:10.88
INT#5 55 40a3f00difT2b shemetCamaca | 118 days 00:05:10.80
INT#6 58 4028f00dff3a shemetCsmacd | 118 days 00:05:10.88
INTS? 7T 40287000738 shemetCsmacd | 114 days 03:03:31 58
INT#8 28 40a3f00df728 themetCsmacd | 118 days 00:05:10.80
INT#9 D) 4028f00dF737 shemetCsmacd | 118 days 00:05:10.89
INT#10 10: 10 40a8f00dIf736 themetCsmacd | 118 days 00:05:10.88

® INTE1S 111 4023700725 netCsmacd | 116 days 00:05.08.81
INT#12 1212 4023f00dfT34 | 15: 118 days 00:08:10.89

The Interface Number, IP Address, and Description columns will remain unchanged from the General
tab.

The X column shows an indicator if this interface has a physical connector associated with the interface.

Note: If the device does not support RFC 2863 and the ifConnector Present OID, then this column will
be empty.

The MAC Address column shows the MAC address that is associated with this interface.

Note: The MAC address displayed here is the physical interface’s own MAC address, not the MAC
address of any devices connected to this interface.

The MTU column displays the MTU (Maximum Transmission Unit) of the interface. This is the largest
frame that can be transmitted or received on this interface. Typically, this will show 1500 bytes as the
maximum for normal frames, but may be above 9,000 bytes if the interface is configured for supporting
Jumbo Frames.

The Type column presents the type of interface.

The Last Changed column shows the time the interface last changed status from up to down, or from
down to up.
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Interfaces Summary Fields: CDP/LLDP Tab

Select a Device Name to get the Interfaces table to appear for the device, then select the CDP/LLDP tab
in the Interfaces table.

Devices Total Network Visibility®

ISRl Tiafic FoE STP Inventory Desciiplion Backup Support Financials Vulnerabilities

Device SNMP Oper Admin
Device Name IP Address Version Manage CPU Int Down Down Location Contact Uptime
. ’E‘ Pinot 10.00.21 v2e T SSH Web 28 21 o topsi@pathsolutions. com 116d 00h 08m

& Interfaces

General Traffic PoE STP  Details CDP-‘LLDF‘

Remote Device
P Ignore

Interface Faverite WaN  Address Description it Method  Name  Platform IP Address Interface.
® INTE1 1 ignere | CDP/LLDP | Dubonnet | Dubcrnet| 10.0.0.22 =
INTE2
INTE3
INT#4
INTES
INTEG
INTET
INT#E
INTED

Each interface is queried for CDP and LLDP information and displays exactly what device and OS version
is connected to that switch/router interface. To view CDP/LLDP information on an interface, select a
switch. You will then see all of the interfaces. Select the sub-tab named CDP/LLDP.

If you see some information displayed, it means that the connected device is providing CDP/LLDP
information and should display the remote device’s interface that connects to the local switch interface,
the remote device’s IP address, platform, name, and method (CDP or LLDP).

Note: *Cisco CDP only shows other Cisco CDP Devices
*LLDP Devices (Including configured Cisco Device) may show other LLDP devices
*Some Devices (Enterasys/Extreme, HP) show both CDP and LLDP
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Interfaces Summary Fields: Connected Tab

Select a Device Name to get the Interfaces table to appear for the device, then select the Connected tab
in the Interfaces table.

The Connected tab includes the following fields. The Interface Number, IP Address, and Description
columns.

Note: The results for the Connected tab will show up differently depending if the device is a switch or
not.

Ethernet Switch Results

Devices Total Network Visibility®

“« » [(SOPN Trafic PoE STP Invenfory Descripion Backup Support Financials Vulnerabilities

Device SNMP Oper Admin
Device Name IP Address  Version Manage CPU Int Down Down Location Contact Uptime

ns.com 116d 00h 08m

®[&] Pinat 10.0.021 vZe | Tehwt SSH B 2 o

& Interfaces

General Trafic PoE STP Detils CDP/LLDP [auEse]

Update

2 1gners
Interface Favorts  wan  Address Description mt Devices connected to this switch port

® INT#1 Favorte | WAN 11 gnars N E-AE — 10.0.0.39 — 10.0.0.22 [ E=Q
N 8-90 — 10.0.0.243 — 10.0.0.243 [0 (BT
N — 10.0.0.2 — santacisra pathsolutions.local gl e
M : 00-1D-B2S 0 — 10.0.0.20 — chardonnay pathsolutions. local [feraed o)

87 — 1000127 Scan

— jagermeister pathsalutions ocal (SRS I

controller pathsalutions.jocal ([0 (E2N)
Scan

P
0 pathsolutions local

0
o
55 — 10.0.0.30 — haptrl. pathsolutions loca! ([Enpey B2

IR

Note: The Connect, Scan and Domain links shown in the screenshot only appear if you have the
TotalView Security Operations Manager product, and may not be included in your
license. Contact sales@pathsolutions.com for more information.

The last column will show the VLAN associated with the device connected, followed by the MAC address
and IP address (if found in router/server ARP caches). MAC address manufacturers are identified by
hovering over the MAC address.

Reverse-DNS lookups for devices connected to switch ports are shown automatically for devices that
have reverse-DNS names.

IP addresses can be selected on to look up flows associated with the device to determine whom it is
communicating with.

Note: If the results are blank, or the information is not as expected, select the Update button to collect
the current bridge table, MAC addresses, and ARP cache information from network equipment.
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Device Overall Statistics

Below the Interface Summary Fields Table (shown on the previous pages) is a view of the overall
statistics for the device:

You can view the current or historical information for the aggregate utilization for the device. Drag the
Yellow bubble to move or decrease or increase the historical data you want to see.

This is valuable for determining when the device is passing more or less traffic. This equates to a graph
showing how much work was performed by the device over time, and is useful for determining when to
schedule downtime for the device.
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If the device is a Cisco router or switch, the CPU utilization and Free RAM is also displayed.

Device MOS, Latency, Jitter, and Loss graphs are displayed below the utilization and CPU graphs.

The device’s routing table is displayed below the graphs.

a
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If the device is a Cisco device, additional chassis information will be displayed below the routing table.

Device overall utilization traffic information is displayed next.

Device Notes
Notes can be added to a device so you can track when you performed work on a device.
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Note:

Note:

If you have authentication turned on, then the Username field will use the logged in user who
entered the note.

The notes are stored in comma separated values (CSV) format in the following directory:
C.\Program Fil es (x86)\ Pat hSol uti ons\ Tot al Vi ewA Not es

You can edit the files with any text editor like Notepad or use Excel to open the file in CSV
format.

The filename for device notes is the IP address of the device. For example, the notes for
device 38.102.148.163 would be stored in filename 38.102.148.163.csv.
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Interface Details
If you select an interface number, you will see details about that specific interface.

The errors graph in addition to the utilization graph will be displayed to correlate periods of high packet
loss with high utilization.

From this page, you can view all information about an interface’s performance.
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Utilization Graphs
The utilization graphs provide both current (daily) as well as historical utilization of an interface. Select
and drag the yellow bars on the graph to change the historical timeframe you are viewing.

You can also view the information in bits per second, percent utilization, or peak percent utilization. If
there is a dotted line overlay on a graph, it shows a trend developing over time (increasing or decreasing).

In the History view, the left and right edges of the yellow bubble can be stretched or shrunk to display
different date ranges. You can also move the bubble right and left, to see different time ranges.

Exporting Utilization Graph Data for an Interface
The Download Excel button allows you to download all the graph data into an .xIs file for charting and

graphing with a spreadsheet.
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QueueVision®

If the interface is on a Cisco router configured for class-based QoS (CBQOS) with Modular QoS CLI, then
the queues will show below the packet loss graph along with their queue match criteria.

- Queues

Queue: VOICE (High priority VoIP RTF)

£ Match dscp af13 (14)

@ Policy Match @ Gueue Drop

Queue: class-default

Bits

Match any

@ Policy Match @ Queue Drop

Outbound QueueVision

Class-Based Quality of Service (CBQo5): WAN-EDGE | Serial interface policies)

PolicyMap WAN-EDGE (Serial interface policies)
ClassMap VOICE (High priority VoIP RTP) 3951541728 5156400
queueing
matchStatement Match dscp af13 (14)
ClassMap class-default 1261004682 1453462348
queueing
matchStatement Match any

The first number is the number of bytes handled by the policy (Class map). This references the
PostPolicyBytes variable on the device relating to the queue.

The second number is the number of bytes dropped out of the queue. This references DroppedBytes on
the device relating to the queue.
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Network Prescription

Below the Utilization graph is the Network Prescription for the interface. This is an analysis of any
problems that exist on the interface, including errors and utilization.

\o- Network Prescription X Suppress Errors X Clear errors

s

=

Inbound Unknown Protocols exist on this interface

This interface received a valid frame with a protocol that was unrecognized. (Example: If AppleTalk, IPX, or IPvE is configured on two devices, these two devices will send broadcasts to
each other. All other devices on the network will also receive the broadcast frames. These devices will not kn at to do with the packets and will discard them.) If you encounter a lot of
nbound Unknown Protocols on an interface, you should consider setfing up V0LANs and separaling devices that don't need fo communicate via other protocols. Broadcasts can steal CPU
attenfion on a machine {each broadcast generates a system interrupt and requires the CPU to evaluate the frame). If your network is saturated with many protocols, up to 5% of your
computer's CPU cycles can be dedicated to processing and discarding these broadcast packets.

Inbound Errors exist on this interface

nbound errors are packets that are mal-formed, but are enclosed in a valid frame. This can be caused by a bad NIC driver or protocol driver on the sending device. To frack down this
error, you will need to connect a packet analyzer in front of this interface fo capture the actual mal-formed packet to determine which device is at fault

Inbound Discards exist on this interface

nbound packets had to be discarded because of a lack of available packet receive buffers. This can indicate that the device's internal CPU may be unable to process all of the inbound
data that it is receiving.

Collisions exist on this interface

This can be eliminated by configuring the interface and device to work in full-duplex mode. This may not be possible if more than one device is connected to this interface. I this interface
is plugged into a single device, then full-duplex may be enabled {providing the network card can recognize full duplex). If this interface has a hub plugged in, then full-duplex operation
cannot be enabled

Interface configured for half-duplex operation

This interface should be configured for full-duplex operation fo prevent collisions from occurring and emor rates rising.

Interface Notes

Below the Prescription and near the bottom of the screen. Notes can be added to an interface so you can
track when you performed work on an interface.

|4 AddaMNote

Enter & nofe

25E characlars ket

Clear smrore an all Interfacse on this devics

Note:

Note:

If you have authentication turned on, then the Username field will use the logged in user who
entered the note.

The notes are stored in comma separated values (CSV) format in the following directory:
C:\Program Fil es (x86)\ Pat hSol uti ons\ Tot al Vi ew\ Not es

You can edit the files with any text editor like Notepad or use Excel to open the file in CSV
format.

The filename for device notes is the IP address of the device. For example, the notes for device
38.102.148.163 interface #2 would be stored in filename 38.102.148.163-2.csv.
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View Error Counters

Select the View Error Counters button to the right of the Packet loss graph to view a list of all 19 error
counters that are collected on the interface.

! Errors

Packet Loss

© Hide Error Counters

Official definition: A count of frames received on a particular interface that are an integral
number of octets in length but do not pass the FCS (Frame Check Sequence) check. The
count represented by an instance of this object is incremented when the frameCheckError
status is returned by the MAC service to the LLC (or other MAC user). Received frames for
which multiple error conditions obtain are, according to the conventions of IEEE 802.3 Layer

Basic definition: An FCS error is a legal sized frame with a bad frame check sequence

Cause 1. FCS errors can be caused by a duplex mismatch on a link. Check to make sure

Cause 2: Sometimes FCS errors will incremant when there is inducad noise on the physical

electrical motor turning on, EMI radiation, etc.). Make sure your physical wiring is safe from

Cause 3: If you notice that FCS Errors increases, and Alignment Errors increase, attempt to

Cause 4: If you see FCS errors increase, check the netwerk cards and transceivers on that
segment. A failing network card or transceiver may transmit a proper frame, but garble the

Cause 5: Check network driver software on that segment. If a network driver is bad or
corrupt, it may calculate the CRC incorrectly. and cause listening machines to detect an

Cause 6: If you have an Ethernet cable that is too short (less than 0.5meters), FCS errors

Cause 7. If you have an Ethernet cable that is too long (more than 100meters), FCS errors

Cause 8: If you are using 10Base-2, and have poor termination, or poor grounding, FCS

4
2
w
@ Emors
Errors Errors per Packet  FCSErrors (Rare event)
Error Counter Tracked Type Current Total Current Average
Inbound Unknown Protocols Comman 0 0 - -
Inbound Discards . Rare 0 0 - -
Management, counted exclusively according to the error status presented to the LLC.
Inbound Errors L] Rare a 1 -| 0.000%
Outbound Discards [ ] Rare a 167 - 0.004% (CRC error). An FCS error can be caused by a duplex mismatch, faulty NIC or driver,
cabling, hub. or induced noise
Qutbound Errors . Comman a a - -
What you should do to fix this problem:
Outbound Queue Length Reference 0 0 - -
single Collision Frames . Commen 0 0 - - that both interfaces on this link have the same duplex setting
Multiple Collision Frames . Rare 0 0 - -
P cable. Perform a cable test. Check the environmeant for electrical changes (industrial
Deferred Transmissions . Common 0 167 - 0.004% ar
Electro-magnetic interference.
Carrier Sense Errors . Rare 0 0 - -
solve the Alignment error problem first. Alignment errors can cause FCS errors.
Excessive Collisions . Rare 0 0 - -
Alignment Errors L] Rare 0 0 - -
data inside, causing a FCS error to be detected by listening machines
FCS Errors L] Rare 0 239,113 - 6.290%
SQE Test Errors . Rare a a - -
FCS Error.
Late Collisions . Rare a a - -
Internal MAC Transmit Errors . Rare 0 0 - - can be generated.
Frame Too Longs . Rare 0 0 - -
can be generated.
MAC Receive Errors . Rare 0 0 - -
Symbol Errors ® Ras 0 0 - -| o= cankeljenatated
Errors Total 0 310604 0000% 8A171%

If you select an error counter name, it will display the official IEEE definition in the engineer’s library to the
right along with a more basic definition and what should be done to fix the problem.
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Favorites Tab

If you have specific interfaces that you want to group together to view from one page, they can be added
to the “Favorites” tab.

Favorites Total Network Visibility®
iterfaces List
Last Foll

Desce L2=t yflization

P Interface Interface  View Current  Poll

Address Number Description Speed Utilization  Errors  Tx  Rx

10001 |Int#3 | Gi1/0/1: GigabitEthemet 1/ (Firewall PA -450) 1.000,000,000 | View Current | 0.00% | 0.02% | 0.03%
a| 10002 |Int#2 | FsOi: FastSthernetd/0 100,000,000 | View Current | 0.00% | 0.01% | 0.015%
e | 105002 | Int#l | Seli/0: SeraltVoio 512,000 | View Current | 0.00% | 1409 | 2.02%

108505 | Int#6 | ethemeti/i: athemeti/1 (Internat (ATAT)) 1,000,000,000 | View Current | 0.00% | 0.02% | 0.02%

103505 Int#7 | ethemetl/2Z: ethemet1/2 (Inside (Transit Network) 1.000,000,000 | View Current | 0.00% | 0.03% | 0.02%

105101 | Int#6 | ethemeti/t: ethemeti/1 (ATAT GigaFiber) 1,000,000,000 | View Current | 0.00% | 0.02% | 0.02%

1051.0.1 | Int#7 | ethemeti/Z: athemet1/2 (Insida LAN) 1,000,000,000 | View Current | 0.00% | 0.03% | 0.02%

This page displays the most recent utilization that was seen during the last polling period of all favorite
interfaces.

If you select the View Current Utilization link for one of the devices, the Current Utilization Widget for
that device will pop up. You can drag that window anywhere on your screen and monitor its tx and rx over
time.

How to Add an Interface to the Favorites List

To add an interface to the favorites list, select Favorite in the General sub-tab under the Device List tab.
You will be presented with a dialog confirming your selection.

Devices Total Network Visibility®
MBS Trafic PoE STP Inyentory Descripion Backup Support Financials Vulnerabilities

Device SNMP Oper Admin
IP Address  Version Manage CPU Int Down Down Location Contact Uptime

10.00.21 w2e | Tebnet SSH Web 28 21 o athsoiutions.com 1164 00h 08m

ces

ESEE N Traffic PoE STP  Details CODPILLDP  Connected

Peak  Feak Daily
Daily  Utilization Fort Status
] ignore Exror Interface VLAN

Favorle | WaN  Address Description w  Rate Tx  Rx Speed Duplex 1D Admin Oper  Control
it NAN 11 Ignore | 0.300% | 0.016% | 1.208%  1,000,000,000 Ful 1 up up chy
2:2 g 0% | 0.000% | 0.000% up down

0.000% | 0.000% up | down

1

3 X 1
44 0.J00% | 0.000% | 0.000% 1 up | down
55 0.300% | 0.000% | 0.000% 1 up | down
&8 0.J00% | 0.000% | 0.000% 1 up | down
T 0.300% | 0.000% | 0.000% - - 1 up | down
5 0.300% | 0.000% | 0.000% 1 up | down
a8 0.300% | 0.000% | 0.000% 1 up | down
10: 10 0.300% | 0.000% | D.000% = 1 up | down
1 100% | 0.008% | 0.000%  100,000.000 | Ful 1 up up
1212 g .100% | 0.000% | 0.000% - 1 up | down
1312 gnore | 0.J00% | 1.267% | D.015% | 1.000,000.000 | Fu 1 up up
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Select OK to add the interface to the Favorites tab or Cancel if you do not want to do so.

If Favorite is greyed out for an interface, it means the interface is already on the Favorites tab.

Note: The web interface must be in unlocked mode to be able to add an interface to the Favorites List.
See the Administration Guide on how to use the Configuration Tool to unlock the web interface.

How to Remove an Interface from the Favorites List

To remove an interface from the Favorites List, use the Configuration Tool. See the Administration Guide
on how to remove Favorites.
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Issues Tab

Interfaces that have peak utilization rates or error rates that are over the threshold will be listed under the
Issues tab.

The threshold levels are displayed at the top of this table for reference.

If the error rate or peak utilization rate is over the threshold, it will be displayed in red for easy
determination of the interface problem.

Use the drop-down in the upper right corner to view specific groups of issues or choose All to view all
issues in all groups.

You can select the interface number to jump to the interface details page and view the utilization and
error information.

Note: Interfaces that have been over threshold sometime in the past 24 hours are listed. Interfaces will
roll off of the issues list if it is under the error rate and utilization rate for a full 24 hours
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NetFlow Tab

TotalView’s License Unlimited NetFlow capability permits an unlimited number of interfaces to be added,
monitored and viewed from the NetFlow tab. The initial view shows interface daily utilization, transmitted
and received. If you select into a graph, it will show you who used the bandwidth at that time and what

they were doing.

If you select View Flows under any named device, it will show you the most recent flows received on the
interface at the top, followed by the flow stats.

On this screen, the top graph shows the flow volume over time. You can toggle here between transmitted
and received data.

If you select a timeslot on the graph, it will pullup the Interface Flows Report and show you the volume of
flows that were happening at that time. A vertical red line will show you the selected timesiot.
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The next section of the screen, pie charts, shows you NetFlow data, segmented by the percent of

protocol, port/service, DSCP/TOS, and the top 10 IP addresses.

The last section of the screen shows each event’s source and destination IP addresses, ports, bytes,

packets, DSCP/TOS and flow durations.

Reverse DNS lookups are provided in the Destination Address field.

Notice the Excel export button is at the top left of this table. You can export the NetFlow data tables for

spreadsheets.

\

Note: If you desire to include specific interfaces that are not displayed in on the NetFlow tab, this can
be accomplished by using the Config Tool and selecting the NetFlow tab. You can add, change,
or delete any interfaces there as well as sort them in order by using the Shift Up or Shift Down

keys. See Configuration section for details.

Add Netflow interface

X

IP address: |10.0.0.1 (Syrah)

Interface number: ’E

OK

Cancel

-]
=i
|
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NBAR Tab

If a Cisco router has Network Based Application Reporting (NBAR) configured, TotalView will
automatically detect this and show the devices and interfaces on the NBAR tab:

If you click on the “NBAR?” link at the right side of the table, it will show you the NBAR protocol statistics
that have passed through the interface:
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BGP Tab

The system will automatically detect BGP Neighbors configured on routers. They will show up on the
BGP Tab:

This page automatically updates every 10 seconds so if a status changes, you will have immediate
update of that status.

Page 57



PathSolutions User Manual TotalView 14.1

IPAM Tab
For IP Address Management (IPAM), this tab provides a searchable list of subnets in the network.
Address usage information is automatically queried from Microsoft DHCP servers.

To examine a subnet, select a subnet listed on the left-hand side, or enter one into the search field, to
pullup the stats on how that subnet has been allocated. Details include: VLAN name, number, usable IP
addresses, available IP addresses, type (subnet or static), device manufacturers, lease, last seen, and

whether connected.
IPAM * Visibility®

DHCP information updated as of. 11232023, 22458 PM ¢ idge

Subnet DHCP Scope
Allocat ®hlccated 2

Allocated
®Auilable 2 @ Avzilable 117

Manufacturer

Hover over any name in the table, to see even more details about that item.

Sunnyvale Current | Int £5

Cisco 105 Software, 1841 Software (C1841-ADVENTERPRISEKS-M), Version 13.0{1)M10, RE
Technical Support: hitpy!fwww.cisco.com/techsupport

Copyright (c) 1986-2013 by Cisco Systems, Inc.

Compiled Tue 286-Feb-13 12:28 by prod_rel_team

Notice the Excel button is available at the upper right, to download the report to a spreadsheet, and
notice the buttons in the same place, to refresh the data as needed from DHCP and Bridge.

Selecting any IP address on the IPAM tab brings up the NetFlow details about the data flows to and from
that IP address, what IP addresses it has communicated with, and when.
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NetFlow Security Alerting is included in the table. If any data flows have a medium or high risk, the
rows will be shaded yellow or red, respectively.

For each flow that involves an external flow, you see the location of the remote end (City and Country) as
well as the security threat level of the remote IP address. From this table, if you select a link listed under
the Location column, it will show the geolocation of that IP address on a Google Map.
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Top-10 Tab

The Top-10 tab provides you with overall network information for all monitored interfaces. This section is
handy for determining what is occurring on the network regarding errors, utilization, and broadcast levels.

Top 10: Errors
The top 10 interfaces with the highest error rates are listed under the Top-10 tab, in the Errors sub-tab.

This sub-tab allows you to see what interfaces have errors that are approaching the error threshold.

Select the interface number to jump to the interface details page and view the utilization and error
information.

You can also modify the output to view your preferred Scope or device Groups by using the drop-down
menu on the right-hand side. The Scope drop-down menu will allow you to either see Peak Daily Highest
Error Rate within the last 24 hours or the Last Poll Error Rate within the last 5 minutes.

If a problem is currently happening on the network it's valuable to know which interfaces are currently
showing the highest utilization or error rates. The Last 5 Minute Poll allows you to target the right
impingement points in the network and get the root-cause of the problem fixed rapidly.
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Top 10: Transmitters

The top 10 interfaces with the Highest Daily Transmitted Rates sorted by Utilization are listed under the
Transmitters sub-tab.

This sub-tab allows you to see what interfaces physically transmit the most data regardless of interface
speed.

You can select the interface number to jump to the interface details page and view the utilization and
error information.

Group: All -

You can modify the output to view your preferred Scope or Group devices by using the drop-down menu
on the right-hand side.

You can also modify the output to view your preferred scope, by using the Scope drop-down menu on the
right-hand side, Select from one of the following options: the Peak Daily Highest Error Rate within the
last 24 hours; the Last Poll Error Rate within the last 5 minutes; the 95" Percentile Highest Daily
Transmitted Rates; Raw Data, or Broadcasts with The Highest Transmitted Broadcast Percentage.

S
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Top 10: Receivers
The top 10 interfaces with the highest daily received rates are listed under the Receivers sub-tab.

This sub-tab allows you to see what interfaces physically receive the most data regardless of interface
speed.

Select the interface number if you want to jump to the interface details page and view the utilization and
error information.

fisibility®

Group: All -

You can modify the output to view your preferred Scope or Group devices by using the drop-down menu
on the right-hand side.

You can also modify the output by using the Scope drop-down menu on the right-hand side. Select from
one of the following options: the Peak Dailx Highest Error Rate within the last 24 hours; the Last Poll
Error Rate within the last 5 minutes; the 95" Percentile Highest Daily Transmitted Rates; Raw Data, or
Broadcasts with The Highest Transmitted Broadcast Percentage.

S

Note: If you have an interface that is receiving a high level of broadcasts, investigate the device that is
connected to it to determine why it is transmitting a lot of broadcasts.
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Top 10: Latency
The top 10 devices with the highest daily latency are listed under the Latency sub-tab.

This sub-tab allows you to see which devices have the highest latency sorted by latency.

You can select the Device to jump to the Device Overall Statistics page and view the Latency, Jitter,
and Packet Loss details.

Top-10 Total Network Visibility®

lency Graup: All bl

Peak Peak Peak
Daily Daily Daily
Latency  Jitter L

You can also modify the output to view your preferred device Groups by using the drop-down menu on
the right-hand side.
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Top 10: Jitter
The top 10 devices with the highest daily Jitter are listed under the Jitter sub-tab.

This tab allows you to see which devices have the highest daily Jitter sorted by Jitter.

You can select the device to jump to the Device Overall Statistics page and view the Latency, Jitter,
and Packet Loss details.

You can also modify the output to view your preferred device Group by using the drop-down menu on the
right-hand side.

Top 10: Loss
The top 10 devices with the highest daily packet loss are listed under the Loss sub-tab.

This tab allows you to see which devices have the highest packet loss sorted by packet loss.

You can select the device to jump to the Device Overall Statistics page and view the Latency, Jitter,
and Packet Loss details.

You can also modify the output to view your preferred device Groups by using the drop-down menu on
the right-hand side.
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WAN Tab

This section will automatically display WAN interfaces that are slower than 10meg, sorted by the 95"
percentile.

Note: The list of WAN interfaces on this list is automatically generated by the system. If you desire to
include specific WAN interfaces that are not displayed in this list, this can be accomplished by
using the Config Tool and selecting the WAN Tab. You can add, change, or delete any
interfaces there.

You can also editing the WAN.cfg file manually. This file is located in the following directory:

C. \Program Fi |l es (x86)\ Pat hSol uti ons\ Tot al Vi ewhA WAN. cf g

Edit this file with a text editor (like Notepad) and add the IP address and interface for each WAN
interface that you want the program to list. The IP address and interface number should be
separated by at least one <TAB> character. Save the file and then stop and re-start the
PathSolutions TotalView service to have it take effect.
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Interfaces

Under the Network Interfaces tab, the Interfaces section identifies interfaces with specific conditions.

Trunk Ports

This report shows all interfaces that have multiple MAC addresses showing on the interface. A trunk port
is one that has more than 4 MAC addresses. The report is sorted by the number of MAC addresses so
you can view the most critical interconnects in your network at the top, and evaluate which ones have

high utilization along with high packet loss.

Interfaces

VTR <10meg 10meg 100meg 1gig 10gig >100gig OperDown AdminDown Unknown Protocols — Half Duplex

Interfaces With More than 3 MAC addresses sorted by number of MAC addresses

Device Name Device IP Address  Interface Number Description

® Syrah 10,001 Int #37 Po3: Port-channeid (Port Channel to Michelcb)
® txswd-closet 10.51.0.3 Int #3 Port 2: Port 2 (Uplink to Office)

® txswi-lab-PoE 105102 Int 28 8:5 Gigabit - Leved (Uplink)

» txswdfwab 10.51.0.5 Int #2 2:2 Gigabit - Level

® Chardonnay 100020 Int #26 28:28

* Merlot 100022 Int #1 11

® Pinot 10.0.021 Int #1 1:1

® Muscat 100023 Int #21 212

* Michelob 100012 Int #363088752 port-channel1: port-channel 1 {Trunk to Syrah)
® Riesling 10.0.0.28 Int #1 sthernet!/1/1: GigabitEthemat1/1/1

& Chiznt nannan Int 4 1

Sub-10Meg

This report shows all interfaces that are configured under 10meg Ethernet
critical WAN interfaces that need to be tracked more closely.

Interfaces

E Trunk Ports [ESUREEN 10meg 100meg 1gip 10gig >100gig OperDown AdminDown Unknown Protocols Half Duplex

Under 10 Meginterface List sorted by Peak Daily Utilization Rate

Device Name: Device IP Address  Interface Number Description

® Sunnyvale 105002 Int #1 S20/0i0: Seral000

* Pacifica 10.504.1 Int #1 Se0/0/0: Serial0N

® AustinRTR 10510254 Int #1 S2011/0: Sersl0NT

@ DallasRtR 10.51.20.1 Int #1 820/1/0: Serial0A/0 (WAN link to Austn)
® DallasRIR 1051.20.1 Int & Se0/0/0:0: Seral0/TD:0 (WAN link to Houston)
® HoustonRIR 1051.20.1 Int#2 S20/1/0: SerisloN D

® Alsace 100028 Int #1 S20/0/0: SerislOO

# Chicaga 106001 Int #1 Se0/0/0: Serisl0

® santaClara 10002 Int #1 S20/0/0: Serial0N

® DallasRiR 1051.20.1 Int #5 T1 0/G/0: T1 000

10 tots| Uinder 10 Weg interface:

Total Network Visibility®

<

. These interfaces may be

Total Network Visibility®

@
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10Meg Interface Report
This report shows all interfaces that are configured for 10meg Ethernet.

Interfaces Total Network Visibilitys:

B e ®

10 Meginterface List sorted by Peak Daily Utilization Rate

Device Name Device IP Address  Interface Number Description

® txswz-iab 105104 Int#14 1414 G sl (Game PO

® syswi-office 10.50.0.142 Int#5 Port 5: Port 5

® syswi-office 10.50.0.142 Int£2 Fort 2: Port 2 (Gaming PC

® sviwl 1050.0.1 Int £10 port1d: part1d

® RuckusAP 10006 Int £28 brl: brd

® PS-PTRI 100.0.30 int #2 Ethemat

® Pinot 100.0.21 It #15 15: 15

® IDRAC-149XCV2 10.0.0.137 Int #1 Iz lo

® idrac-CTZPKD3 10.200.10.10 Int #1 Io: lo

® Chardonnay 105042 Int #19 1@ 18

® Pacifica 105041 Int£3 Falii: FastEthemet0l1

® UBNT 10.50.0.174 Int 1 lo: lo

Since virtually all network adapters that have been sold in the past 20 years are both 10meg and 100meg
capable, this report discloses interfaces that are configured for 10meg. Network performance can be
generally improved by changing these adapters to use 100meg speeds instead of 10meg.

Note: Even if a network link has low utilization, it can still benefit from upgrading to 100meg, as the
latency to stream small chunks of data across a 10meg link can be reduced significantly by
increasing the bandwidth ten-fold.

100Meg Interface Report
This report shows all interfaces that are configured for 100meg Ethernet.

Interfaces Total Network Visibility®
@
100 Meginterface List sorted by Peak Daily Utilization Rate
Device Name. Device IF Address  Interface Number Description
® txswd-closet 10.51.0.3 Int £7
® HardCider 10.50.0.7 Int #2
® txsw2-lab 10.51.04 Int #16
® Syrah 10.00.1 It #24 Gi1/0/22: GigakitEthemet 110122 (Part Channel to Nexus)
® Syrah 10.0.0.1 Int £36 Fa2: Port-channalZ (Part Channel to Nexus)
@ Palomino 10.00.28 Int #1 Fal/: FastEthemet(i1
® Palomino 10.00.28 Int#£2 Fal/z: FastEthematli2
® Franc 10.0.0.27 Int £2 Fail/i: FastEthemetii1
® txsw-lab 10.51.04 Int#11 11: 11 Gigabit - Level (Cisco Lsb RTR)
® Burgundy 10.0.0.18 Int #1 1:0]
® Franc 10.0.0.27 Int #4 Fall: FastEthemet(/
® Burgundy 10.0.0.18 It #5 55
@ HardCider 10.50.0.7 Int #4 port4 {INVALID)

The highest utilized of these interfaces should be considered for upgrading to Gigabit Ethernet.

Note: Even if a network link has low utilization, it can still benefit from upgrading to Gigabit Ethernet, as
the latency to stream small chunks of data across a 100meg link can be reduced significantly by
increasing the bandwidth ten-fold.

Note: Another consideration is that an interface that shows 20% peak utilization (during a 5 minute poll
period) may actually have been 100% utilized for 1 minute of that 5 minute poll period, and 0%
utilization for the remaining 4 minutes. Review the interface usage graph and/or reduce your poll
frequency to see more granular historical utilization of interfaces.
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1Gig Interface Report
This report shows all interfaces that are configured for 1Gigabit Ethernet.

Interfaces

H Trunk Ports  <i0meg 10meg 100meg [REVSN 10gig > 100gig OperDown Admin Down Unknown Protocols Half Duplex

1 Gigabitinterface List sorted by Peak Daily Utilization Rate

Device Name Device IP Address  Interface Number Description
® pxfnd 10.51.01 Int #6 ethernet1/1: ethermnet1/1 (ATET GigaFiber)
® txfwl 1051.0.1 Int &7 sthermet]Z: sthemet ide LAN)

® trswd-closet 1051.0.3 Int #8 Port 8: Port § (T

® txswd-closet 10.61.03 Int #3 Port 3: Port 2 (Uplink to Office]

® Aruba-7030 1051.0.8 Int#1 ZEQDD: Gigabit-Level (Gigabit-Leved)

® txswi-lab-PoE 1051.0.2 Int #8 8: 8 Gigabit - Level (Uplink)

® txswz-lab 10.51.0.4 Int#1 1: 1 Gigabit - Level (Link to Lab FoE)

® tyswi-lab-FoE 10.51.0.2 Int £4 4 4 Gigabi - Level (Arubs AF)

® txsw2-lab 10.51.04 Int #24 24 24 Gigal el (Uplink to Closet]

® txsw2-iab 1051.0.4 Int#15 15: 15 Gigat el (Aruba 7020 Cantralier)
® txsw2-lab 1051.0.4 Int#13 13: 13 Gigat achock
® txswz-lab 10.51.0.4 Int£3 3 3 Gigabit - Level (Drobo)

Total Netwark VisibilityS

o

The highest utilized of these interfaces should be considered for upgrading to 10Gigabit Ethernet.

Note: Even if a network link has low utilization, it can still benefit from upgrading to 10Gigabit Ethernet,
as the latency to stream small chunks of data across a Gigabit link can be reduced significantly

by increasing the bandwidth ten-fold.

10Gig Interface Report
This report shows all interfaces that are configured for 10-Gigabit Ethernet.

Interfaces

5| T - ErETrTr————

10 Gigabitinterface List sorted by Peak Daily Utilization Rate

Device Name: Device IP Address  Interface Number Description
 Michelob 1000.12 Int #436212736 Ethernat1/11: Ethematti 11 (Viware 10.1 Net}
® Michelob 10.00.12 Int #436212224 Ethernet 1/10: Et 110 (VMware 10.1 Net)
® dev-ubnt-its01 10.1.0.26 Int #2 /MXNETS Ethemet Controller
® dev-rhelB5-01 10.1.027 Int #£2

41 abit interfaces displayed

Over 100Gig Interface Report
This report shows all interfaces that are configured for Ethernet over 100 Gigabit.

Interfaces

S| T . ETTT———

Above 100 Gigabitinterface List sorted by Peak Daily Utilization Rate

Device Name. Device IP Address  Interface Number Description
# Syrah 10.00.1 Int £31 StackPort1: StackPort1
1 total Above 100 Gig réace: y

Total Network Visibility®

o

Total Network Visibility®

<4
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Operationally Down Interface Report

Operationally down interfaces are listed under the Oper Down tab. When the number of operationally
down ports gets too low, additional switch ports should be acquired.

Interfaces Total Network Visibility®

E Trunk Ports  <10meg 10meg 100meg 1gig 10gig >100 gig [RECTUsEWl Admin Down  Unknown Protocols  Half Duplex o

‘Operationally Down Interface List sorted by Last Used

Device Name Device IP Address  Interface Number Description
hamzss 10.88.0.4 Int#2 VAN 2
hgmxss 10.86.0.4 Int#4 porté: port4
hamzss 10.88.0.4 Int#5 parts: poris
hamzxss 10.86.0.4 Int #6 ports: ports
hgmxss 10.86.0.4 Int#7 port7: port?
homaxss 10.86.0.4 Int#8 ports: poriz
hgmxss 10.86.0.4 Int#3 portg: portd
homaxss 10.86.0.4 Int#10 port10: portt0
hgmaxss 108604 Int#1 port11: part1t
homaxss 10.86.0.4 Int#12 port12: portt2
sviwl 10.50.0.1 Int#2 VAN 2
sufwl 10.50.0.1 Int#3 port3: port2

This list displays all available (operationally shut down) interfaces on your network, including:

Device name

Device IP Address
Interface Number
Interface Description
Interface Type

Interface Time Last Used

Administratively Shut Down Interface Report
Interfaces that have been Administratively shut down are listed under the Admin Down tab.

Interfaces Total Network Visibility=:

H TrnkPorts  <10meg 10meg 100meg 1gig 10gig >100gig Oper Down [EEIURIEMEN Unknown Profocols  Half Duplex i

Administratively Down Interface List sorted by Last Used

Device Name Device IP Address  Interface Number Description
scrappy 101013 Int £2 athermet_32768: Microsoft Kemel Debug Nebwork Adapter (Local Ares Connection® 1)
UBNT 10.50.0.174 Int #5 teq)0: tegi0
sviwl 10.50.0.250 Int #9 ethemetl/4: ethemet14
sviwl 10.50.0.250 Int 8 athemetl/3: ethemet1/3

viw 10.50.0.250 Int #4 ha: ha2

e 10.50.0.250 Int £3 hat: hat

fw 10.50.0.250 Int #1 dedicated-hal: dedicated-hat
vt 10.50.0.250 Int #13 athemetl/B: ethemet1/3

fwl 10.50.0.250 Int £2 dedicated-haz: cadicated-ha2
viwl 10.50.0.250 Int#12 ethemet!/7: gthemet]T
vinl 10.60.0.250 Int #11 ethemet!/B: ethemet 18

This list displays interfaces that have been administratively shut down and will not function unless the
interface is enabled and brought back online by the administrator.
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Unknown Protocols

This report shows all interfaces that received a valid frame with unknown protocols. Knowing which
interfaces have devices transmitting strange protocols (IPX, AppleTalk, etc.) can be valuable for reducing
unnecessary broadcasts on your network. This report will disclose the interfaces that are currently
discarding packets.

Interfaces Tatal Network Visibility®

Interfaces Currently Showing Unknown Protocols sorted by Peak Daily Error Rate
Device Name Device IP Address  Interface Number Description

® SantaClara 10.0.0.2 Int £2 Fa0/l: FastEthemet0/0

® Syrah 10.0.0.1 Int #£24

® tempranillo 10.0.0.7 Int #1

® tempranillo 10.0.0.7 Int £3

® Palomino 10.0.0.28 Int £1 Fa/1: FastEthemetOi1

® Alsace 10.0.0.28 Int £2 FaliD: FastEthemet0i0

® Chicago 10.60.0.1 Int £2 Fa/D: FastEthemet0i0

® AustinRTR 10.51.0.254 Int £2 Fa0/l: FastEthemetDil

® DallasRR 10.51.201 Int £2 Fa0/l: FastEthemet0/0

® HoustonRiR 10.51.30.1 Int £3 Fa0/D: FastEthemet0i0

® Sunnyvale 10.50.0.2 Int £2 Fa0/l: FastEthemet0/0

For Example: If AppleTalk, IPX, or IPv6 is configured on two devices, these two devices will send
broadcasts to each other. All other devices on the network will also receive the broadcast frames. These
devices will not know what to do with the packets and will discard them.

Half Duplex Interface Report

Interfaces that are configured for half-duplex or are showing collision counters are displayed on this
report:

Interfaces Total Network Visibility®
B ®
Half Duplex Interface List sorted by Peak Daily Error Rate
Device Name Device IP Address  Interface Number Description
# SantaClara 10.0.02 Int £2 Falil: FastEthemet0in
# Chianti 10.50.0.10 Int #4 11
# Dubonnet 10.0.032 Int £28 2@ 28
# Pacifica 10.50.4.1 Int £3 Fa0i1: Fastthemet0i
# Chardonnay 105042 Int #19 1818
§ total half-duplex interfaces displayed

With modern switched networks, no interfaces should be configured for half-duplex or creating collisions
on the network. This report discloses all interfaces that are either configured for half-duplex operation or
have collision error counters.

Note: If the Duplex value shows a red asterisk (*) behind the label, it indicates that the duplex setting
could not be read from the device because the device does not support RFC 2665. In this case,
the duplex setting is estimated based on the presence or absence of collision error counters on
the interface.
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SD-WAN Monitoring Tab

TotalView’s SD-WAN monitoring report shows details about the health SD-WAN including latency and last
path change. You can filter the report by using the search field at top. The report shows the full route tree
that connects to each link endpoint as well as what occurred along that path, and alerts you to problems
with latency, loss, outages, and route changes.

Open a group to see the list of interfaces.

Select an interface to see more details.
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Tools Tab

Tools are provided to help locate IP addresses and MAC addresses on your network: IP to MAC address
search, MAC to Interface search, MAC to IP address search, Subnets and VLAN.

Before using any of the tools, you should select the Update button to collect the Bridge table and ARP
cache information from your network.

<4

This process may take more than 10 minutes depending on the size of your network and the number of
monitored devices.

After the update is complete, you can choose to download the information to an Excel spreadsheet, or
perform queries against the information.

IP to MAC Address

Determining what MAC address goes with an IP address is easy if your computer is on the same subnet
as the device, but can prove to be difficult if you have many subnets.

From the IP to MAC search screen, enter the IP address that you want to find and select Search.

If the IP address was discovered in any monitored device’s ARP cache, it will be displayed along with the
device where it was discovered.

Tools Total Network Visibility®

1P, MAC, and ARF infarmation updated =z of 3/2/2023, 4.20.37 &M Update

-----

yrah (10.0.0.1), interface £34

arleywine (10.0.0.33), interface #1

The MAC address will be displayed along with the device and interface where the MAC address was
found in the device’s ARP cache.

Page 72



PathSolutions User Manual TotalView 14.1

MAC to Interface Search

Locating where a MAC address exists on a switch port can be difficult if you have a lot of switches to
query. This can easily be done on the MAC to Interface Search screen.

Enter the MAC address that you want to search for and select Search. The MAC search will look for
device MAC addresses (PCs, servers, phones, etc.) that are connected to switches.

If the MAC address is found on a switch, you will see the Switch Name, IP address and other fields.

Notice that the MAC address was discovered on more than one interface. The MAC Addresses column
will help you to determine how many MAC addresses exist on an interface. This is useful for determining
if an interface is a switch to a switch trunk. If so, then more than one MAC address would exist on the
link. If it is the interface where the device is physically connected to then there will only be one MAC
address connected.

MAC to IP Search

If you have a MAC address and want to know what IP address it is associated with, use the Mac to IP
Search tool.

Enter the MAC address and select Search.

You should see the resulting IP address for the MAC address if it was found in any of the monitored
devices’ ARP caches

The IP address will be displayed along with the device and interface where the IP address was found in
the device’s ARP cache.
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VLAN Report
The VLAN report shows all VLANs associated with the device.

Note: Cisco switches will show the VLANs configured on those switches. Other switches will only show
VLANsS if they are in use by a device on that VLAN on an interface.
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OUI Lookup
This tab allows you to quickly look up network device manufacturers based on the OUI part of a MAC
address. For example, the example looked up “cisco”:

Unmonitored Report

This report shows all unmonitored devices, name IP address, connections, method, platform, and what
they are connected to. Select the Connect button to check their connections. This uses CDP and LLDP
to determine devices that are not currently monitored in the network. This can be helpful to detect devices
that should be added to monitoring for improved understanding/visibility to the network
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Ignoring Interfaces

There are three different ways of ignoring interfaces. In the web interface, you can ignore some if you go
to the Device List tab and select a device and then select the Ignore link towards the right-hand side of
the table for each interface number you would like to ignore.

Devices Total Netwark Visibility®
Y Trafic PoE STP lpventory Descripfion Backup Support Financials Vulnerabiliies
Device SHMP Oper  Admin
e IPAddress  Version Manage CPU Int Down Down Location Contact Uptime
10.0.021 e | T % 2 [ = com 1184 00h 08m

\‘ General Traffic PoE STP CUEN COPALLDP  Connected

State
P igners Quese  MAC
Favorte wa | Address Description mt X L Type Address  MTU Type Last Changed
1 . 40aBf00CIFFF mefCsmacd
22 . 403370043 (Csmacd
%3 . 40a8f00dif73d ethemetCsmacd
44 . 40aB700dff3c ethemetCsmacd
55 . 40a3700d72b ethemetCsmacd
6:6 . 40387004738 ethemetCsmacd y
7T . 40237004728 ethemetCsmacd | 114 days 03:03:31.50
8:8 . 40331001738 ethemetCsmacd | 116 days 00:06:10.82
L . 4023700727 ethemetCsmacd | 116 days 00:05:10.89
10:10 . 40337007368 iCsmacd | 116 day
11 . 40331004735 Csmacd | 116 day
1212 . 4028700434 emeCsmacd | 116 day
1313 . 4033100733 ethemetCsmacd | 17 day
1414 . 40a8f00diff32 ethemetCsmacd | 116 day.
15:15 . 4028700731 ethemetCsmacd | 103 days 14:10:53.89
18:16 . 402800430 ethemetCsmacd | 116 days
17:17 . 4028700726 ethemetCsmacd | 116 day.

If your web interface has been locked, you will not see the Ignore link in the Device List tab.

Note: The web interface must be in unlocked mode to be able to add an interface to the Ignored List.
See the Administration Guide on how to use the Configuration Tool to unlock the web interface.

How to Cancel Ignore

To see ignored devices again, use the Configuration Tool. See the Administration Guide on how to see
ignored interfaces again.
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H VolP Section

The VolIP section is available by choosing VoIP in the left panel menu. This will bring you to the VolP
section and tools. A navigation bar at the top of the display shows sub-tabs for phones, MOS, QoS,
SIP-Trunks and Tools.

Phones Tab

The Phones tab is in the VolIP section. TotalView makes it easy to discover where all your VolP phones
are connected to the network. The Phones tab shows each phone and the health of the connection to
the network.

Total VolP Visibility®
es discovered on the network Information updated as of: 1/28/2023, 24653 FM £ Update [

VolP Device Switch and interface where ValIP device is Connected ek Peak Daily Utilization
ily

mac
Connect  MFG Platform  VLAN PoE  Switch Interface | Interface Description addrsasas Uptime

F

ate  Duplex Tx Rix

Falycom(Zoom) DEFAULT_VLAN |  6.40'W | Dubonnet ® It #18 | 18 18 118 days 00:40:48.60 | 0.000% | Fu 0003% | 0.000%

1
[ Connect JIE% com) | 10.50.0.114 | VLAN 20 Unknown | svsw2-shed | ® Int#3 | Port3:Port3 1| 12days06:47:22.78 | 0.000% | Full" 0.018% | 0.002%
Falyoom DEFAULT_VLAN | 12.04 W | Dubonnet eint#s 20 1| 40days08:34:32.04 | 0.000% | Ful 0.000% |  0.000%
[ Cannect IS - default 1204 W | trswi-lab-PoE | @ Int#1 | 1: 1 Gigabit - Lavel (TP &¢5 Phone) 1| 81 days 02:42:07.00 | 0.000% | Ful 0.027% | 0.003%

The location of all VoIP phones in your network are detected by looking for the MAC address prefixes that
VoIP phones use.

To learn the current location of phones, select the Update button to collect the bridge tables and ARP
cache information.

In a few moments, you should see the phones in your environment along with the switch ports where they
are connected.

If you notice that there is more than one MAC address on the interface, it would indicate that a PC is
hooked up to the phone.

The error and utilization rates are shown for each switch interface to inform you of the health of these
connections.

Note: If you have VolP phones that are not showing up in the list, you can add device manufacturer
OUls (Organizationally Unique Identifier) to the OUIFilter.cfg file. Look in the Administration
Manual under “Configuring Additional OUI’s for Phone Tab” for additional information on this.

Additionally, VolP VLANs can be added to the VoiceVLAN.cfg file and any devices found on
these VLANSs will be added to this tab.
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MOS Tab
The MOS tab displays the MOS graphs for each monitored device on the network.

Device MOS Score, Latency, Jitter, and Packet Loss

TotalView can provide visibility into the DSCP, Packet Order, Latency, Jitter, Packet Loss, and MOS
score for any monitored device.

To get this information from the MOS tab, select a device by the Device Name and a report for that
device will be called that includes the MOS Score, Latency, Jitter and Packet loss graphs.

During its communications with each monitored device, PathSolutions TotalView tracks the peak and
average latency, as well as the jitter, packet loss and MOS score.

This creates the ability to monitor devices across a WAN or the Internet and know how stable the
connection is.
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This information is available below the Aggregate Peak utilization (CPU and memory graphs if itis a

Cisco device) on the device page.

MOS score to device and back

5
a
g
8 s
@
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g s
0
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® Max Latency @ Avg Latency
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e
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|
g2
o | Ll 1
0
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Packet loss to device and back
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g oew
H
§ 04w
& paw
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® Loss

If at any point there is a spike in latency, jitter, or packet loss, the graph point can be selected on to view
additional information of inter-link information between all involved devices along the path.
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QoS Tab: QueueVision®

The QoS tab reports on the Device Name, Description, and Daily Utilization fields.

QueueVision shows the QoS queues configured on Cisco routers that have MQC (Modular QoS CLI)
configured. This gives historical visibility into queue usage along a call path.

Inside a call path map, if a Cisco router configured for CBQOS is configured, it will display the queues in-
line with the interface information.
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The graphs below show that there is a high-priority VolP queue configured and a default queue.

m Queues

Queue: VOICE (High priority VoIP RTP)

Match dscp af13 (14)

Bits

@ Policy Match @ Queue Drop

Queue: class-default

Match any

Bits

® Policy Match @ Queue Drop

Outbound QueueVision

Class-Based Quality of Service (CBQo 5): WAN-EDGE | Serial interface policies)

PolicyMap WAN-EDGE (Serial interface policies)
ClassMap VOICE (High priority VoIP RTP) 3951541728 5156400
queueing
matchStatement Match dscp afl3 (14)
ClassMap class-default 2114997735 1476047304
queueing
matchStatement Match any

Calls Tab (Deprecated)

There is no longer a Calls tab in the latest version of TotalView 11. However, you can still get a Call Path
Map between endpoints for calls. Go to the Network section, then the Path tab (Network > Path) to get
the Call Path Maps.
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SIP-Trunks Tab

TotalView reports on the status, health, and performance of SIP Trunks on this tab, including latency and
last path change. You can filter the report by using the search field at top, and open/close the named
sections

QueueVision also shows the match criteria to use each queue if you select an interface.
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Tools Tab

Under the Tools sub-tab are tools that can be used to test and troubleshoot VolP environments,
specifically, under the Phone Locator, Phone Simulator, and Assessment sub-tabs.

Phone Locator
This is a tool to locate a phone on the network by entering the IP address.

Tools

U ERRLE AT Call Simulator  Assessment

Use this togl to s=arch 'l monitored ARP caches 1o locate the switch interface that has MAC address for 3 provided IP address with the fewest interfaces

IP Address

10.50.0.114

Use the falla

10.50.0.114 is connected to the svsw2-shed switch Interface #2 Port 3.

Call Simulator

The Call Simulator and Call Simulator Batch Tool are computer programs you can run when you would
like to test a VolIP call. See the section VolP Programs (on page 149) for more details.

Tools
“olP, Video. and Dats test tool Batch process generator for the Call Simulator
Download Call Simulator Download Call Simulator Batch Tool
Download Call Simulation chent { email link ) Download Call Simulator Batch Tool { mail link )

Assessment

The PathSolutions TotalView assessment module also gives you the ability to acutely analyze your
bandwidth constrained links and their QoS configuration from the Assessment sub-tab. You can
download and print a Comprehensive Assessment Report by selecting on the download button.

Tools

FPhone Locator Call Simulator QEEEEEENGEH

Total VolF assessment of all interfaces

Downiload Assessment Report

This is a single downloadable report that includes information from many different parts of the system.
This can be used as a complete VolP assessment of network conditions and errors.
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n Server Monitoring Section

From the left side panel, select the Servers tab or the Server icon. Our server monitoring operation
monitors all servers in your domain automatically (both Windows and Linux), inventories all the Servers in
your Organizational Unit (OU), shows you the server issues and provides server tools. TotalView monitors
all drives, CPUs, memory, and services. From the Windows and Linux tabs you may review the
Manufacturer, IP address, OS and CPU Type for servers, such as in the screenshot below.

Notice the spreadsheet button on the top right. You may download a spreadsheet report(s).

Iltems that have a red dot beside them indicate a problem by colorizing the problem in the report red.
Items that have a green dot have no discovered problems.

Select the Connect button beside any server, to detect what services are running. If you select a Server
Name, a miniport scan will pop-up to show you what services the Server Name has, whether Telnet,

SSH, Web, HTTPS, FTP or RDP. The open connections are in blue type. If you select one of them, you
will connect to that server’s service.

Note: To connect to Telnet, SSH, or RDP, you will need to set up your browser to recognize/support
that protocol launch link. For assistance with setting up RDP links, review this article in the
Knowledgebase: Enable Remote Desktop (RDP) Link from TotalView Ul
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Windows Tab

On the Windows report tab, by default the General view shows the Window servers’ Processes,
Services, Users, Flows, Locale, CPU, RAM, User Sessions, and partitioned disk information.

Note you can toggle open and closed different subsections, and/or can find specific servers by entering
them into the filter field at top of the table.

Select the Inventory tab to review the servers’ manufacturer, OS and CPU type. The Inventory tab
displays like the screenshot below.

The Connect tab is also available on this tab, to learn more information about that server’s
operating connections, whether Telnet, SSH, Web, HTTPS, FTP or RDP (as previously
illustrated).

The Processes links show processes on the server in more detail.

The Users links show who is logged in to a machine, their security rights and what group
memberships they are in.

The Flows links show NetFlows to and from the box, who and where is it communicating.
The Locale links show where the box is physical connected, which switch and interface.
The CPU column shows you the current aggregate CPU utilization of the server.

The RAM column shows you the amount of free RAM.

The User Session column shows how many users are logged in.

The Disks columns show how much free is on each servers’ disk(s).
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Select any Windows server by name to get a full picture of their health with graphs and diagrams.

Select Processes to get a list like this example of processes running on a server. The fields include PID,
CPU, Memory, I/O write, and User Name. There is also a Refresh button, and the ability to Kill any
process here.

ne

If you select Kill there is a fail-safe popup menu where it asks if you want to kill a process. Select Yes or
Cancel.

Select Services to get a list of services and details about their alerts, startup types and service status,
like this example. The interface allows for you to start, stop, pause and resume services here.

If an item has a dot under the Alert column, that means an alert has been setup to notify an administrator
if a service has been started, stopped, paused, or resumed.
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Select Users to get a list of logged in users. The screenshot below is an example of this screen.

Select Flows to get a list of NetFlows. This popup report allows you to see any NetFlow source and
destination protocols, their Date/Time, Protocol, Address, Port, Location, and allows you to scan the
flows for more information.
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Select Locate to locate a device by IP address and match it to a device and interface.

Linux Tab

Linux servers are now automatically monitored just like Windows servers. On the Linux tab, select the
General sub-tab for each server’s general information in the IP Address, Daemons, Flows, Locate,
CPU, RAM and Volume fields.

Like the Windows tabs, you can use the filter to filter on specific servers, and/or select the Connect
button to view connections, select the Flow link to review NetFlows, and select the Locate link to find
locations.

Select the Linux Inventory tab to see the server’'s Manufacturer, System Description, and CPU Type
fields.
The Linux inventory tab looks like this.

Select any Linux server by name to open a full report on the server’s health, with graphs and diagrams.
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11.55 Go

Issues Tab

This report shows issues with servers. You can filter on the columns for OS, Server, and Type.

Select a server on the list to be taken to their full health report.
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Tools Tab

On this tab, you can search for a logged in user. Enter their name into the Search field and select the
Search button to find out when a user was logged in and their last logged in time.

Note: Searching for logged in users may take some time on even small domains. This is due to WMI
searches taking an extended amount of time to check each server individually.
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Services Monitoring Section

The Services report shows you the services/functions running in the network. All the devices that use
each service/function, and health statistics about them in terms of the functions, Protocol/Port,

Frequency, Last Change, Uptime, Overview and a graph of their usage.

ilable ® Service Unavailable ~ Waming  Collaose 41l

=]

c2mar ovams | sescors NI S s
100031 ovzvas | oo 7eoss RN
05.10:31 0123023 | ce.cesx | I

waia0vzazs | mse |
Bar0orzIz: | Tess N R

ez sz | secoons [ s
02 1740 0vzszs | ooccess NN I O s
o170 0vezs | secerss NI I
1o 1445 oz | 100 coos |
os rnvveses | socens I R R
ey

ez ovrene | sesesss | [
o212 011422 | vo.5cov |

i Address ProtocoliPort Frequency Last Change Uptime  Overview
rvices) «
sarch geogle.com TCP (80) 10sec
site www pathsolutions com | TCF (443) | 1min
erver sub0lnisubscripion.com | TGP (443) | 1min
4 DN dns.googie ICMP 1 min
services)
Jopment TotslView | fred pathsolutions.ocal | TCP (443) | 30 sac
slopment TotsView | velmapathsolutions jocal | TCP (443) | 30 sec
Totalview ons local | TCP (443) | 30 sec
svelopment TotalView | 10.0.0.18 TCP(#43) | 30se
P 10,001 VP W sec
NS 10.0.0.10 TCP (53) 0 sec
1-ONS 10.1.0.20 TCP (53) 30 sec
MTR daphne pathsolutions local | TCP (25) 30 sec
DwWs daphne pathsolutions local | TCP (443) | 30sec
ervices) «
] 10.51.0.1 IcMP 5 min
uter 10.51.0.254 IcMP 5 min
ervice) a
Al 10.50.0.1 ICuP 5 min

TCP (3 services) =
ICMP (3 services) =

o1 1510012523 | oo caos | ]

You can toggle open and close the different named services, and/or can find specific service types by

entering them into the filter field at top. Below is an example of a simple filter.

|
k]
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Select any server/lab/function named on the list to open a list of devices that use that service and health
statistics about them. The page will include their Address, Protocol/Port, Frequency, Last Change,

Uptime, Overview fields and a graph of their usage.

You can slide the gold bar above the timeline and make it wider or narrower, in order to view different
time periods.
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D Client Monitoring Section

From the left side panel, select the Clients or select the Client Monitoring icon in the collapsed menu.
This report shows you all the items plugged into the network, each computer, printer and device. You can
quickly see what's on your network, where it's connected, and who it talks to.

You can search and filter for different clients, by manufacturer, name, group, and location. At the top left
of the screen, a pie chart shows the percentage of devices. You can easily select from the pie chart or
the legend to filter the list for devices made just by that manufacturer.

You may also hover over the Manufacturers pie chart in the left side to see the name of the manufacture,
and select this way as well. Below is an example hovering over the largest wedge to find out it is for
Cisco Systems.

Upon selecting that wedge, you can get a filtered list for the Cisco Systems devices:
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The pie chart and list below only shows Cisco Systems devices now.

You may also use the search field to filter the list down to parameters that concern you, such as
searching for a manufacturer by name, computer name, or domain name. Below is an example of doing a
search for “Dell” devices.

To remove a search filter, select again in the legend area or select the filter name and the x beside it in
the filtered list (near the Search field).

Client Server Downloads

You can download a spreadsheet of the Client Server table by selecting on the spreadsheet icon at the
top right of the Client Monitor table. It also gives you the Client IP addresses, manufacturer, switch,
interface, the state last changed for each device and the Windows OS version information for the
Windows devices.

N
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NetAlly Analyzer Tracking Section

From the left side panel, select Analyzers or the NetAlly logo in the collapsed menu. This section
provides you with the information and location of all NetAlly analyzers in your infrastructure (where they
are plugged in) and connects you instantly with the reports they compile. It integrates with NetAlly's Link-
Live cloud reporting system to help organize test results.

View the General tab for a report on NetAlly Analyzers, their Name, Unit Type, Model, IP Address,
MAC Address, and Description.

Notice the Excel Spreadsheet button on the right-hand side, select this to export a report of all NetAlly
Analyzers.

Select the Inventory tab for more information about the Model, IP Address, Firmware Version,
Hardware Version, Last Battery, Serial Number, and Contact (email address).
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Select the Location tab for the analyzer Unit Type, Model, IP Address fields and to locate where it is
physically connected by the Switch, Interface and Interface Description fields.

If you need to see a NetAlly Analyzer test reports, select the analyzer and you are connected to the

LinkLive report from that device.

Pr
Fir False
201 AM

9:32AM

10.10, AllyGuest

TXPP-SW-05
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Remotelnsight © User Troubleshooting Section

The Remotelnsight User Troubleshooting module is available by choosing the Remotelnsight from the
left menu panel, or its icon in the collapsed menu. (The icon looks like a little house.) It only appears in
the menu if you have a license for this module.

Note: This section references features that are part of the Remotelnsight User Troubleshooting
product and may not be included in your license. Contact sales@pathsolutions.com for more
information about enabling this module if you do not see it with your deployment.

AgentsTab

This module gives you the ability to root-cause troubleshoot remote user problems. The Remotelnsight
Agents menu will show all of the agents that are registered to the server:

From this page, you can select one or more agents and choose “Run Script”’. This will queue the script to
be run on the selected client computers and return the data to the Results tab.

The Agents tab will show the client (and service) version that is running, the last check-in time, any
queued scripts, and the status of a remote agent.

The Last-check in time will show a red dot if the check-in time is over 24hrs. This means that any queued
scripts may not return immediately due to the computer being offline or disconnected from the network.

Page 98



PathSolutions User Manual TotalView 14.1

The “Details” sub-tab to the right will show all IP addresses associated with the computer along with its
MAC address and how frequently the computer has been set to check-in with the TotalView server.

The Location field will show the latitude and longitude of the comptuer’s location if location services are
enabled on the computer.

The “Platform” sub-tab will show inventory information on the remote computers:

This includes the OS Name and version, the hardware manufacturer, model number, BIOS manufacturer,
domain, processor information, physical memory, as well as applied hotfixes.

Note: You can enter text in any of the fields to filter on that field.
You can enter “I” in front of a search string to choose “NOT” included in the listing. This
will filter out all entries that contain the search string.
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Results Tab
The Results tab will show the test results from run scripts.
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You can search for a computer name with the search field. You can then open the computer to see the
different tests and times when each script was run. You can then open the specific script to see all of the
tests that were performed along with their results.

When you click on a test, the results will show in the right pane.
You can re-size the window panes by clicking and dragging the scroll bar left or right.

You can also choose to pin results to the top of your screen so they are handy if you are working on a
specific set of scripts/tests.

Tests that were run by Remotelnsight on a Microsoft device will have the Windows
icon by the test event in the reports list.

Tests that were run by WebRTC from this section will appear with a WebRTC logo
to the left.

Tests are set by default to delete from this section after two months. If you want to manually delete a test,
select it and choose “Delete” and the test will immediately be deleted.
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Tools Tab

The Tools tab allows you to deploy a stand-alone Remotelnsight.exe agent that can be deployed on a
user’s desktop, as well as an installable service that will run in the background of the user’'s computer.

How to Deploy a Remotelnsight Stand-Alone Agent

Click Remotelnsight® Stand-Alone Agent and the Remotelnsight.exe agent will download to your local
computer.

Sometimes, it may be easier to click “Email Link”. A new email will be opened and the link sent to a
specified user.

If selecting download, the exe will download to your local device. Get it from your download folder and
open it.

How to Run the Remotelnsight Stand-Alone Agent
These are the steps to run Remotelnsight on a system and return results.

Find and open the downloaded program named Remotelnsight.exe from the download folder.

The first time this program is run, the interface will ask the user to enter TotalView’s IP address and port
number. Enter the information (provide the information to your user) then select OK.
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X

Mode: | Hemoteinsight Batch I est 'I

Batch Sciipt: | ~| Updatelist

ef the IP and port for TotalView S
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ver protocok ¢ HTTPS ¢ HTTP

ok | Ccancel |

Tell the customer what tests and scripts to choose from the drop-down menus that appear.
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In the screenshot below is list of all the tests available in the Mode drop-down menu.

Start | |
Update list

CTEPTTU 1 GOt

Web Fetch Waterf
Web Page Fetch

Web Page Screen
L&N Device Disco

Batch testing is available from the Mode drop-down menu, and often a good way to accomplish a specific
battery of tests easily. You can also create custom batch tests (see the Administrator's Guide, section

Remotelnsight Script Editor Tool).
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From the Mode drop-down menu, select Remotelnsight Batch Test and then select from various a
battery of tests.

A Level 1 Diagnostic is the most thorough batch script and performs this sequence of tests (System +
Network + Wireless + Web). It takes about ten minutes to run through all the tests. Below is an example

of Level 1 Diagnostic (System + Network + Wireless + Web) batch test, as it appears to the
Remotelnsight user.

=1

Update list
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A Level 1 Diagnostic
performs a sequence of tests
and appears on the TotalView
Remotelnsight tab.

A Level 2 Diagnostic
performs a sequence of tests
(System + Network +
Wireless).

A Level 3 Diagnostic
performs a sequence of tests
(System + Network):

A Level 4 Diagnostic
performs basic system
information tests.
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A Level 4 Diagnostic performs the basic system information test. It is a quick test that takes about a
minute or two to run. Below is an example of the Level 4 Diagnostic (System tests) and each test it
runs, as it appears to the Remotelnsight user.

Start

Below is a list of Batch Scripts tests options for the user.

emotelnsight Batch Test ~]

pt |Level 4 Diagnostic (System tests)

Level 4 Diagnostic (System tests)

Level 3 Diagnostic (System + Network)

Level 2 Diagnostic (System + Network + Wire ___,

Level 1 Diagnostic (System + Network + Wieless + Web)
Level 1 Diagnostic PS (System + Network + Wireless + Web)
System (System related information)

Network (Network tests)

Wireless (Wireless information)

Hourly 5-minute test to 8.8.8.8 for 24hes

Continuous test to 8.8.8.8 for 24hes

Level 4 Diagnostic (System tests)

Level 3 Diagnostic (System + Network)

Level 2 Diagnostic (System + Network + Wieless)

Level 1 Diagnostic (System + Network + Wireless + Web)
Level 1 Diagnostic PS (System + Network + Wireless + \Web)

The last two batch tests Hourly 5-minute test and Continuous Test run for 24 hours, to perform a good

diagnostic over time.

To run any test, the user should select the test, then select the Start button. The agent will run the tests
to probe, collect, verify, and validate different aspects of network performance and capability.

Once a test has run, the user’s on-screen portal will show the test has finished and the button for Save

Result will become usable. Have the user select Save Result.

A pop-up menu will let the user chose either to Submit to TotalView or Save results to your desktop.
The user should select an option: have them submit it to TotalView if you need to see the test remotely.

The sender may add a note about the test (optional), then select OK.
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Besides the batch tests, there are many other individual tests you could have the user select from and
run. (See the section named Remotelnsight Test Types.)

Here is an example of a simple Web Waterfall Test, after it runs on the user’s device. The user selected
Web Fetch Waterfall under Mode, then entered a website URL address in the Address field, then
selected Start.

How to Access Remotelnsight Test Results

After a Remotelnsight user test has been submitted to TotalView, the tests appear in your TotalView
portal on the Remotelnsight tab. They load chronologically with the newest tests at the top of the list.
You may open and view each test from this display window by toggling them open, then selecting the
linked tests.

On the main screen, there is an option to delete tests that are no longer necessary, using the Delete
button beside them.

Below is an example of opening the details of a Waterfall test for more information.
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Remotelnsight Test Types

This section includes the standard Remote User Tests available to run from the Remotelnsight
application. After the test has been sent to the TotalView, these reports can be accessed from the
Remotelnsight tab.

ISP Speed Test

The Speed Test report will determine the location of the computer, it's public IP address, the upload
speed, and the download speed offered by the ISP.
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LAN Device Discovery Report

Some LAN devices in the user’s environment may cause stability problems. Learning what devices are in
the same LAN and how they can be managed can be helpful in guiding the user to solutions. The report
allows you to filter on Internet addresses, physical locations, connection methods, and manufacturer.
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Link Troubleshooting Test

Determining where loss, latency, or jitter is occurring can be challenging, especially for a continuous
connection. The Link Troubleshooting test shows stability along a path and can disclose which hop
caused the problem.
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Wireless Signal Strength Test

The Wireless Test shows the user’s connected SSID name, radio type, frequency, channel usage, as
well as input/output rate. RSSI dBm is shown over time so the user can walk around and do a signal
strength mapping of their house to determine where their signal strength is strongest and weakest.

One good way to use this test is to help your end user do a Wireless Topology Map of their house. The
signal strengths around their house and the wireless hot spots and cold spots. Remotelnsight Agent will
give them instant feedback (i.e. they won’t need to upload the results to you if they understand the
graphs). Have the remote user use a laptop computer or other handheld computer for this test, so they
can walk through their location to check signal strengths in different rooms or around their perimeter. Ask
them to stop and watch the signal strengths on their on-screen report from each section of the location for
about a minute. Green areas on the graph are areas with healthy strong signals, while areas that appear
yellow or red on the graph show the signal is weaker.
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Wireless SSID Report

For many users, their neighborhoods are filled with various wireless signals and this test captures the
signals around a user’s location. Channel conflicts (“Channel Contention”) can create significant packet
loss even when signal strength is strong. This report shows all the neighborhood SSIDs, their radio
types, signal strengths, and channels used to help improve the wireless environment. You can filter it by
SSID name, type, authentication, signal and channels.

One good way to use this report is to check that the user is not sharing their channel with too many other
users in their location, and for suggesting channels that have less traffic when needed.
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DSCP Loss Test

This DSCP Loss Test will determine how far a DSCP tag makes it through the network before being
dropped/stripped. That way, it's easy to determine which switch, router, or firewall is dropping the tag
without having to sniff packets along the path.
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End-to-End Test

The End-to-End Test evaluates packet stability for VolP/UC to a specified endpoint. You can see
latency, jitter, loss, out-of-order, and MOS. Additionally, you can track CPU utilization, free RAM, and
network 10 to help spot problems.
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System Information Report
This System Information report shows all the internal information about the operating system and
configuration of the computer.
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Web Page Fetch

The Web Page Fetch captures the HTML, CSS, and images files of the web page for reference and
sends them as a report. This report captures what a user sees on a web page. This report
programmatically collects the files to your server.

Web Page Fetches will lookup msn.com by default, but you can have your end user enter any website
https:// address of concern, before running the test.

Web Screenshot

This is similar to a Web Page Fetch (see above illustration), except that instead of collecting the web
page HTML and all its component files, the report fetches a screenshot image of the web page, and
sends it as a static image.

Web Screenshot Tests will lookup msn.com by default, you can have your end user enter any website
https:// address of concern, before running the test
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Web Waterfall

Is a web page slow to load? You can quickly determine why with a web waterfall report that will show
each element fetch, and the amount of delay each is causing. Thus, it is easy to see if the delay is due to
a stalled server, slow DNS result, slow content fetch, or delayed JSON from a database query.

One useful aspect of the Web Fetch Waterfall test is to see how much time is spent in the first lookup
phase. If the lookup takes a long time (as shown in the screenshot), this could indicate something in the
user’s connection is delaying the connection to the internet, such as the firewall.

Website Tests will lookup msn.com by default, but you can have your end user change this to any
website of concern.

IP Configuration

The IP Configuration report will show all IP address information on the computer to help understand the
configuration of the network adapters.
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Network Adapters List
This report shows all of the active and inactive network adapters on the computer.
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Process List

This report shows all of the running processes on the computer along with the CPU and memory of each
process.
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Routing Table
This report will show the IPv4 and IPv6 routing table on the computer.
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Traceroute
This performs a traceroute against a set IP address. It is useful for determining if split-tunneling is
properly configured for different IP address destinations.

UDP Firewall Test

This test determines if UDP packets are being blocked for a specified port en route to a destination.

3
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WebRTC Performance

WebRTC tests can be saved to the Remotelnsight report list to determine clientless stability to different
locations on the Internet. Latency, jitter, loss, FPS, and bitrate are tracked over time.
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Ping Test
This report performs a simple ping of the destination IP address.
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PowerShell Command

This will execute a PowerShell command and show the results. See Appendix O: Remotelnsight Script
Editor Tool on how to add this test to your version of Remotelnsight.

Command Line

Need to collect more information from the computer or make a configuration change? This can be done
via the free-form command line option. See the Administration Guide, “Remotelnsight Script Editor Tool”
section, on how to add this test to your version of Remotelnsight.

i
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How to Create New Batch Test Scripts

You may create new batch tests to meet your needs for Remotelnsight Agents. Go to the Administration
Guide, section on Configuration Tool for Remotelnsight Scripts on how to add this test to your version
of Remotelnsight.

WebRTC Troubleshooting

If you don't have a client, any web browser can be used as a client to test network stability to/from any of
our worldwide reflectors. You can also set up your own reflector in your data center to run the tests and
reflections from, for example if you want to test a specific destination where most of your business is.

To set up your own reflector, contact support@pathsolutions.com for the download and instructions to set
this up.

Elements you can view and track include: latency, jitter, loss, bitrate, and FPS.

To use this module, open the Remotelnsight tab on the left-hand side then select the WebRTC tab.
Select a Video Source from the Video drop-down menu.

Select an Audio Source from the Audio drop-down menu.

Select the Server, meaning the remote reflector location you wish to test.

When ready to test, select Connect.
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A real-time report will show the local video from your device’s camera on the left side, and the remote
reflection on the right side. You will notice any transmission delays this way on the right side video.
Underneath the videos, a report over time will show the audio/video bitrate, FPS, packet test, latency and

jitter of transmissions. Any packets lost or other problems will be noticed in the remote reflection video
and in the graphs below.

If you need to submit the test to the lab, select Submit Results and the test will be sent to TotalView to

the Remotelnsight tab. Any WebRTC reports that are sent to TotalView appear with a WebRTC logo
beside their name.
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Risk Section

The Risk section is available by choosing Risks or the Risk icon in the left panel menu. It only appears in
the menu if you have a license for this module.

Note: This section references features that are part of the Security Operations Manager product
and may not be included in your license. Contact sales@pathsolutions.com for more information
about enabling this module if you do not see it with your deployment.

The risk management/security monitoring section is available by selecting Risks in the left panel. That
opens the TotalView Security Operations Manager section and tools. The navigation bar at the top of
the section looks like this.

Dashboard Total Security Visibility ™
|Sea|cl' I Search |

Dashboard

When you select the Risks button in the left panel, you are presented with a security dashboard. There is
now a earch field at the top, and any of the cells in this dashboard can be selected to navigate to specific
subsections: Footprint, Network Device Vulnerability, Exposures, RoguelT and New Devices.

The Risk dashboard’s “Footprint Overview” box has links to ‘End User Devices” or “Network Devices.”
These links go to the General sub-tab of the Network Devices Report

The Risk dashboard’s “Network Device Vulnerabilities” box has links. If you select any of these links,
you are taken to the Vulnerabilities sub-tab of the Network Devices Report:
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Devices

® Healthy ~ Suppressed ®lssue  ? Comm fail

Device
Device Name IP Address M Critical
HQ Firewall (4 devices) +
HQ CUCM {1 devices, 1 offline) +
HQ VMware (1 devices) +
Santa Clara (31 devices, 5 with issues) v
Sunnyvale (11 devices, 1 with issues) ~
WAN (5 devices, 1 with issues) +
Austin (12 devices, 4 with issues) =

‘General Traffic PoE STP Inventory Descripfios Backup Support Financials Vulnerabilities
Security Vulnerabilities [}

Medium M Low Details

The “Exposures” box links will bring you to the Risks section on Exposures, and filtered by exposure
types you select. (e.g. filtered on HTTP server, Telnet Processes, SNMP.)

The Rogue IT box links will take you to the Risks section on Rogue IT.

The Certificate box links will take you to the Risks section on SSL Certificate Monitoring.

The New Devices box links will take you to the Risks section on New Devices.

The Suspicious Communications box links will take you the Risks section on Suspicious Communications.

Nightly Security Report

A copy of the information on this dashboard is sent to you via email as the Nightly Security Report. See
the Administration Guide on how to configure this email:

Geography Tab

This section reports on communication exposures and events by geolocation and country names.
It allows you to see and filter the communications in the web interface by country, as well as to sort
between whitelist (safer) communications and blacklist (riskier) communications.
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Map View

Countries in your whitelist are shaded green on the web interface map, while communications with
countries on your blacklist are shaded red. All other countries are grey on the map. To whitelist and
blacklist countries, use the Config Tool.

On the map, if you select a country, the reports allow you to view all data associated with communications
to and from that county in a table below the map. In this example, Russia was selected, and all the flows
to/from Russia are reported in a table below the map:

Chord View
Here is an example of Chord view. New Zealand was selected, and all the flows to/from New Zealand are
colorized when selecting on that flow:
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For further review of specific IP addresses and flows, use the table below map view or chord view to drill
into the information about specific events.

If you select the “Connect” button listed for any address, a small menu will appear below the button,
which shows you the type of connection:

If you select the “Scan” button, a drop-down menu opens that asks you to select the type of scan to
perform. The example shows “Quick Scan” was selected:

The example shows that Nmap is prepared to perform a quick scan on this IP address.
(Note you must first have the Nmap program from nmap.org).
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Select “scan” or else “close”.
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Exposures Tab

Select the “Exposures Tab” and you will see a list of exposures with a short description. You can use the
green Excel button to download a spreadsheet report.

You can filter on exposure via HTTP, IP, FTP, RLOGIN, Telnet, DNS, SNMP, NTP, ARP, and SNMP by
checking the appropriate box at top.

Exposures
pdated a5 of 1128/2023, 23437 FM £ Update [0 LR CHTTP  [OFTF [JTelnet [JSNMF  [JARP
ml RLOGIN [JDNS  CINTP (] sMTP

ype Whitelist
communications: HTTP enabled on hamx6s {10.85.0.4) ([EEle) \Whitslist
SNMP: SNMP+2c in use on hqmxe5 (10.88.0.4) ([EEErey \Whitslist
SNMP: Low-security password in use on hgmx65 {10.86.0.4) ([Eirraed Whitslist
SNMP: SNMP+2c in use on hapad50 (10.85.0.5) ([EH=) \Whitslist
SNMP: Low-security password in use on hapadso (10.85.0.5) ([EEna) Whitelist
communications: Telnet enabled on Syrah (10.0.0.1) (Rl \Whitslist
communications: HTTP enabled on Syrah (10.0.0.1) (Xl \Whitelist
communications: Telnet enabled on SantaClara (10.0.0.2) (ST Whitelist
SMMP: SNMPy2o in use on SantaClara (10.0.0.2) ((Eiuae) \Whitelist
SNMP: Low-security password in Use on SantaClara (10.0.0.2) ([Eiiuecd Whitslist
communications: Telnet enabied on RuckusAP (10.0.0.5) ([Emel \Whitslist
communications: HTTP enabled on RuckusAP (10.0.0.6) [[Saey \Whitslist
SNMP: SNMPy2c in use on RuckusAP (10.0.0.6) [y \Whitslist
SNMP: Low-security password in use on RuckusAP (10.0.0.9) ([Eaey Whitelist
e e e e — P

Here is an example of an Exposure list, filtered on Telnet types. Notice you may download spreadsheets
for a historical report of the information provided on screen, and you may connect with or whitelist any
exposure type here:

Use the Connect buttons to view connection information with that device (as previously shown), and/or
use the “Whitelist” link if you want to whitelist them.

If you use the “whitelist” link, you may whitelist an exposure, by entering a note in the popup field, and
then selecting “Ok”™:
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New Devices Tab

When new devices are added to your network, this tab shows you instantly their manufacturer, Mac and
IP address, switch and interfaces. This allows you to validate that policies are followed regarding new
device setup, and ensure that default passwords are changed for these devices.

Visibility™

AL

Use the Connect buttons to view connection information with that device, and/or use the Scan buttons to
find out more about them, and/or the “Whitelist” link (as previously shown). As a final measure, you can
use the shutdown link on a device; See the shutdown instructions, described in the Rogue IT section
below.

Rogue IT Tab

Finding rogue infrastructure devices like unapproved switches, DNS servers, DHCP servers is easy —
This tab displays three reports of rogues: Infrastructure, DHCP amd DNS, their switch, interface, and
VLAN where the device is connected, the amount of days since changed, and the speed.

Use the Connect buttons to view connection information on any listed device, the Scan buttons to find out
more about them, and/or the “Whitelist” link (all as previously shown). As a final measure, you can use the
shutdown link on a device.

When you select the shutdown link on this sub-tab, the shutdown dialog box will display. Enter a reason
and press OK, or cancel.

Cancel
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The Rogue IT tab has three sub-tabs:

Infrastructure Sub-tab

The Infrastructure sub-tab shows information about manufacturer interfaces, and options to connect with
an |IP address, scan it or whitelist it:

Rogue IT Total Security Visibility™

Manufacturer IP Address Connect Sean Switch Interface Description Last Changed Speed Shutdown Whitelist

Tive 10.50.0.68 [ Gonnect | [ Scan | Whitelist

DHCP Sub-tab

The DHCP sub-tab shows DHCP IP addresses and options to connect with an IP address, scan it or
whitelist it:

Any Rogue IT DHCP
will be listed here

DNS Sub-tab

The DNS sub-tab shows IP addresses of DNS servers and options to connect with an IP address, scan it
or whitelist it:

Rogue IT Total Security Visibility™
Infrastructure  DHCP B0
IP Address Connect Scan Whitelist
ne one one (1.1.1.1) Scan
dns.gaogle (8.8.8.8)
daphne pathsalutions.jocal (10.0.0.10}
HQVDC1.pathsolutions. Jocal (10.1.0.20) [ Connect | [ Scan |
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loT Tab

The loT Section is available by navigating to the “Risk” section and then choosing loT from the top
submenu. The IoT Section shows device security details. From this tab, monitor if devices are
communicating with the manufacture for maintenance, service and support, or sending/receiving data for
other reasons, and if so, assess if the communications causes a risk.

The loT Security table shows each loT device discovered on the network, and the IP addresses, type
(DHCP or Static), MFG, VLN, PoE, Switch, Interface, a short description, number of Mac addresses,
uptime, duplex status, as well as statistics on error rates, and peak daily utilization by Tx and Rx.

loT

rice where loT device is Connected

Platform VLAN PoE  Switch ace Description
DEFAULT_WLAN - | Merlot

VLAN 20 - | swswz-shed Fort 4

VLAN 20 - | barleywine Port 3

clard | - DEFAULT_WLAN - | Museat

e - VLAN %0 - | swswz-shed Fort4 2| 12 daysOT:26:51.14

If a security risk may be associated with the device address, or suspicious activity indicated, the row will
be shaded red or yellow. (not shown here, since this system does not have suspicious activities.)

If you select the IP address in the left column, it will show you who the device is communicating with.
For example, in this network, selecting the 10.0.0.30 device (an HP Printer) brings up that device’s
NetFlow and shows that it is communicating with HP’s servers in North America:

Q

You can select the “Connect” link to be provided with a menu of choices to connect with a device. Links to
Telnet, SSH, Web, HTTPs and Syslog will appear. The available connections will be blue links and

unavailable options greyed out. Connect to a link, to help you identify the manufacturer and functions of
that device:

onnect

55H Web HTTPS
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To investigate an loT connection’s data flow: select that IP Address, and a pop-up report will display of
any data flows to and from that device. This NetFlow report includes the date and time of data
transmissions, the protocol, source addresses, port, location, the destination addresses, port and
location, size of the transmission in bytes, and DSCIP/ToS.

If any data flows have a medium or high risk, the rows will be shaded yellow or red, respectively.

Q

Note: If a flow pie charts show only one color, it means the item has only one option operating. (i.e. one
protocol, one port, one DCSP/TOS or one IP address

If you select an IP address in the table, it will show the geolocation of that IP address on a Google Map:
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Suspicious Communications Tab

TotalView downloads a blacklist every 24 hours that includes known “bad actors” on the Internet like:
e Tor servers
e Command and Control servers

e SPAM servers
This report list the sources and destinations of communications with any of these known servers, the

Reverse DNS, port, and locations.

As with other security menus, you may connect with an IP address, scan it or whitelist them.

Any suspicious communication will
be listed here

Note: This screenshot shows that there are no suspicious communications in the environment.

Certificate Tab

SSL certificate status on webservers can now be monitored so you will never have a cert expire
again. The status columns shows which SSL certs are valid, expiring within 30 days, expired, or invalid.
It also includes the details on the dates, who issues it, and optional notes:

You can also receive a monthly emailed report showing certificate status. Consult the Administration
Guide on how to setup email reports.
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DNS Record Monitoring Tab

DNS records can be monitored. You can also have TotalView email you an alerts if a DNS record is
changed, by using the Config Tool.

Review the table to see if any DNS results are not as expected. They will be indicated with a red dot and
you can compare the expected address to the return address columns:

DNS
Expected Returned
188.50.103.225 189.60.103.225
188.50.103.31 189.60.103.31
2513850 group19.sites hubspot net 2013858, group18.sites.hubspot net
pathsclutions-com.mail profection.outloic com pathsolutions-com.mail. protection.outlok. com
dns1.nama-services.com dnst.name-serices.com
dnsZ name-services. com dns2 name-senices.com
dns3 name-services com dns3_name-senices.com
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n Cloud Service Monitoring Section

The Cloud Section is available by choosing the cloud icon in the left panel menu. Here, the table shows
the overall names, URL, latency and last path change of items for cloud services. Select any named
service to get more performance, as well as disclose the route tree used to reach the services. The
response times and packet loss are graphed.
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Select a device and you will receive that device’s performance graph on packet loss and response times,
and a cloud path map:
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n Internet Section

The Internet Section is available by choosing the Internet icon in the left panel menu. In this section, an
Internet Health Report shows you the status and health of all elements required for reliable Internet
connectivity: Local DNS status, remote DNS status, and Internet connectivity, and a path map from the
server to the internet connection is displayed.

A Network Prescription™ is included beneath the Internet Health summary and path map The Network

Prescription™ Heuristics Engine gives an analysis of what the problem is (if any) connecting to the
Internet in plain English.
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n Predictors Section

The Predictors Section is available by choosing the Predictors icon in the left panel menu. In this section,
TotalView provides these forward-looking prediction reports about your network:

Cabling Predictor —This report shows interfaces that have had to perform single-bit error correction on
received frames. Interfaces that have symbol Errors showing on the interface are sorted by Symbol
Errors. Columns show peak daily error rates, peak daily utilization, and symbol errors.

A symbol error indicates that the Ethernet chipset had to do single-bit error correction to fix a physical
layer problem before passing the frame to layer-2.

Having a few symbol errors is normal for most environments, but if you have a significant number of
symbol errors, a physical layer problem exists that should be fixed before frames are dropped.

Interfaces that have symbolErrors showing on the interface, sorted by Symbol Errors

Peak Peak Daily Utilization

Daily
Device Name Interface Number Description ErrorRate  Tx Rx Symbol Errors

® Chardonnay Int#5 55 0000% | 0.004% | 0.000% 1
1 total interfaces that have cabling erors are dispiayed

Bandwidth Predictor — This report discloses interfaces that will hit 100% utilization based on their past
performance. Columns show peak daily error rates, peak daily utilization, interface speeds, daily
utilizations, and the prediction date for 100% utilization.

Cabling [=ERRTRETY

Interfaces that will reach peak Tx or Rx utilization soonest

Peak Peak Daily Utilization Daily Utilization Slope

Daily
Device Name Interface Number Description Error Rate = Rx Interface Speed s Rx Prediction Date
® HardCider Int 2 pori2 (INVALID) 0.000% | 11838%  0.122% 100.000.000 | 0.0181 0.0002 | Aug 08, 2023 16:28:11
® txswd-closet Int £7 Fort 7: Part 7 (Vizia TV] 0.000% |  19.155%  0.625% 100000000 0D00S2| -0.0010| Mar18, 2024 0451:39
® HardCider Int# port {INVALID) 14.502% 0012% | 1.220% 1.000,000.000 | 0.0000 0.0019 | Jan 20, 2028 17:44:32
® syl Int #11 port1t: port11 0.000% 1255% 0.013% 1.000,000000 00018 0.0000 | Jun 30, 2028 13:43:47
® Aruba-7030 Int# CENND: Gigabit-Level (Cigabit-Leve!) 0.000% 3413% 2254% 1000000000 | 00012 00013 Jun 11, 2030 18:56:22
® txsw2-lab Int £15 15: 15 Gigabit - L lba 7020 Controlier) 0.000% 3.108% 1.000.000000 | 00012 00013 Jun 14, 2020 11:03:48
® txswi-lab-FoE Int £8 #: 8 Gigabit - Leve! (Uplink) 0.000% 0537% | 2238% 1,000,000,000 | -0.0001 00011 | Aug 01, 2031 10:30:18
® txswz-lab Int #1 1: 1 Gigabit - Level (Link to Lsb Fok) 0.030% 3383%  0540% 1,000,000,000 00011 00001 Aug 04, 2031 02:4E:17
® txswi-lab-PoE It #4 44 Gigabit- Lavel (Ansa AF) 0.000% 2388% |  0537% 1,000,000,000 00011 -0.0001 | Aug 08, 2031 15:00:02
® txswd-closet Int 5 Fort 6: Port 6 0.000% 1478%  0.300% 1.000,000,000 |  -D.0008 0.0005| Oct 28, 2037 09:03:48
Only the top 10 out of 22 total operational interfaces that are pradicted to reach peak capaciy are displzyed

It will do a forward prediction based on the trend slope to determine when the interface will reach 100%
utilization so you have advance warning of when you will run out of bandwidth.
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NLT Section

The NLT section is opened by choosing the NLT icon in the left hand menu. This opens the TotalView's
Natural Language Troubleshooting engine: Here you can type network questions in plain English and
press “go”.

The “Need Help” button gives several examples of questions that it can answer and provide reports for.

Some sample queries:
“What just happened?”
“What happened 10 minutes ago in the New York Network?”
“What is connected to the Finance2 switch interface 12?”
“What happened between 192.168.12.34 and 10.3.18.65 at 2:35pm?”

“Where is 192.168.12.43 connected to the network?”
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u Skinning Feature

From the left side panel, near the bottom of the expanded menu, are a small icon that looks somewhat
like a moon. This is the “skinning” icon. Select it to open a drop down menu of color selections will pop-
up. If you want a dark mode, or other different color scheme than the default blue light TotalView display,
chose another color scheme here. Chose from Blue Light, Blue Dark (dark Mode), Sepia, Salmon Pearl
Dark, Salmon Pearl, or Sepia in the drop down menu:

The “blue light” color scheme is our traditional color scheme (top left). Showing left-to-right: Blue Light,
Sepia, Salmon Peal, and Blue Dark.
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n Support Tab

This tab offers a Support Request Form that sends reports to our support personnel, a link to
Documentation (this TotalView manual in an online PDF format), a link to make any enhancement
requests, and to email or call for support..

There is also a “Search Articles” tab for searching our Knowledgebase for information:
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VoIP Assessment Features

VolP assessment and monitoring tools are available for Phones, MOS, QoS, calling path mapping, SIP-
Trunks and call simulations. See the VolP main tab. Call simulators are also available.

Phones Tab

PathSolutions TotalView makes it easy to discover where all of your VoIP phones are connected to the
network. The Phones tab shows each phone and the health of the connection to the network.

Phanes Total VoIP Visibility®
E VolP devices discovered on the network Information updated as of. 11282023, 21053 PM & Update [0
VolP Device Switch and interface where VolP device is Connected Peak Pesk Daily Utiizstion
Daily
MAC Error

IPAddress Connect  MFG Platform  VLAN PoE  Switch Interface Interface Description Addrensss Uptime Rate  Duplex Tx Rx

10.00.106 | (NN | Polycom(Zeom) DEFAULT_VLAN | 6.49W | Dubonnet ®int#18 | 18: 18 1| 118 days 00:40:46.80 | 0.000% | Ful 0.003% | 0.000%
10.50.0.114  [[EEIEEEY | Folycom(Zoom) | 10.50.0.114 | VLANZ0 Unknown | svsw2-shed | ®Int#2 | Pori3: Port 3 1| 12 days DB:47:22.72 | 0.000% | Full* 0.018% 0.002%
10.00.101 | (209 | Polycom DEFAULT_VLAN | 12.84W | Dubonnst ®int#a %9 1| 40days 09:24:23.04 | 0.000% | Fu 0.000% | 0.000%
1051067 ([T 28 - default 12.84 W | txswi-lab-PoE | @ Int#1 | 1: 1 Gigasit - Level (TP 8x8 Phane) 1| B1days 03:49:07.00 | 0.000% | Full 0.027% | 0.003%

Records 1-4 of 4 displayed{100 per page)

Phone Move Alerting

You can set up phone move alerting by setting up PoE status and change the alerting. This is done with
the config tool on the Alerts tab.

Call Path Maps

You can create a detailed Path Map of VolIP calls by selecting the Network Tab, and Path sub-tab. Enter
the source and destination IP addresses for the VolP connections, then select the “Map” button to render
the map. The Path Map displays the health and configuration information of every link involved in a call
from a starting IP address to an ending IP address. This provides unprecedented visibility into any
problems that previously occurred on all involved links.
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QueueVision®

QueueVision shows the QoS queues configured on Cisco routers that have Class Based QoS (CBQoS)

configured. This gives historical visibility into queue usage along a call path:

QueueVision also shows the match criteria to use each queue if you select the interface:

. Queues

Queue: VOICE (High priority VolP RTP)

Match dscp af13 (14)

Bits

® Policy Match @ Queue Drop

Queue: class-default

Bits

Match any

® Folicy Match @ Queue Drop

Outbound QueueVision

Class-Based Quality of Service (CBQoS): WAN-EDGE (Seral interface policies)

PolicyMap WAN-EDGE (Serial interface policies)
ClassMap VOICE (High priority VoIP RTP) 3951541728 6156400
queueing
matchStatement Match dscp afi3 (14)
ClassMap class-default 1261004682 1453462348
queueing
matchStatement Match any
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Assessment Tab

The PathSolutions TotalView assessment module also gives you the ability to acutely analyze your
bandwidth constrained links and their QoS configuration from the VolP Tools tab, Assessment Sub-Tab.
You can print a comprehensive Assessment Report by selecting on the download button.

Device Latency, Jitter, Loss, and MOS Score

TotalView is able to provide visibility into the DSCP, Packet Order, Latency, Jitter, Packet Loss, and MOS
score for any monitored device.

With this feature, you can monitor network devices that are in remote offices and have continuous
visibility into the capabilities of the connection to that office.
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Power over Ethernet Monitoring (PoE)

PoE allows you to watch the status and monitor the power usage for your PoE switches to make sure that
you are not getting close to limitations of the switch. It also monitors the power draw for each port on the
switch so you can determine where high-power drawing devices are connected to and quickly determine
any power faults.

Note: PoE Historical Utilization can be optionally tracked over time by enabling data retention of PoE
stats. This permits organizations to track their power usage and generate reports showing when
and where additional power is being drawn from PoE switches. See Appendix B on how to
enable reporting and how to extract data from the database.
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VoIP Programs

These are tools that can be used to test and troubleshoot VolP environments.

VolP Call Simulator Tool

This is a stand-alone program and available to download from the TotalView VolP tab, Tools section,
under Call Simulator. Download the program, then select the downloaded program to start it.

Tools

“WolP, Wideo, and Data test inal Batch process generator for the Call Simulator
Download Call Simulator Download Call Simulator Batch Tool
Download Call Simulation cient | =mail link ) Download Call Simulator Batch Teol { email link )

A VoIP Call Simulation Client is provided to help assess the capability of your network. Various
numbers of calls can be simulated and the performance of the network can be evaluated during the
simulation.

The Call Simulator Tool will send VolP formatted ICMP ping packets to any IP address endpoint. This
permits you to simulate a VolP phone call to any LAN or remote IP address without having to set up
software on the remote IP endpoint.

When the Call Simulator is initially run on a computer it will ask for the IP address and port number for the
PathSolutions TotalView server. This is done for licensing as well as to seed the program with the server
and port for performing call path mappings.

Enter the 1P and port far Yol P bonitar

Server address: |1 0.100.36.156
Server port; |EEIB4

k. | Cancel

After the validation check is complete, you should see the program ready to start.
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End-to-End Testing

You should be able to enter the IP address of the remote device or location that you desire to test to and
choose the codec to simulate. Select Start to start the simulation. This will perform an end-to-end test to
the remote location.

Note: If you choose an IP phone as the destination, you should simulate only one call at a time to that
location. IP phones tend to have very small CPUs and cannot handle more than 2 calls worth of
traffic before they start to discard packets.

Any remote location that responds to a PING (ICMP ECHO) can be used as a destination for testing.

You can choose to optionally tag the packets with a DSCP setting.

Note: Your network configuration may strip this DSCP tagging and apply a different tag to the packets.
You may choose to deploy a packet analyzer to validate that the network configuration is not
stripping the DSCP tagging.

Note: If you intend to load a network to saturation to test for WAN stability, it is advised to use the IP
address of a router, switch, or server as the destination. Those devices tend to have enough
spare CPU cycles to handle processing large loads of traffic.

Note: Some devices will strip the DSCP tagging on their responses. Cisco routers have been validated
to preserve the DSCP tagging on their responses. Other devices may have to be checked to see
if they preserve or strip the tagging to insure that the DSCP is preserved bi-directionally.
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During a call test, the number of calls can be ramped up to load the network and determine how many
calls can reliably be handled to a destination.

Additional details about any point in time can be seen by hovering over the graph element with the
mouse.

= DSCP loss historical tracking: If DSCP is lost during a test, TotalView displays when it was lost so
it can be correlated with network events to determine the cause.

= Out of order reception historical tracking: If packets arrive out of order, TotalView tracks when it
occurred.

Link Troubleshooting

The Link Troubleshooting mode can be used to test packet stability over a number of routers hops and
is typically used to test stability outside of a VPN tunnel to determine where packets are being lost or
delayed.

Enter the IP address of the destination to test and select Start. The program will trace the route to the
destination and then start testing.
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As shown below, you can determine who owns or manages routers along the Internet.

8/23/2017 12:26:07 PM x
=20 ms
Latency =10msg
——nmn | 0 N _ams
=20 ms
Jitter III =10 me
-II II I =0ms
=2%
Loss =1%

104-8-32-110.lightspeed.sntcea.sheg
104-10-248-1 lightspeed. sntcca.sheg

71.148.148.242

71.145.1.40
google-public-dns-a.google.com

10.0.0.1
10.86.0.2
12.83.39.209
12122137213
208.121.188.66
108.170.242.241
216.239.48.95

<< Prav frame | >> Next frarme I Close

Latency, Jitter, and Loss are displayed to each hop along the way. As a result, it can be easily
determined which device is adding Latency, Jitter, or Loss along the way.

Note: If the hops do not show up you will need to check your Firewall. You may need to turn off your
Firewall for Link Troubleshooting, or allow inbound ICMP TTL Expired messages.
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RTP Receiver/Transmitter

The RTP Receiver/Transmitter mode uses UDP packets and is useful when remote devices block PING
(ICMP ECHO) packets.

To use the RTP Receiver/Transmitter mode, email the link to the remote user and have the remote user
also run a copy of the Call Simulator on the network.

Enter a name in the Remote Name field such as “Chicago”. Then set your Call Simulator as RTP
Receiver in the Mode field and select Start.
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On the remote Call Simulator, select the RTP Transmitter mode in the Mode drop-down box. You will
then see a drop-down box in the To field where you can select the name of your machine. Select the

name of the machine to test.

Select the Start button to start the simulation.
The IDSCP Graph will show when packets lose DSCP marking during a test.

The !Order Graph will show when packets arrive out of order
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TCP Receiver

Using the TCP Transmitter/Receiver mode will validate how much bandwidth is available between two
computers.

For example, if you have a 10meg WAN circuit between your remote offices but you think it is always
slow, you can confirm that the current utilization is zero percent, but you may want to test it.

Set up a computer in the remote office with TCP Receiver and provide a Remote Name.
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On the local machine, run the TCP Transmitter and enter the remote computer's name from the drop-
down box.

Simulated traffic will then run between the two systems.

Traffic between the two computers will start loading up and show how much bandwidth is being utilized. If
it shows that you are only getting 5mbps of throughput, call your WAN provider to discuss and

investigate.
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UDP Firewall Test

To test if the port can fully reach the destination select the UDP Firewall Test mode. Choose the UDP
Firewall Test option from the Mode drop-down box.
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DSCP Loss Test

The call simulator can test to see how far DSCP tags make it through the network. Run the Call
Simulator from a PC next to or behind the VolP phone. Choose DSCP Loss Test and enter the DSCP
value that you would like to test. Then enter the IP address of the remote endpoint where you would like
to test DSCP and select Start. The system will do a traceroute to determine the hops to the endpoint,
and then send out DSCP tagged packets to learn how far they make it through the network.

Look for the --- No DSCP tag beyond this --- notice. This means that the previous device was stripping
the tag on its outbound interface, or the subsequent device was stripping the tag on its inbound interface.

NOTE: You may save any of these results as a .txt, .docx, .csv or html files depending on which test
you are running; you can see this when the test is complete select Save Result.

Page 159



PathSolutions User Manual TotalView 14.1

VolIP Call Simulator Batch Tool

This is a stand-alone program and available to download from the TotalView VoIP tab, select the Tools
section, under the Call Simulator sub-tab.

The Call Simulator Batch Tool is used to create a script that will run multiple call simulations in
sequence.

Download the batch tool program, then select the downloaded program to start it.

Tools

-]

“olP, Video, and Dats test tool Batch process generator for the Call Simulator
Download Call Simulator Download Call Simulator Batch Tool
Download Call Simulation client | email link } Download Call Simulator Batch Toal | email link )

When the program runs, the following screen will display.

Enter the IP address or DNS name of the TotalView server in the TotalView server field.
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Select the green + plus sign to add a test to the sequence. The right dialog will show the test mode
chooser.

Use the drop-down to choose the type of test you want to run.

End-to-End Test

Link Troubleshooting Test
RTP Receiver

RTP Transmitter

TCP Receiver

TCP Transmitter

UDP Firewall Test

DSCP Loss Test

Depending on the type of test chosen, it will show different options based on the type of test.

Refer to the Call Simulation section for a description of the different test types and inputs.
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Select Add test to add the test to the list of tests to perform.

Select the Publish button in the upper left corner and it will ask you to choose a director where the script
and call simulator should be copied.

There are two files that will be copied to the directory:
CallSimBatch.cmd
CallSimulator.exe
Both can be zipped and sent to a user or computer where they can be run.

The CallSimBatch.cmd should be run with local Administrator privileges to properly run. Right-click the
CallSimBatch.cmd and choose Run as Administrator.

Upon completion, the resulting test files will all be saved to the directory where the script was run.
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Network Programs

These are adjunct tools that can be used to maintain the TotalView deployment, and also reports you can
receive that are not accessed by the Web Interface.

Note: Consult the Administration Guide if looking for the Device Configuration Wizard, Configuration
Tool, and Map Tool.

Poll Device

This is a simple test tool to verify that SNMP is communicating correctly. It is a stand-alone program and
is run from the Start > Programs > PathSolutions > TotalView > Poll Device.

Enter a device IP address and SNMP credentials and select Submit to test communications. The tool will
attempt to ping the remote device to see if it responds to a ping before doing the SNMP query.
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Syslog Viewer

This is a file viewer for syslog files that includes filtering and search capabilities. It is a stand-alone
program and available to run from the Start > Programs > PathSolutions > TotalView > Syslog

Viewer.

Am <iowrievs:
M <1895145!
M €1809>145:
M <190>145!

Lasserausi
12/28/2017
12/28/2017
12/28/2017
12/28/2017
12/28/2017
12/28/2017
12/28/2017
12/28/2017
12/28/2017
12/28/2017
12/28/2017
12/28/2017
12/28/2017
12/28/2017
12/28/2017
12/28/2017
12/28/2017
12/28/2017
12/28/2017
12/28/2017
12/28/2017
12/28/2017
12/28/2017
12/28/2017

<

SL10.50.0.1.txt
SL10.86.0.2.txt

11
11
11
11
11
12
12
12:46:08

BM <188>1476:

: BNEDOERVEK-I-LUSLN_MASSEUISWITCA L KUSUT G
: YWEBSERVER-.
: WEBSERVER-5-SESS
: %5YS-6-CLOCKUPDATI
: $SYS-3-CONFIG I: Configured from comsole by veyQ (10.51.0.38)
: %WEBSERVER-5-SES55_LOGOUT:Switch 1 RO/0: :
: %5YS5-6-CLOCKUPD!

: RSYS-5-CONFIG I
: %5YS-6-CLOCKUPD
: %5YS-6-CLOCKUPDI
: 3SYS-5-CONFIG I: Configured from console by vty0 (10.51.0.38
: ¥WEBSERVER-5-LOGIN_PASSED:Switch 1 R0/0: :

: MEBSERVER-5-SESS

: AWEBSERVER-5-SESS_TIMEO

SESS, Session timout from

(MEOUT : : Session timout from
System clock has been updated from 19:31:22

System clock has been updated from 10:33:23
System clock hes been updated from 19:33:23
Configured from console by veyl

Configured from console by vwty0 (10.51.0.38)
System clock has been updated £rom 10:38:53
System clock has been updated from 09:39:09

45YS-6-CLOCKUED!
35YS-5-CONFIG_I

#5YS-6-CLOCKUPDAT}
%5YS-6-CLOCKUEDAT

System clock has been updated from 01:43:15
clock has been updated from 16:36:45
witch 1 RO/0: : Session timout from
witch 1 RO/ Session timout from
Session timout from
Session timout from
CHERROR: Switch 1 R0/0: fed:
witch 1 R0O/0: : Session timout from
witch 1 RO/
witch 1 RO/C
witch 1 RO/0: :

Session timout from
Session timout from
Session timout from

LOgLn SUCCeSSIuL IIOM NOST 1U.J1.U.38 DY user

host 10
host 10
UTC Wed

Successfully logged out from

PST
uTC

Thu
Wed

UTC Thu
UIC Fri

Login Successful from host 10.51.0.

PST Fri
PST Thu
nost 10
host 10
nost 10
host 10

10
10
10
10

host
host
nost
host

'swinter'

.51.0.38 by user
-51.0.38 by user 'swinter'
Dec 27 2017 to 10:31:22

host 10.51.0.38 by user '
Dec 28 2017 to 19
Dec 27 2017 to 10

Dec 28
Dec 29

2017 to 08
2017 to 01

38 by user
Dec 29
Dec 28
.51.0.38 by user
.51.0.38 by user 'swinter'
.51.0.38 by user 'swinter'
.51.0.38 by user 'swinter’

.51
.51
.51
.51

.0.38 by ‘swinter'
.0.38 by
.0.38 by
.0.38 by

user
user 'swinter'
user 'swinter'

user 'swinter'

3:23 U
UIC Thu Dec

ure
PST

swincter-

BST Thu Dec

swintexr'
Wed Dec

i Dec
Dec

Dee
Dec

27
28

29
29

28
28

201
201

201
201

201
201

Failed to attach IP NBAR to interface GigabitEthernetl/0/1

The viewer allows you to select a logfile from the left column and review the received syslog messages

contained.

Filtering can be performed by entering the information into the filter and choosing Filter.

Searching for text can be performed by entering text in the